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Abstract

Sensitivity of Machine Learning Algorithms to Dataset Drift for the
Natural Language Processing Application of Spam Filters

by
Tonya Fields

Submitted in partial fulfillment
of the requirements for the degree of
Doctor of Professional Studies
in Computing

October 2021

The datum used for many machine learning projects drifts over time. The problem of
dataset drift causes the performance of the models to deteriorate. This can have
devastating consequences for critical real-world applications that rely on the accuracy
and robustness of the model, such as autonomous vehicles, fraud detection, medical
diagnosis, etc. The resilience to dataset drift will impact the degree and ways the model
suffers in production.

The impact of data drift depends on the selected algorithms, as well as the application
domains. Application domains involving graphics and pattern recognitions, such as
traffic-toll systems and image classification are less likely to suffer from data drift
because the data used for training is static and is expected to have the same distribution
that will be seen in production. On the other hand, the output of daily business processes
that rely on natural language understanding for text classification involving user behavior
are subject to change over time.

We research the stability of four popular high-performing machine learning algorithms
for the text-classification task of email spam classification. In this work, we compare the
resilience to dataset drift of the Random Forest (RF) algorithm, Convolutional Neural
Network (CNN), Long Short-Term Memory (LSTM) Network, as well as the pre-trained
transformers architecture of the Bidirectional Encoder Representation from Transformer
(BERT) developed by Google. To simulate various amounts of data drift, we create four
hybrid datasets using the SpamAssassain benchmark dataset, combined with various
percentages of emails from the Enron benchmark dataset.

Our study found that for the specific Natural Language Understanding tasks of text
classification for use in spam filters, the RF, CNN, and LSTM were less likely to suffer
from data drift. These three models suffered only a 1% loss compared to an 11% loss for
BERT when using a dataset representing 60% data change. When using a dataset
representative of 90% data change, the BERT model suffered a 16% loss compared to the
7% loss of the RF and LSTM, and the 6% loss of the CNN. Overall, we found the RF,
CNN, and LSTM algorithms were less likely to be impacted by dataset drift when used
for spam filter applications.
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Chapter 1

Introduction

1.1 The Problem of Data Drift

When training supervised machine learning models, a single large historical dataset is split
into a train file and test file, therefore the train and test files are said to have been generated
from the same distribution. In many real-world applications the data in production does not
necessarily come from the same distribution as the training data, resulting in a change in
the distribution, which is also known as data drift, concept drift, covariate shift, etc. Data
drift reduces the machine learning solution quality, which is especially important in critical

real-world applications that rely on the accuracy and resiliency of the models [1], [2], [3],

[4].

Data drift may occur gradually over time in use cases, such as banking security systems for
credit-card fraud where the model of users’ purchase behavior may change over time
compared to the behavior the model was initially trained on. Data drift may also occur
seasonally or suddenly. For example, many recommendation systems trained to make
predictions prior to the COVID-19 global pandemic would abruptly fail after the onset of

the virus due to the sudden changes in consumer behavior. [5], [6], [7]

Machine learning algorithms behave differently in terms of their sensitivity to data drift.

The impact of data drift depends on the selected algorithms, as well as the application
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domains. Application domains involving graphics and pattern recognitions, such as traffic
toll systems, and image classification are less likely to suffer from data drift because the
data used for training is static and expected to have the same distribution that will be seen
in production. On the other hand, production data distribution can be very different from
the training data, particularly the output of daily business processes that rely on natural

language understanding for text classification involving user behavior.

1.2 Algorithms and Applications Differ in Data Drift Behavior

1.2.1 Data Drift in Air Pollution Models

In an initial study of air pollution detection models [8], we compared the sensitivity and
robustness of data drift for the deep learning algorithms: Multiplayer Perceptron (MLP),
Convolutional Neural Network (CNN), Gated Recurring Unit (GRU), and the Long Short-
Term Memory (LSTM) network. The dataset was provided by [9], [10] and consisted of
43,824 air pollution samples with data features that measured the concentration of particle
matter, air pressure, air temperature, and dew point. The base models for the MLP, CNN,
GRU, and LSTM had near identical performance accuracy of more than 99% in predicting
air pressure. When applying increasing levels of simulated drift (using colored noise) to
the base models, the solution quality of the model deteriorated as expected, however, the
deterioration was much less for the LSTM model. The algorithms based on RNN’s (LSTM
and GRU) turned out to be more robust to the dataset drift. The LSTM and GRU algorithms
suffered a 2% and 4% loss respectively in accuracy as compared to the MLP, which

performed the worst with a drop of 44%.



1.2.2 Data Drift in Spam Filter Models

As explained in [11] the term “spam” as it relates to email and text messages refers to
unsolicited, often unwanted, email messages [11]. Spam costs businesses more than $20.5
billion every year [12] and is of particular concern to cybersecurity professionals since
94% of malware, fraud, and scams are often initiated through spam email and text messages
[13]. Data drift is a challenge for spam filters because spammers continually add new data
manipulation strategies to try to outwit spam filters, which results in changes in data
distribution and population changes and a decline in the filter’s ability to classify spam

correctly.

The 2019 work of Dada et al. [14] provided a review of the application of popular machine
learning approaches to email spam of the leading internet service providers, such as Gmail,
Yahoo!, and Outlook. Their work focused on machine learning techniques used for email
spam filtering of twenty published papers during the period of 2000-2018. For each paper,
they provided the dataset description, machine learning techniques, algorithms used,
performance metrics, and the limitations of each study. Of the twenty papers, the most
popular algorithms studied included support vector machines (SVM), K-Nearest Neighbor
(K-NN), Naive Bayes (NB), and ensemble approaches that combined several algorithms.
We find it interesting that only one paper used the Random Forest algorithm and only one
paper employed the use of deep learning algorithms. In our work, we focus on the RF and

deep learning algorithms.



1.3 Problem Statement

The datum used for many machine learning projects drifts over time. The resilience to
dataset drift will affect the degree and ways the model suffers in production. An
important aspect in the selection of the machine learning algorithm for a given real-world
application is evaluating the inherent sensitivity and robustness to data drift, which is an

underexplored area of research.

In this work, we provide a comparison of the performance change due to data drift for the
machine learning subset of natural language understanding (NLU) used for text
classification tasks, specifically spam filters. We compare a traditional Random Forest
(RF) algorithm with the more advanced deep learning Convolutional Neural Network
(CNN), and the Long Short-Term Memory Network (LSTM), as well as the cutting-edge
pre-trained transformers architecture of the Bidirectional Encoder Representation from

Transformer (BERT) developed by Google [15].

In our study, we seek to answer the question: “Which machine learning algorithms are
more resilient to dataset drift for the application of text classification in spam filters?”” We

compare state of the art BERT pre-trained Transformer models with LSTM, CNN, and RF.

1.4 Solution Methods

The methodology for our study includes seven major steps:
1) Collect benchmark email datasets
2) Clean and preprocess data

3) Create hybrid datasets to train baseline models



4) Feature extraction (TF-IDF, Word Vector Representation, Transformers)
5) Create baseline models
6) Evaluate models using second datasets to simulate dataset drift

7) Compare and analyze results.

1.4.1 Solution Validation.

The solution is validated in terms of the calculated accuracy, recall, and precision scores.
We compare performance of the baseline models using data from the same distribution
with the performance of the models when evaluated with simulated data drift. When
applying increasing levels of simulated drift to the base models, we expect deterioration

across all models, leading us to find which models are more robust in the face of drift.

1.5 Contributions

We contribute to an underexplored area of research by providing performance analysis of
the inherent sensitivity and, conversely, the robustness to data drift of four high-performing
machine learning, deep learning, and transformer algorithms. We expect this work will
assist with algorithm selection for natural language understanding applications that are

subject to data drift.

1.6 Dissertation Roadmap

This dissertation is organized as follows: Chapter 2 provides a survey of relevant research
and background on the well-documented data preprocessing techniques, machine learning

algorithms, and deep learning algorithms compared in this study. Chapter 3 formally
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describes our research and proposed methods. Chapter 4 discusses our experimental results

and data collection. Chapter 5 provides our conclusion and our plans for future work.



Chapter 2

Review of the Literature and Background

2.1 Related Works in the Literature

Several works in the literature proposed machine learning algorithms for use in text
classification for spam filtering [14], [16]. The 2019 work of Dada et al. [14] provided a
review of the application of popular machine learning approaches to email spam by the
leading internet service providers like Gmail, Yahoo!, and Outlook. As mentioned in our
introductory chapter, their work focused on machine learning techniques used for email
spam filtering of twenty published papers during the period of 2000-2018. Of the twenty
papers, the most popular algorithms studied included SVM, K-NN, NB, and ensemble
approaches that combined several algorithms. We find it interesting that only one paper

used the RF algorithm, and only one paper employed the use of deep learning algorithms.

In [17], the authors provided a study of email classification research trends and open issues
based on the review of ninety-eight articles that were published from 2006-2016. Among
these ninety-eight articles, forty-nine were related to spam classification, and the remaining
were dedicated to other email classifications, such as phishing, multi-folder categorization,
and combinations of phishing and spam. Of the forty-nine spam classifications summarized
by their work, SVM were the most frequently used machine learning algorithms, followed
by Decision Trees, NB, and K-NN. We note of the forty-nine techniques identified, the RF

was only explored in one of the studies.
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Traditional machine learning classification methods have been extensively evaluated for
use in text classification application [16], [18], [19], [20], [21]. However, missing from the
twenty publications identified in [14] and the forty-nine publications dealing with spam
classification identified in [17] is an exploration of how the models perform when faced

with dataset drift (real concept drift, population drift, virtual drift, etc.).

The authors of related works [17], [14] concluded that more research is needed to study the
application of deep learning for spam classification due to the automation of feature
engineering that is inherent in deep learning layers. Both works also identified the need to
address the problem of concept drift (one form of dataset drift) when building email spam
filters. Our work directly addresses the open research problem for the need to employ deep

learning for text classification in the application of spam filters.

The 2021 work of Minaee et. al. [22] provided a comprehensive review of more than 150
deep learning based text classification models. Their review provided a quantitative
analysis of the performance of different deep learning models on popular benchmark
datasets. We were encouraged to see the results we achieved in our work for the BERT-
base model were competitive with the results of their BERT-base models in terms of
accuracy. They provided results on NB, however, they did not compare the performance
of BERT to that of the RF as we do in our work. Furthermore, they conducted
performance analysis on classification tasks, such as sentiment analysis, news
categorization, questions and answers, and natural language inference, however, they did

not perform analysis of models for the application of spam filters as we do.
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The authors of [23] performed a detailed analysis on the impact of different types of data
drift available in the literature (sudden, reoccurring, gradual, and incremental). They
designed a procedure to analyze and detect different forms of concept drift in the email
domain. They developed an email concept drift analyzer tool. Their study concluded that
concept drift should be considered when building any spam detection solution to ensure a
lifelong spam email classification system. The focus of [23] was on the concept drift
detection strategies rather than on the inherent sensitivity and robustness of machine

learning algorithms when no concept drift detection strategies have been applied.

2.2 Background on Natural Language Preprocessing Techniques

The author of [24] makes a clear distinction between data mining and text data mining, or
text analytics, explaining that in the case of text data mining, patterns are extracted from
unstructured natural language text, and in the case of data mining, data is extracted from
structured databases containing facts. Natural language can be expressions in both written
and spoken forms and requires various tools for the transformation, interpretation, and

analysis of words, sentences, phrases, statements, advertisements, claims, etc.

As a prerequisite for the computer to extract intelligence from the words, it is necessary to
first clean and preprocess the text, and transform unstructured natural language into a form
that is more useful for the creation of features that will be used for training machine

learning and deep learning models [25].

Preprocessing steps for text data mining involves procedures to help normalize the text and

is dependent on the use case of the application. Normalizing the text helps to reduce noise



and define a “standard” of near-identical words such as “stopwords,

10

99 ¢¢

stop-words,” and

“stop words” to just “stopwords.” Python libraries such as SpaCy [26] and Natural

Language Tool Kit (NLTK) [27] provide excellent NLP libraries to easily implement the

text mining preprocessing tasks. We briefly explain well-documented NLP preprocessing

techniques used in our study.

Tokenization—Considered the first stage of the preprocessing pipeline,
tokenization is a necessary step for all other stages. Tokenization is the process
where each sentence in the text document is separated by breaking it into words or
small fragments called tokens based on a pre-built model.

Sentence Segmentation—Depending on the application, the text may also
undergo sentence segmentation, which is a technique to split the input document
into sentences that will be important when parsing multiple sentences to define
parts of speech and dependent relations (noun, verb)

Stopword Removal—This technique removes “non-relevant” words, with the
goal of reducing the dimensionality down to the words that are supposed to add
value to the model.

Lemmatizing—This reduces a word to its lemma, or core representative word.
To work properly, the lemmatizer requires the identification of the part of speech
of the word.

Parts of Speech Tagging—This tags words in the text with their part of speech,

including verb, adjective, noun, etc.
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Table 1 provides an example of tokenization, lemmatization, parts of speech tagging, and

the identification of stopwords applied to the following sample corpus.

“This research was inspired by emerging technologies introduced during the
DPS program at the Pace University. Pace’s Pleasantville, NY campus is
located near IBM. | am thankful for the outstanding professors who led our

classes.”

Table 1 NLP Preprocessing: Tokenization, Lemmatization, Parts of Speech, and

Stopwords
Tokenization | Lemmatization | Parts of Speech Stopword
This this DET True
research research NOUN False
was be AUX True
inspired inspire VERB False
by by ADP True
emerging emerge VERB False
technologies | technology NOUN False
introduced introduce VERB False
during during ADP True
the the DET True
DPS DPS PROPN False
Program program NOUN False
at at ADP True
Pace Pace PROPN False
University University PROPN False
. . PUNCT False
Pace Pace PROPN False
‘s ‘s PART True
Pleasantville | Pleasantville PROPN False
, , PUNCT False
NY NY PROPN False
campus campus NOUN False
is be AUX True
located locate VERB False
near near SCONJ False
IBM IBM PROPN False
PUNCT False




I -PRON- PRON True
am be AUX True
thankful thankful ADJ False
for for ADP True
the the DET True
outstanding | outstanding AD) False
professors professor NOUN False
who who PRON True
led lead VERB False
our -PRON DET True
classes class NOUN False

PUNCT False

12

Figurel is an example of entity recognition from the sample corpus and Figure 2 is an

example of dependency parsing.

displacy.render(pace_doc, style='ent')

This research was inspired by the emerging technologies introduced in the | DPS pErRsonN  program at = the Pace University orG . The campus located in

Pleasantville GPE . NY GPE isn'tfarfrom IBM ORG .

Figure 1 SpaCy Results for Named Entity Recognition on Sample Pace Corpus

pobj I
nsubjpass | det
det l_auxuass || | agent * * amod I | acl * | prep *
This research was inspired by the emerging technologies introduced in
DET NOUN AUX VERB ADP DET VERB NOUN VERB ADP

Figure 2 SpaCy Results—Dependency Parsing
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2.3 Background on Text Feature Extraction Methods

Machine learning algorithms cannot process straight text as input, so it is necessary to
represent the text numerically. Feature extraction is the process of numerical representation
of the text. Common feature extraction techniques in the literature that we use in our study
include bag of words (BOW), term frequency—inverse document frequency (TF-IDF),

word embeddings, and the BERT language model.

2.3.1 BOW and TFIDF

BOWs and TF-IDF are simple techniques to numerically represent text documents [28]
[29]. A BOW or multiset of words represents text in a way that describes the occurrence
of words within a document based on the multiplicity of each word. Important
preprocessing aimed at reducing the dimensionality of the corpus is normally conducted
prior to the BOW processing. TF-IDF creates a vector representation of the document
based on the one-hot-encoding schema, where words are given weight that measures
relevance, not frequency. Word counts are replaced with TF-IDF scores across the whole
dataset. TF-IDF combines two concepts, Term Frequency and Document Frequency. TF-
IDF assumes there are several words that appear more often compared to others, and
assesses the importance of words in each email, as well as the importance of each word in
the document database. Inverse Document Frequency is the weight of a term; it looks to

reduce the weight of a term if the term occurred throughout all the documents. TF-IDF is
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a multiplication of the term’s frequency matrix with its IDF and is calculated as shown in

Equation 1.

BOW and TF-IDF discards word order, and therefore the context, meaning, and the

relationship between words are lost, which is a major disadvantage of these methods.

N
dfi

tf;,j = number of occurrences of i in

df; = number of documents containing i
N = Total number of documents

Wi,j = tfl,] X lOg(

Equation 1 TF-IDF Formulation

Additionally, BOW and TF-IDF produces sparse representation vectors, resulting in large
number of weights. Approaches to overcoming these challenges include pretrained word
embedding, such as Word2Vec [30], Global Vectors for Word Representation (GloVe)

[31], and Transformers (BERT) [15].

2.3.2 Word Embeddings

Word2Vec is an algorithm invented by Google researchers Mikolov, Sutskever, Chen,
Corrado, and Dean [30] that uses a neural network model to learn word associations and
create numerical representations known as word embeddings; these pretrained word
vectors are based on millions of words. The numerical vector representation of the
Word2Vec models captures the semantic similarity and analogous relationship between
different words. The authors of [30] provided an example of vector space representation as

shown in Figure 3, that depicts computation of (king — man) + woman = queen.
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Figure 3 also demonstrates the vector space representation for verb tense (middle Figure)

as well as geographical localities (Figure on right).

As explained in [32] [33] “Word embeddings are often used as the first data processing
layer in a deep learning model”. Machine learned embedding feature extraction techniques
allow models to perform well without any external hand-designed resources or time-
intensive feature engineering since no hand-crafted features are needed beforehand.
Extensions of Google’s Word2Vec methods are the GloVe developed by Stanford [31] as

well as FastTex developed by Facebook [34].

Japan

PR Vietnam
swimming @ China

. »
3 S
Tokyo

Hanoi Ared
Beijing

Male-Female Verb Tense Country-Capital

Figure 3 Example Word2Vec and GloVe Word Embedding. Image Source [35]

233 BERT

BERT [15], introduced in 2018 by researchers at Google, is a language model that builds
on the foundational concepts of the Transformer architecture proposed in [36]. The BERT
framework uses deep neural networks based on an encoder architecture with an attention
mechanism designed to deal with the long-range dependency challenge suffered by CNN

and RNN. As stated in [36], “the Transformer is the first transfer learning model relying
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entirely on self-attention to compute representation of its input and output without using

sequence-aligned RNNs or CNN.”

BERT builds on the success of self-attention used in previous applications, such as reading
comprehension, abstractive summarization, and learning task-independent sentence
representations [36], [37], [38]. BERT provided a better understanding of the context of
words within sentences. The “attention” mechanism determines the importance of words
in relation to other words in a sentence. The authors in [39] explain, “Not all words
contribute equally to the representation of the sentence meaning. Hence, we introduce
attention mechanism to extract such words that are important to the meaning of the
sentence and aggregate the representation of those informative words to form a sentence

vector.”

The original Transformer architecture detailed in [36] is both an encoder as well as a
decoder. BERT, however, is only an encoder. For the attention mechanism, BERT uses
three embeddings to represent the input representations: token, segment, and positional.
BERT is trained using the Masked Language Model (Masked LM) and the Next Sentence
Prediction. Directional models read the text input sequentially (left-to-right or right to left),
however the BERT transformer encoder reads the entire input sequence of words at once
using a bidirectional method. BERT is pretrained on an enormous corpus of unlabeled text,
including the entire Wikipedia (more than 2,500 million words) and Book Corpus (more
than 800 million words). We refer the interested reader to [15] for an extensive background

on BERT technology.
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2.4  Algorithms in Our Study

2.4.1 Classical Machine Learning—Random Forest

Classical machine learning models require hand-crafted features to construct a dataset to
first train a model, then, as a second step, the model can make predictions based on the data
it was trained on. Machine learning based methods automatically classify text based on
observation of the data. Rule-based methods classify text into categories using a set of
predefined rules and require extensive knowledge of the domain. In contrast, machine
learning methods learn associations between text and their labels. The classical machine

learning algorithm explored in our study is the RF.

One reason we selected the RF algorithm in this study is because it is an underrepresented

algorithm in the surveys conducted in the related works discussed in Section 2.1 above.

The RF is a supervised meta learning algorithm based on decision tree algorithms. It was
developed by Leo Breiman [41], a statistician at the University of California at Berkley.
The RF algorithm grows many decisions trees, and each tree “votes” for one overall
classification for the set of data; the RF then selects the classification having the most votes
over all the trees in the forest (as shown in Figure). The RFs usually require shorter training
time compared to that of SVMs and neural networks. RF is competitive with the existing
machine learning algorithms in terms of accuracy. According to Breiman [41], the RF is
unparalleled in accuracy among current algorithms, runs efficiently on large databases, and
can handle thousands of input variables without variable deletion. The RF also gives

estimates on which variables are important for the classification [3], [4].
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Figure 4 Example Random Forest - 3 Tress Vote. Source [39]

2.4.2 Deep Learning—CNN, LSTM, BERT

The ability of deep learning to process and learn from enormous quantities of unlabeled
data gives it an advantage over classical/traditional machine learning algorithms. To be
considered deep learning, the neural network must have a least three hidden layers. Modern
neural networks have hundreds of hidden layers [42]. Feature extraction is a time-
consuming task that can take teams of data scientists years to accomplish; deep learning
performs automatic feature extraction without human intervention. During the feature
learning stages, important features are extracted. Each layer of the model trains on a distinct
set of features based on the output of the previous layers. The further you advance into the
neural network, the nodes begin to accurately recognize more complex features, as they
aggregate and recombine features from the previous layer. Neural networks are capable of
handling very large, high-dimensional datasets with billions of parameters that pass

through nonlinear (sigmoid or tahn) functions.

24.2.1 Convolutional Neural Networks (CNN)

CNNs were initially developed in the neural network image processing community where
they achieved near humanlike results in recognizing objects from predefined categories

[42], [43]. The first layer of a CNN is always the convolutional layer that uses filters (also
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called neurons or kernels) to move (or convolve) through the input, and begins to identify
the most significant features. CNNs do not learn from a single filter; they learn multiple
filters in parallel for a given input. As explained in [44], It is common for a convolutional
layer to learn from 32 to 512 filters in parallel for a given input, which gives the model 32,
or even 512, different ways of learning and extracting features from the input data. Since
the convolutional layers increase the dimensions of the input, the second layer, known as

the pooling layer, reduces this dimensionality.

The architecture of CNNs, explained in [43], includes methods for dimensionality
reduction through filters, stride, pooling, flattening, and the output (classification) as
depicted in Figure 5. We refer the interested reader to [45], [42], [43] for expanded

explanations of CNN architectures.
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Figure 5 Simplified CNN Architecture. Source [46]

Applications where CNNs excel include image recognition, video recognition, image

analysis, recommendation systems, natural language processing for small corpus data, such
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as Twitter data, chat boxes, and sentiment analysis for business reviews. CNNs are

designed to capture the most important information in a sentence.

Shortcomings of CNNs identified in the work of Kalchbrenner et al. [47] reported CNNs
inability to (1) model long-distance contextual information and (2) preserve sequential

order in their representations.

2.4.2.2 Recurrent Neural Network (RNN)

Recall that a feedforward neural network only considers the current example it is exposed
to and does not consider order in time. As explained in [44], the architecture of RNN, on
the other hand, “takes as their input not just the current input example they see, but also
what they have perceived previously in time”. A loop in the hidden layer allows data to be
sent to the next layer [37], [42], [45]. In this way, an RNN is said to have “memory” of
previous computations and uses the information to perform tasks that feedforward
networks are not designed for. After producing the output, it is copied and sent back into
the recurrent network using backpropagation through time of error and gradient descent to
find correlations between events separated by many moments, which is helpful to classify
sequential input. One shortfall of the basic RNN is that it suffers in maintaining the context
of words when the length of the input becomes longer. This problem is helped by the use

of LSTM networks, which are a special type of RNN.

2.4.2.3 Long Short-Term Memory (LSTM) Network

LSTMs can retain long-term dependencies and connect information from the past to the

present. LSTM gates learn which information is important to keep and which is not. The
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LSTM helps to overcome the vanishing gradient descent problems that are suffered by
RNNs [42], [37]. LSTMs help preserve the error that can be back propagated through
time, and allow recurrent nets to continue to learn over many time steps (more than
1,000), thereby opening a channel to link causes and effects remotely. LSTM networks
are superior to the basic RNNs in applications based on time series, handwriting

recognitions, semantic parsing, and robot control, among many others.

The authors of [48] provided interesting insights on the comparative performance
between RNNs and CNNSs. After testing on multiple NLP tasks that included sentiment
classification, questions and answers, and parts of speech tagging, they concluded that
there is no clear winner: the performance of each network depends on the global

semantics required by the task itself.

2.4.2.4 BERT

BERT pretrained word embedding can be used for specific NLP application through a
transfer learning process known as fine-tuning. The pretrained BERT model can be fine-
tuned with just one additional output layer to create state of the art models for a wide range
of NLP tasks. The output layer is created from models for specific tasks (classification,
entity recognition, question answers, etc.) with application specific data to produce state of
the art predictions [15]. The Transformer models have been shown to be superior on
machine translation tasks and were more parallelizable, which requires significantly less
time to train. The work of [36] proposed a simple network architecture, known as the
Transformer, based solely on attention mechanisms that completely eliminated RNNs and

CNNs. Self-attention allows models to look at other words in the input sequence to obtain
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a better understanding of certain words in the sequence. Transformers were introduced to
deal with the long-range dependency challenge and take advantage of massive amounts of

training data.

2.4.25 BERT Use Cases

The October 2019 blog post by Google Fellow and Vice President of Search [40]
introduced the news that BERT was being used to enhance Google’s search engine
optimizations (SEO). Google also uses BERT in its Google Translate applications that
supports over 100 languages. Other use cases for BERT include sentiment analysis for
reviews such as movie reviews as well as business reviews provided by services such as
Yelp. BERT may also be used in question-answering (QA) applications such as Siri, OK

Google, and chat boxes [15]
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Chapter 3

Dataset Drift Sensitivity Research Methodology and Design

3.1 Dataset Shift: Formal Definitions

When training supervised machine learning models, a single large historical dataset is split
into a train file and a test file, therefore the train and test files are said to have been
generated from the same distribution. In real-world application, the data that the model is
tasked with classifying rarely come from the same distribution it was trained on, resulting
in a change in the distribution, which is also known as dataset drift. The problem of dataset
drift causes the solution quality of the model to decline, making the model less accurate

and, therefore, less reliable.

There are many names and definitions in the literature for dataset drift because the field
lacks of standard terminology. As explained in the 2012 work of [49], “The literature on
the topic is mostly scattered, and different authors used different names to refer to the same
concepts or use the same name for different concepts.” This sentiment was shared by the

authors of [50].

The most representative terms include: covariate shift [51] , prior probability shift [3],

dataset drift [2], [52], and concept drift [50], [3], among many other names [50], [3].

The authors of [53] offer, “Dataset shift is a challenging situation where the joint
distribution of inputs and outputs differs between the training and test stages. Dataset shift
is when the training and test distributions are different, which potentially introduces unseen

patterns and variation in the data.”
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The authors of [2] defined dataset shift as ““cases where the joint distribution of inputs and
outputs differs between training and test stage.” They provided background and definitions

on various types of dataset shift as follows.

Definition 1: Dataset shift appears when training and test joint distributions are different.

That is, when P, (v, x) # Pis: (v, x)

Definition 2: Covariate shift appears only in X — Y problems, and is defined as the case
where Py (y]x) = Prse (y|x) and Pyrq (x) # Prse(x)

Covariate shift is when only the distributions of covariates (shift in the input or features) x
change and everything else is the same. Covariate shift means that only the input
distribution changes, whereas the conditional distribution of the outputs given the inputs

p(y|x) remains unchanged.

Definition 3: Prior probability shift appears only in Y — X problems, and is defined as
the case where Py, (x|y) = Pt (x]y) and Ppq () # Pese (y)
Prior probability shift is when only the distribution over y changes and everything else
stays the same.
Definition 4: Concept shift is defined as

o Piy(¥]%) # Pt (¥|x) and Pyrg(x) = Pige (x) in X — Y problems

®  Puq(x|y) # Pese(x]y) and Pyq (y) = Pt (y) inY — X problems

Concept shift, also called concept drift, is not related to the data distribution or the class

distribution, but instead is related to the relationship between the two variables. With
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concept drift, the interpretation of data changes over time even though the distribution of
the data does not.

Definition 5: Sample selection bias, in general, causes the data in the training set to follow
P, = P(s = 1|x,y), while the data in the test set follows P,,; = P(y, x). Depending on
the type of problem, we have:

Pirq = P(s = 1|x,y)P(y|x)P(x) and P, = P(y|x)P(x) in X — Y problems.

Piq = P(s = 1|x,y)P(x|y)P(y) and P.;; = P(x|y)P(y) inY — X problems.

where s is a binary selection variable that decides whether a datum is included in the
training sample process (s = 1) or rejected from it (s = 0).

Sample selection bias is when the distributions differ because of an unknown sample

rejection process.

In our study, our focus in on dataset shift, and we use data drift and data shift
interchangeably. In previous works, much of the focus has been on detection and adaptation
strategies for dataset drift [3], [50], [52], [54], however, the algorithms inherent response
to dataset drift (before incorporating detection or mitigation methods) has received less

attention and is the focus of our research.

The problem of dataset shift can be caused from the way input features are constructed, the
sparsity of data, shifts in the data distribution due to non-stationary environments, and from
changes in the activation patterns within layers of deep neural networks [2]. One problem
with dataset shift research is the lack of real-life datasets that contain dataset shift. This

problem is expressed by the authors of [55] who point out, “Even though it is natural to
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observe shift in several real-life datasets, unfortunately, existence of clear dataset shift is

rarely found in the publicly available real-life datasets.

In our work, we combine two real-world datasets to create different distribution to simulate
dataset shift for experimentation with the sensitivity and robustness of several machine

learning algorithms.

3.2 Examples of Data Drift in Real World Application

Popular real-life use-cases where data changes over time are prevalent in industries such
as finance and banking, retail and ecommerce, and healthcare, among others [50]. Specific
applications may involve monitoring and control, information management, analytics, and
diagnostics. Examples may appear in models trained on consumer habits in ecommerce,
predictions for the stock exchange, advertising targets, and medical diagnosis, among many

others.

Data drift may occur gradually over time in use cases such as banking security systems for
credit card fraud where the model of a user’s purchase behavior may change compared to
the behavior on which the model was initially trained. Data drift may also occur seasonally
and/or suddenly. For example, many recommendation systems trained to make predictions
prior to the COVID-19 global pandemic would abruptly fail after the onset of the virus due

to the sudden changes in consumer behavior [5], [6], [7].

Some types of dataset drift are related to the deliberate and clandestine adversarial attempts

to circumvent systems as in the case of fraud or other undesirable activities, such as
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malware and spam. As such, spam filters are a real-world application that may suffer from

dataset drift and the use case application focus of our study.

3.3 Existing Measures to Mitigate Data Drift

Existing measures for drift mitigation include drift detection and adaptation measures. The
works of Lu et al. [56] reviewed 130 publications in concept drift related research and
surveys of the most popular concept drift detection and adaptation methods and algorithms.
They concluded that more research on effectively integrating concept drift handling

techniques with machine learning methodologies is highly desired.

In [57], the authors provided a comprehensive survey of the most representative detection

learning measures that they categorize into three groups.

1. Sequential Analysis based methods include the Cumulative Sum (CUSUM) and its

variant Page Hinkley (PH) [58].

2. Statistical based approaches include the Drift Detection Method (DDM) [59], Early Drift
Detection Method (EDDM) [60], Exponentially Weighted Moving Average (EWMA)

[61], and Reactive Drift Detection Method (RDDM) [62], among others.

3. Windows based methods include the Adaptive Windowing (ADWIN) [63], [64], the
SeqDrift detector [65], the Drift Detection Methods based on Hoeffding’s Bound
(HDDMA-test and HDDMW-test) [66], and Fast Hoeffding Drift Detection Method

(FHDDM) [67], among others.
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3.4 Addressing Gaps in Data Drift Research

Our research helps fill the gap suggested in [56] to integrate concept drift handling
techniques with machine learning methodologies. The authors of [14] concluded that
further research is needed to tackle the issue of email spam filtering as a concept drift
problem, and listed the “inability of current spam filtering techniques to effectively deal
with the concept drift phenomenon” as open research problem. Our work helps to address
this research gap by using spam filters as our application of study for robustness of data

drift.

The existing measures to mitigate dataset drift explored various drift detection and
adaptation methods as mentioned in section 3.3. To our knowledge, there is no study that
compares the inherent robustness of algorithms before any detection or mitigating methods
have been applied. Our study will help fill the research gap by comparing the inherent
robustness of the underexplored RF, as well as the high-performing CNN, LSTM, and

BERT models.

3.5 Research Question

In our study, we seek to answer the question, “Which machine learning algorithms are
more resilient to dataset drift for the application of text classification in spam filters?” We
provide a performance comparison of the state of the art BERT pretrained Transformer

models with the popular and high performing LSTM, CNN, and RF algorithms.
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3.6 Solution Methodology

The methodology for our study of the robustness and sensitivity of the inherent nature of
selected algorithms to dataset drift for the application of spam filters was briefly introduced
in section 1.6. We provide details of each step in in sections 3.6.1 through 3.6.7, as well as
an overall graphical research design in Figure 5. The methodology includes seven major
steps.

1) Collect benchmark email datasets

2) Create hybrid datasets to train baseline models

3) Clean and preprocess emails

4) Extract features (TF-IDF, Word Embeddings, Transformers)

5) Create baseline models

6) Evaluate models using second datasets to simulate dataset drift

3.6.1 Collection of Benchmark Email Datasets

The benchmark email datasets used in our study were obtained from two sources. This
allowed us to train from one distribution and test from a different distribution to simulate
dataset distribution change. One benchmark dataset was obtained from the SpamAssassin
public mail corpus [68] . The second dataset was from the Enron emails introduced in the

work of Metsis, Androutsopoulos, and Paliouras [18] and obtained from [69].

3.6.2 Create Hybrid Datasets

To establish baseline performance with no drift present, we created models using datasets

from the same distributions. We created four hybrid datasets; each contains all 3,051 emails
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from the SpamAssassin’s dataset. We then added specific amounts of emails from the

Enron dataset to the SpamAssassain to create the hybrid datasets. The amounts added

consisted of 40%, 30%, 20%, and 10% of the Enron dataset. Table 2 provides the number

of emails in each of the original datasets. Table 3 provides the details of the hybrid datasets.

Models trained with the hybrid datasets will be trained from the same distributions in

varying amounts.

Table 2 Email Composition of Benchmark Datasets

Source Total Legitimate
(Ham) Emails

Spam Assassin (SA) 3042 2545

Enron Total (E) 5171 3672

Table 3 Email Composition of Hybrid Datasets

Spam
CAc\)sns]eE)sisr:g d No. (_)f Har_n Spar_n Tota_l Tota_l
with Emails Emails Emails Hybrid Hybrid
Added Added Added Ham Spam
Percentage of
Enron
10% 517 259 258 2804 755
20% 1034 517 517 3062 1014
30% 1551 775 776 3320 1273
40% 2068 1034 1034 3579 1531

3.6.3 Clean and Preprocess Emails

Unwanted
Spam Emails

497
1499

Total
Hybrid
Data set

3559
4076
4593
5110

Data preprocessing, also referred to as data wrangling, is a crucial step in the machine

learning process, as it helps to transforms the data into a format that is understandable by

the machine learning models. Many reports estimate that up to 60-80% of time and effort
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is invested in the data preprocessing tasks of collecting, loading, cleaning, and preparing
the data [70], [45] [71]. Section 2.2. provided a brief review of common NLP preprocessing
techniques. In this section, we expand on the methods and tools that were used to prepare

the data for our study.

Many of the NLP tasks were completed using the open-source library Natural Language
Toolkit (NLTK). Python’s email package provides a library for managing email messages
[72] that uses Multipurpose Internet Mail Extensions (MIME) formatting. This library was
used to help load and parse emails as a first step in preparing the dataset. Other NLP
packages and tools used to prepare the text include Beautiful Soup [73], Regex [74], [75],
UrlExtract [76], and Spacy [77]. The tutorial to implement the data cleaning was provided
by [78]. Beautiful Soup is a Python library for pulling data out of HTML and XML files.
We used Beautiful Soup to parse and clean the emails by removing the HTML tags, email
headers, and non-Latin symbols from the emails. The Regex (Regular Expression) Python
package was used to remove punctuation and the Python class UrlExtract were used to

extract urls from the emails.

The general structure of an email is composed of two mail elements: the body and the
header. The Simple Mail Transfer Protocol (SMTP) defines the email header section,
which contains fields in the header that identify the subject, senders name, email ID,
sending data, routing information, timestamp, recipient information, success of delivery,
etc. To create the datasets, none of the header information is needed and therefore must be

parsed, identified, and removed. Figure 6 is an example of a “raw” email before cleaning.
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From exmh-workers-admin@redhat.com Thu Aug 22 12:36:23 2002
Return-Path; <exmh-workers-admin@example.com>
Delivered-To: zzzz@localhost.netnoteinc.com
Received: from localhost (localhost [127.0.0.1])
by phobos.labs.netnoteinc.com (Postfix) with ESMTP id DO3E543C36
for <zzzz@localhost>; Thu, 22 Aug 2002 07:36:16 -0400 (EDT)
Received: from phobos [127.0.0.1]
by localhost with IMAP (fetchmail-5.9.0)
for zzzz@localhost (single-drop); Thu, 22 Aug 2002 12:36:16 +0100 (IST)
Received: from listman.example.com (localhost.localdomain [127.0.0.1]) by
listman.redhat.com (Postfix) with ESMTP id 8386540858; Thu, 22 Aug 2002
07:35:02 -0400 (EDT)
Delivered-To: exmh-workers@listman.example.com
Received: from munnari.0OZ.AU (localhost [127.0.0.1]) by delta.cs.mu.0Z.AU
(8.11.6/8.11.6) with ESMTP id g7MBQPW13260; Thu, 22 Aug 2002 18:26:25
+0700 (ICT)
From: Robert Elz <kre@munnari.0OZ.AU>
To: Chris Garrigues <cwg-dated-1030377287.06fa6d @DeepEddy.Com>
Cc: exmh-workers@example.com
Subject: Re: New Sequences Window
In-Reply-To: <1029945287.4797. TMDA@deepeddy.vircio.com>
References: <1029945287.4797. TMDA@deepeddy.vircio.com>
<1029882468.3116. TMDA@deepeddy.vircio.com> <9627.1029933001@munnari.0Z.AU>
<1029943066.26919. TMDA@deepeddy.vircio.com>
<1029944441.398. TMDA@deepeddy.vircio.com>
MIME-Version: 1.0
Content-Type: text/plain; charset=us-ascii
Message-1d: <13258.1030015585@munnari.0Z. AU>
X-Loop: exmh-workers@example.com
Sender: exmh-workers-admin@example.com
Errors-To: exmh-workers-admin@example.com
X-Beenthere: exmh-workers@example.com
X-Mailman-Version: 2.0.1
Precedence: bulk
List-Help: <mailto:exmh-workers-request@example.com?subject=help>
List-Post: <mailto:exmh-workers@example.com>
List-Subscribe: <https://listman.example.com/mailman/listinfo/exmh-workers>,
<mailto:exmh-workers-request@redhat.com?subject=subscribe>
List-1d: Discussion list for EXMH developers <exmh-workers.example.com>
List-Unsubscribe: <https://listman.example.com/mailman/listinfo/exmh-workers>,
<mailto:exmh-workers-request@redhat.com?subject=unsubscribe>
List-Archive: <https://listman.example.com/mailman/private/exmh-workers/>
Date: Thu, 22 Aug 2002 18:26:25 +0700
Date: Wed, 21 Aug 2002 10:54:46 -0500
From: Chris Garrigues <cwg-dated-1030377287.06fa6d@DeepEddy.Com>
Message-1D: <1029945287.4797. TMDA@deepeddy.vircio.com>
| I can't reproduce this error. For me it is very repeatable

Figure 6 Raw Email Structure before Preprocessing. Source of Email: [68]



33
Figure 7 shows the email after the header information has been parsed and removed using

Regex, Beautiful Soup, and SpaCy.

Date:  Wed 21 Aug 2002 10:54:46 0500
From: Chris Garrigues wgdated1030377287.06fa6d@DeepEddy.Com
MessagelD: 1029945287.4797. TMDA@deepeddy.vircio.com

| I can't reproduce this error. For me it is very repeatable like every time without fail. ....

Figure 7 Email after Header Removed

One important data cleaning task is the removal of stopwords. Stopwords are a set of
commonly used words in a language. Stopwords in machine learning are typically
considered to be unimportant in the modeling of features for the dataset; some examples
include “a,” “the,” “is,” “are,” “to,” “in,” etc. We created hybrid datasets with and without

stopwords for performance comparison of our models.

We show our preprocessing implementation details in Chapter 4.

3.6.4 Feature Extraction

For our traditional RF model, we extract the data features using the TF-IDF method
discussed in section 2.3.1. For the CNN and LSTM, we use the Tokenizer method in the
Keras library to preprocess and extract features for use by the embedding layers of the deep
learning networks. For the BERT models, we use the specialized BERT Tokenizer and

BERT embedding to extract features.
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3.6.5 Creating Baseline Models

We use the four datasets as detailed in section 3.6.2 to establish the baseline performance
using data from the same distribution. We build baseline models based on the RF, CNN,

LSTM, and BERT algorithms.

3.6.6 Evaluate Model Performance in the Face of Data Drift

We evaluate the performance of all baseline models using datasets from different

distributions. Our study will show which algorithms are more robust to the data drift.

3.7 Evaluation Metrics

We refer to the confusion matrix (also known as error matrix) to describe the performance
of our classification models [45], [79]. The most common metrics calculations include

accuracy, recall, precision, and F1, among others [45], [79].

Table 4 Confusion Matrix General Structure

Model Prediction

Negative Positive

Actual Negative | True Negative | False Positive
Ground Truth

Positive | False Negative | True Positive

= Accuracy is the percentage of correctly classified instances out of all instances.

TP+ TN
TP+TN+FP+TN

Accuracy =

= The precision metrics calculates the accuracy for the minority class. It is
calculated as the ratio of correctly positive examples divided by the total number
of positive instances.
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Y True Positive
Y. True Positive + ), False Positive

Precision =

= The recall metric is the ratio tp / (tp + fn) where tp is the number of true positives
and fn the number of false negatives. The recall is intuitively the ability of the
classifier to find all the positive samples. Recall is defined as follows.

Y True Positive
Y. True Positive + ) False Negative

Recall =

3.8 Expected Achievement

The goal of this exploratory study is to determine which machine learning and deep
learning models are more sensitive to data that changes over time. The traditional machine
algorithm represented in the study is the RF, the deep learning algorithms include CNN,
LSTM, and BERT. We expect the accuracy from the dataset drift evaluation will be higher
on the dataset constructed from 40% of the Enron Dataset, and will decline in performance
from the 10% Enron augmented dataset. This is expected because the training and testing

ratio of 100:40 will be more stable than the training and testing ration of 100:10.

3.9 Assumptions

We assume the emails from these two diverse populations are from different distributions,
as they were collected at different times from different sources. We expect diverse content

within each dataset.

3.10 Experimental Solution Design and Workflow

The experimental solution design workflow is shown in Fig 8.
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Chapter 4

Experiment Design and Findings

In this chapter we implement the experiments to research the stability of four popular high-
performing machine learning algorithms for the text-classification task of email spam
classification. We compared the resilience to dataset drift of RF, CNN, Long LSTM, as

well as BERT. The experimental solution design workflow is shown in Fig 8.

Traditional ML
TF-IDF Random Forest
| Spam Filter
Data 3_» Word Embedding > Deep Learning — > Baseline
Preprocessing | CNN RNN ?
Transformers BERT | Drift Analysis

Figure 8 Simplified Research Design. Source: Adapted from [123]

4.1 Data Preprocessing Implementation

To create the datasets, the email header information is not needed and therefore must be
parsed, identified, and removed. We implemented the NLP tasks using the open-source
library Natural Language Toolkit (NLTK), Python’s email package, email [72], Beautiful
Soup [73], Regex [74], [75], UrlExtract [76] and SpaCy [77]. Beautiful Soup is a Python
library for pulling data out of HTML and XML file. We used Beautiful Soup to parse and
clean the emails by removing the HTML tags, email headers, and non-Latin symbols from

the emails. The Regex (Regular Expression) Python package was used to remove
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punctuation and the Python class UrlExtract was used to extract urls from the emails. Table
5 provides a pseudo code of the steps taken to parse the email headers and to clean and

prepare the emails for feature extraction.

Table 5 Email Preprocessing

Pseudocode of email preprocessing
Input:

Bulk Emails

Output

Cleaned and Parsed Emails Prepared for Feature Extraction
BEGIN

#Useing Python email package

Load & parse emails in the given path
Create lists of all parsed HAM & SPAM emails

#Useing Numpy

Create array of all the email objects

Create an array containing binary labels in the same order as x (O
for ham emails & 1 for spam emails)
Create a test set & training set using scikit-learn

#Using Beautiful Soup

Create a BS object containing email object contents

Return extracted plain text from the HTML soup - remove newlines &
spacing,

Convert HTML to plaintext

#Using urlextract

strip headers

Convert all URLs present in the plain text to the word ' URL '

# Use Regex

remove punctuation

Create an array with the cleaned email

Lower case all words

#Using Spacy

Transform Text

tokenize

Lemmatize

Remove stopwords
End
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4.1.1 Stopwords Analysis

Our initial analysis of the training dataset captures the top twenty words observed before
stopwords are removed, as shown in Figure 13. We can see that because of tokenizing and
stemming, the apostrophe (*) occurred nearly 80,000 times, “the” and “to” each occurred
more than 10,000 times. The text analysis captured in Figure 13, offers limited insights of
the words that matter in the non-spam (ham) emails because of the domination of the
stopwords. On the other hand, Figure 14 and Figure 15 provide more insight into the ham
and spam words respectively after the stopwords are removed from the dataset. Figure 16
is an example of emails with stopwords and punctuation included, and Figure 17 is an

example of the same emails after the removal of stopwords and punctuation

More frequent words in non-spam messages
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20000 4

50000 4

40000 4

number
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10000 4

Figure 9 Most Frequent Non-Spam Words—Stopwords Included



More frequent words in non-spam messages
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Figure 10 Most Frequent Non-Spam Words—Stopwords Removed
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Figure 11 Most Frequent Spam Words—Stopwords Removed

<bound method NDFrame.head of label

a ham If you haven't already you should enable the d...
1 ham ©On Mon 23 Sep 20682 Russell Turpin wrote: Here...
2 ham use Perl Daily Headline Mailer HNew Perl Monge...
3 ham Hello Chris Oh I don't know Timelag synchroci...
4 ham wuse Perl Daily Headline Mailer Announcing Sou. ..
4837 spam Subject: picturesh\rinstreamlined denizen ajar ...
4838 spam Subject: penny stocks are about timing\rinnoma...
4838 spam Subject: anomaly boys from 3881%r\nucsda apapr...
4948 spam  Subject: slutty milf wants to meet youlrintake...
4841 spam Subject: important online banking alertirindea...

More frequent wards in spam messages
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Figure 12 Emails before Cleaning
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<bound method NDFrame.head of label

8 ham  havent already enable debug log hacking ...
1 ham  mon 23 sep 2882 russell turpin wrote heres be...
2 ham  use perl daily headline mailer new perl monge...
3 ham  hello chris oh dont know timelag synchrocity ...
4 ham  use perl daily headline mailer announcing sou...
4837 spam  subject pictures streamlined denizen ajar cha...
48383 spam  subject penny stocks timing nomad internation...
4839 spam  subject anomaly boys 3881 uosda apaproved mle...
4846 spam  subject slutty milf wants mest take ilaa liga...
4841 spam  subject important online banking alert dear wv...
[4842 rows x 2 columns]>

Figure 13 Emails after Cleaning

4.2 Model Hyperparameter Selections and Implementations

41

When creating machine learning models, the optimal parameters that define the model’s

architecture may not be apparent, and thus requires exploration of a range of possibilities.

Exploring the set of optimal parameters is known as hyperparameter tuning. The impact

of algorithm parameter tuning has been studied in a number of works [80], [81], [82], [83].

The authors of [83] concluded: “. . .tuning hyperparameters is often more important than

the choice of the machine learning algorithm”.

In section 4.2.1 we provide the Random Forest hyperparameter tuning results and

implementation, section 4.2.2 provides the hyperparameter tuning and implementation for

the CNN, section 4.2.3 details the hyperparameter tuning and model implementation for

the LSTM and section 4.2.4 provides the hyperparameter tuning and implementation for

the BERT models.
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4.2.1 Random Forest Hyperparameter Tuning and Model Experiment Design

The authors in [81] provided a literature review and experimentation of the influence of
various parameters on the prediction performance of the RF. They concluded that the
number of trees (mtry in the R language and n_estimators in scikit implemented in Python)
is the most influential, and although sample size and node size have a minor influence on
performance, they should still be tuned for maximum performance. Using the Grid Search
with Cross Validation (GridSearchCV) from the scikit-learn library, the optimal
hyperparameter values were found and used to create the RF baseline models. We found
the optimal parameters for the RF models for our dataset to be: 100 trees, max features
value of 50, max depth of 1, the gini index selected, and the bootstrap set to false.

Hyperparameter tuning range tested and optimal values selected are presented in Table 6.

Table 6 Random Forest Hyperparameter Tuning

Hyperparameter Description Range Tested Optimal
Value

n_estimators Number of trees in random forest  [75, 100, 200, 200] 100

max_features max number of features [25, 50, 100] 50
considered for splitting a node

max_depth max number of levels in each 1 for Classification 1
decision tree 5 for Regression

criterion optimum split of the features. gini, or entropy gini

bootstrap if True- controlled with the True or False False

max_samples parameter bootstrap
if False the whole dataset is used
to build each tree.

We created the RF based on the basic pseudo code presented in the works of [84], [85],

[14]. The basic pseudo code is presented in Table 7. Table 8 details the implementation of
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the code using a Jupyter notebook running on a commodity laptop with 8 GB RAM, 294

GB hard drive, using the Windows 10 OS.

Table 7 Random Forest Pseudo Code Source: Adapted from [86]

TF-IDF
Precondition: A training set S ={x;,v1), ", (X5 ¥), features F,
and number of trees in the forest B.
function RandomForest (K, L)
H— @
For i €{1,---,B} do
K® « A bootstrap sample from S
h; < RandomizedTreeLearn(Ka%L)
end for
return H
end function
function RandomizedTreelearn(K,L)
At each node:
f «<very small subset of L
Split on the best feature in £
Return the learned tree
end function

Table 8 Random Forest Model Implementation

Random Forest Model Implementation
Import required libraries and packages
from keras.models import Sequential
From sklearn.feature extraction.text import
TfidfVectorizer
from sklearn.ensemble import RandomForestClassifier
from sklearn.metrics import accuracy score,
classification report, confusion matrix
from sklearn.pipeline import Pipeline
Vectorize the Text
tfidf = TfidfVectorizer ()
X = tfidf.fit transform(data['text'])
Define Model Pararmeter
classifier = Pipeline ([ ('tfidf"',

TfidfVectorizer()),
('classifier',RandomForestClassifier(n_estimators=100,
criterion='gini',max depth=None, min samples split=2,
min samples leaf=1, min weight fraction leaf=0.0,
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max features='auto', max leaf nodes=None,
min impurity decrease=0.0, min impurity split=None,
bootstrap=False, oob score=False, n jobs=None,
random state=None, verbose=0, warm start=False,
class weight=None, ccp alpha=0.0, max samples=None))])
classifier.fit (X train, y train)
Predict the Results
y pred = classifier.predict (X test)

confusion matrix(y test, y pred)
print (classification report(y test, y pred))

4.2.2  CNN Hyperparameter Tuning and Model Experiment Design

The authors in [87] and [80] provided the hyperparameters used to build their CNN models
for classification on NLP tasks. They provided the values tuned for the learning rate, hidden
layers, batch size, sentence length, and filter size. We included the hyperparameters from
both works for tuning our models using the grid search with cross validation
(GridSearchCV ) from the scikit-learn library. We present the ranges tested and the optimal

values used for our CNN model in Table 9.

Table 9 CNN Hyperparameter Tuning

Hyperparameter Description Range Tested Optimal
Value Used

number of filters [32, 64, 128] 32

batch size Number of samples taken for [10, 20, 32, 64, 64
each epoch 128

epochs Number of times the entire 10, 20, 30 10
training set passed through the
network

kernel size Dimension of the sliding window [3,5, 7] 7
over the input

learning rate Controls how much to update the [0.001, 0.01, 0.01
weight in the optimization 0.1, 0.2]

algorithms
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optimizer Controls how well the hidden [sdg, adam, adam
layers learn the dataset rmsprop]

The CNN models contain 5 layers: the embedding layer, the convolution layer, the pooling
layer, and two dense layers. Table 10 provides details of the CNN model construction. The
CNN models were implemented using a Jupyter notebook provided by the cloud-based

Google Colab using 16 GB GPUs provided with the Colab Pro subscription.

Table 10 CNN Model Implementation

CNN Neural Network Basic Algorithm
Import required libraries and packages
from keras.models import Sequential

from keras import layers

from sklearn.model selection import train test split
import pandas as pd

from keras.preprocessing.text import Tokenizer

from keras.preprocessing.sequence import pad sequences
import numpy as np
from keras.wrappers.scikit learn import KerasClassifier

Preprocess Ham and Spam Hybrid Email Datasets (Table 3)
-Number of Samples as shown in Table 3 70% for Training and 30% for
Test (Baseline Models)

Load Cleaned Email Hybrid Datasets and Create Training and Test Sets:
X train, y train X, text, Y test

df = pd.read csv
(r'C:..//PaceResearch//Dissertation//Spam//Experiments//Datasets//St
opwords Removed spam assassainEmails cleaned 3042 augmented 1034 20
percent enron.csv',encoding='IS0-8859-1")

df = df.dropna ()

df['label'] = df['label'].apply(lambda x: 1 if x == 'ham' else 0)
x train, x test, y train, vy test = train test split(df['text'],
df['label'], test size = 0.3, random state = 0)

Convert sentences to sequences

maxlen = 100

embedding dim = 50

tokenizer = Tokenizer (num words=5000)
tokenizer.fit on texts(x train)

X train = tokenizer.texts to sequences(x_train)
X test = tokenizer.texts to sequences (x test)

vocab size = len(tokenizer.word index) + 1
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X train = pad sequences (X train, padding='post', maxlen=maxlen)
X test = pad sequences (X test, padding='post', maxlen=maxlen)

CNN Architecture

vocab size=44642
model = Sequential ()
model.add (layers.Embedding (vocab size, embedding dim,
input length=maxlen))
model.add (layers.ConvlD (128, 5, activation='relu'))
model.add (layers.GlobalMaxPoolinglD())
model.add(layers.Dense (10, activation='relu'))
model.add(layers.Dense(l, activation='sigmoid'))
model.compile (optimizer="'adam',
loss='binary crossentropy',
metrics=METRICS)
model . summary ()
history = model.fit(X train, y train,
epochs=10,
verbose=True,
validation data=(X test, y test),
batch size=64)
loss, tp, fp,tn,fn,accuracy, precision,recall, auc =
model.evaluate (X train, y train, verbose=True)

4.2.3 LSTM Hyperparameter Tuning and Model Experiment Design

The authors in [87], [80], [88] provided the learning rate, hidden layers, batch size, sentence

length, and the filter size hyperparameters used to build their LSTM models for

classification on NLP tasks. We included the hyperparameters from their works within our

grid search, which helped to provide the optimal hyperparameters for our datasets. We

present the ranges tested and the optimal values used for our tasks in Table 11.

Table 11 LSTM Hyperparameter Tuning

Hyperparameter Description Range Tested Optimal
Value
batch size Number of samples taken for [8, 16, 32, 64, 128] 64

each epoch
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epochs Number of times the entire 5, 10, 20, 30 30
training set passed through the
network

learning rate Controls how much to update the [0.001, 0.01, 0.1, 0.02
weight in the optimization 0.2]
algorithms

dropout rate Helps to avoid overfitting [0.2,0.25, 0.3, 0.4] 0.4

Optimizer Controls how well the hidden [sdg, adam, rmsprop
layers learn the dataset msprop]

The LSTM models contain four layers: the embedding layer, the LSTM layer, the pooling
layer, and the dense layer. Table 12 provides details of the LSTM model implementation.
The LSTMs were implemented using a Jupyter notebook provided by the cloud-based

Google Colab using 16GB GPUs provided with the Colab Pro subscription.

Table 12 LSTM Experiment Model Design Implementation

LSTM Model Implementation

Import Libraries

import tensorflow as tf

import keras

from tensorflow.keras.preprocessing.text import Tokenizer

from tensorflow.keras.preprocessing.sequence import pad sequences
from tensorflow.keras.layers import Dense, Input, GlobalMaxPoolinglD
from tensorflow.keras.layers import Conv1lD, MaxPoolinglD, Embedding
from keras.layers import Bidirectional, GlobalMaxPoollD

from keras.models import Model

from keras import initializers, regularizers, constraints,
optimizers, layers

Preprocess ham and spam hybrid email datasets (See Table 3)

#Load Emails in a data frame, the number of samples as shown in Table
3, 70% for training and 30% for test (for each baseline model)

df = pd.read_csv
(r'C:..//PaceResearch//Dissertation//Spam//Experiments//Datasets//S
topwords Removed spam assassainEmails cleaned 3042 augmented 1034 2
0 percent enron.csv',encoding='IS0-8859-1")

Eliminate the null values and create training and test sets

df = df.dropna/()

X train, X test, y train, y test = train test split(df['text'], vy,
test size=0.33, random state = 0)

Convert sentences to sequences
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max _vocab size = 20000

tokenizer = Tokenizer (num words=max vocab size)
tokenizer.fit on texts(X train)

sequences_train = tokenizer.texts to sequences (X train)
sequences test = tokenizer.texts to sequences (X test)

Pad Sequence

data train = pad sequences (sequences train)

Get Sequence Length

T = data train.shape[l]

Pad Test Set

data test = pad sequences (sequences test, maxlen=T)
LSTM Architecture a

Select an embedding dimensionality D

D = 50
Hidden state vector size
M = 30

i = Input (shape=(T,))

Embedding Layer

x = Embedding(V + 1, D) (i)

LSTM layer

x = LSTM(M, return sequences=True, dropout=0.4) (x)

x = GlobalMaxPoolinglD () (x)

Dense Layer

x = Dense(l, activation='sigmoid') (x)

model = Model (i, x)

print (model.summary())

Compile the LSTM Model

model.compile (optimizer="'RMSprop', loss='binary crossentropy',
metrics= METRICS)

Train the Model

r = model.fit (x=data train, y=y train, epochs=30, batch size=64,
validation data=(data test, y test))

4.2.4 BERT Hyperparameter Tuning and Model Experiment Design

The fine-tuning of the BERT hyperparameters is still in its infancy, with only a few
published works produced on the subject. As pointed out in [89], «“. . . despite significant
success, fine-tuning remains unstable, especially when using the large variant of BERT
(BERTLARGE) On small datasets, where pre-training stand to provide the most significant
benefit.” In our study, we experimented with BERTgase as well as BERT_arcE, however,

the results of BERT_arce Were significantly lower in performance and not competitive with
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other models in the study. Due to low performance, we removed BERT_arce from the

study.

To build the BERTsase model, we noted the hyperparameters explored in the works of
[89], [90], [91] . We incorporate their values when testing for the optimal hyperparameters
for our models. After experimenting with a series of parameter tunings, we found the
optimal parameters for the BERT model to be: batch size of 32, number of epochs 10,
learning rate of 1e-3m, sequence length of 100, and the best optimizer to be adamW. We

present the ranges tested and the optimal values used for our tasks in Table 13.

Table 13 BERT Hyperparameter Tuning

Hyperparameter Description Range Tested Optimal
Value
batch size Number of samples [10, 15, 32, 64] 32
taken for each epoch
epochs Number of times the [3,4,10, 15, 32, 64] 10

entire training set passed
through the network

learning rate Controls how much to [1e-3m, le-4, le-3m
update the weight in the 3e-5, 5e-5]
optimization algorithms

sequence length [50, 75, 100, 150, 100

175, 200, 300]

optimizer Controls how well the [sdg, adamw, adamw
hidden layers learn the rmsprop]
dataset

The BERTgase architecture is based on Transformers and uses multilayer bidirectional
Transformer encoders for language representations. The developers of BERT [15]
explained the BERTswaLL model uses 12 layers of transformer blocks with a hidden size

of 768 and 12 self-attention heads. The BERT models were implemented using Jupyter
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notebooks provided by the cloud-based Google Colab using 16GB GPUs provided with
the Colab Pro subscription. We use the instructions provided by [92] and [93] to fine-tune
the BERT model for our tasks. Table 14 provides details of the BERT model

construction.

Table 14 BERT Model Design Implementation Source: Adapted from [92], [93]

BERT Model Construction

Install Transformers Library and other required packages
'pip install transformers=3.0.0

import transformers

import torch

import torch.nn as nn

import numpy as np

import pandas as pd

from sklearn.model selection import train test split
from sklearn.metrics import classification report
from transformers import AutoModel, BertTokenizerFast

specify GPU
device = torch.device ("cuda")

Preprocess ham and spam hybrid email datasets (Table 3)

#Load Emails in a data frame, the number of samples as shown in Table
3, 70% for training and 30% for test for each baseline model

df = pd.read csv
(r'C:..//PaceResearch//Dissertation//Spam//Experiments//Datasets//S
topwords Removed spam assassainEmails cleaned 3042 augmented 1034 2
0 percent enron.csv',encoding='IS0-8859-1")

Create Train and Test datasets

train text, temp text, train labels, temp labels =

train test split(df['text'], df['label'],

random state=2018,

test size=0.3,

stratify=df['label'])

Create Validation Datasets

Val text, test text, val labels, test labels =

train test split(temp text, temp labels,

random state=2018,

test size=0.5,

stratify=temp labels)

Import BERT-base pretrained model

bert = AutoModel.from pretrained('bert-base-uncased')

Load the BERT tokenizer

tokenizer = BertTokenizerFast.from pretrained('bert-base-uncased')
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Tokenize and encode sequences in the training set

tokens train = tokenizer.batch encode plus(
train text.tolist(),
max length = max seq len,
pad to max length=True,
truncation=True,
return token type ids=False

)

Tokenize and encode sequences in the validation set

tokens val = tokenizer.batch encode plus(
val text.tolist(),
max length = max seq len,
pad to max length=True,
truncation=True,
return token type ids=False

Tokenize and encode sequences in the test set
tokens test = tokenizer.batch encode plus/(
test text.tolist(),
max length = max seq len,
pad to max length=True,
truncation=True,
return token type ids=False

Convert Integer Sequences to Tensors

# for train set

train seqg = torch.tensor (tokens train['input ids'])

train mask = torch.tensor (tokens train['attention mask'])
train y = torch.tensor (train labels.tolist())

# for validation set

val seqg = torch.tensor (tokens val['input ids'])

val mask = torch.tensor (tokens val['attention mask'])
val y = torch.tensor (val labels.tolist())

# for test set

test seqg = torch.tensor (tokens test['input ids'])

test mask = torch.tensor (tokens test['attention mask'])
test y = torch.tensor (test labels.tolist())

Create Data Loaders and define batch size
from torch.utils.data import TensorDataset, Dataloader,
RandomSampler, SequentialSampler

#Define a batch size
batch size = 32

# wrap tensors
train data = TensorDataset (train seq, train mask, train y)

# sampler for sampling the data during training
train sampler = RandomSampler (train data)
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# dataloader for train set
train dataloader = DatalLoader (train data, sampler=train sampler,
batch size=batch size)

# wrap tensors
val data = TensorDataset(val seq, val mask, val y)

# sampler for sampling the data during training
val sampler = SequentialSampler(val data)

# datalLoader for validation set
val dataloader = Dataloader (val data, sampler = val sampler,
batch size=batch size)
Freeze BERT Parameters
for param in bert.parameters():
param.requires grad = False

Define Model Architecture
def init (self, bert):

super (BERT Arch, self). init ()
self.bert = bert

# dropout layer
self.dropout = nn.Dropout(0.1)

# relu activation function
self.relu = nn.ReLU()

# dense layer 1
self.fcl = nn.Linear(768,512)

# dense layer 2 (Output layer)
self.fc2 = nn.Linear(512,2)

#softmax activation function
self.softmax = nn.LogSoftmax (dim=1)

#define the forward pass
def forward(self, sent id, mask):

#pass the inputs to the model
_, cls _hs = self.bert(sent id, attention mask=mask)

x = self.fcl(cls hs)
x = self.relu(x)
x = self.dropout (x)

# output layer
= self.fc2 (x)

b



# apply softmax activation
x = self.softmax (x)

return x
Pass the pretrained BERT to our define architecture
model = BERT Arch (bert)

Push the model to GPU
model = model.to(device)

Optimizer from hugging face transformers
from transformers import AdamW

# define the optimizer
optimizer = AdamW (model.parameters(), lr = le-3)

Convert class weights to tensor
weights= torch.tensor(class_wts,dtype=torch.float)

weights = weights.to (device)
Set Loss Function
cross_entropy = nn.NLLLoss (weight=weights)

Set number of training epochs
epochs = 10

Fine-Tune BERT
# function to train the model
def train():

model. train()

total loss, total accuracy = 0, 0

# empty list to save model predictions
total preds=[]

# iterate over batches
for step,batch in enumerate (train_dataloader):

# progress update after every 50 batches.
if step % 50 == 0 and not step ==
print('Batch {:>5,} of {:>5,}.'.format(step,
len(train_dataloader)))

# push the batch to gpu
batch = [r.to(device) for r in batch]

sent_id, mask, labels = batch

# clear previously calculated gradients
model.zero_grad()

# get model predictions for the current batch
preds = model (sent_id, mask)

# compute the loss between actual and predicted values

53
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loss = cross_entropy(preds, labels)

# add on to the total loss
total_loss = total_loss + loss.item()

# backward pass to calculate the gradients
loss.backward()

# clip the the gradients to 1.0. It helps in preventing the
exploding gradient problem
torch.nn.utils.clip grad norm (model.parameters(), 1.0)

# update parameters
optimizer.step ()

# model predictions are stored on GPU. So, push it to CPU
preds=preds.detach () .cpu() .numpy ()

# append the model predictions
total preds.append(preds)

# compute the training loss of the epoch
avg_loss = total loss / len(train_dataloader)

# predictions are in the form of (no. of batches, size of batch,
no. of classes).

# reshape the predictions in form of (number of samples, no. of
classes)

total _preds = np.concatenate(total preds, axis=0)

#returns the loss and predictions
return avg_loss, total_ preds

Function for evaluating the model
def evaluate():

print ("\nEvaluating...")

# deactivate dropout layers
model.eval ()

total loss, total accuracy = 0, O

# empty list to save the model predictions
total preds = []

# iterate over batches
for step,batch in enumerate (val dataloader) :

# Progress update every 50 batches.

Q

if step % 50 == 0 and not step ==

# Calculate elapsed time in minutes.
elapsed = format time(time.time() - tO0)



# Report progress.
print (' Batch {:>5,} of {:>5,}.'.format (step,
len(val dataloader)))

# push the batch to gpu
batch = [t.to(device) for t in batch]

sent id, mask, labels = batch

# deactivate autograd
with torch.no grad():

# model predictions
preds = model (sent id, mask)
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# compute the wvalidation loss between actual and predicted

values
loss = cross_entropy(preds, labels)

total loss = total loss + loss.item()
preds = preds.detach () .cpu() .numpy ()
total preds.append (preds)

# compute the validation loss of the epoch
avg _loss = total loss / len(val dataloader)

# reshape the predictions in form of (number of samples, no.
classes)
total preds = np.concatenate(total preds, axis=0)

return avg loss, total preds
Start Model Training
# set initial loss to infinite
best valid loss = float('inf')
# empty lists to store training and validation loss of each epoch
train_ losses=[]

valid losses=[]

#for each epoch
for epoch in range (epochs) :

print('\n Epoch {:} / {:}'.format(epoch + 1, epochs))

#itrain model
train_loss, _ = train()

#evaluate model
valid loss, _ = evaluate()

#save the best model
if valid loss < best valid loss:

of
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best valid loss = valid loss
torch.save (model.state_dict(), 'saved weights.pt')

# append training and validation loss
train losses.append(train loss)
valid losses.append(valid loss)

print(f'\nTraining Loss: {train loss:.3f}")
print(f'Validation Loss: {valid loss:.3f}')

Load Weights of the Best Saved Model
path = 'saved weights.pt'
model.load state dict (torch.load(path))

Get Predictions for Test Data

with torch.no grad():
preds = model (test seg.to(device), test mask.to(device))
preds = preds.detach() .cpu() .numpy ()

Model's performance
preds = np.argmax (preds, axis = 1)
print (classification report (test y, preds))

4.3 Experimental Result and Data Analysis

4.3.1 Baseline Performance of All Models

In our first experiment, we build models that are trained and tested on datasets discussed
in section 3.6.2 and detailed in Table 3. For each algorithm in the study, we create four
models, one based on the hybrid datasets consisting of the 40%, 30%, 20%, and 10%
respectively. These datasets are hybrids of two benchmark datasets to create models from

the same distribution.

The impressive performance of the RF, which is an older, traditional algorithm was nearly
equal in accuracy as the more advanced deep learning algorithms of the CNN and LSTM.
Recall from section 2.1 that the RF is an underexplored algorithm for use in spam filters,

which makes its impressive results especially encouraging.
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We note the competitive performance in terms of accuracy of the RF, CNN, and LSTM
models, and the lower accuracy score of the BERT model. The RF, CNN, and LSTM on
average perform at about 97% on across all datasets. The BERT model performs at 94%
on three of the datasets. In our study, the BERT models did not perform as well as the other
models. The baseline performance of all models is presented in Table 15 and Figure 18.
We note the results we achieved in our BERT models are competitive with the results of

the work of [22] in terms of baseline accuracy on NLP classification tasks.

Table 15 Baseline Performance Comparison in Terms of Overall Accuracy

RF CNN  LSTM BERT
40% 97 96.95 | 96.21 94
8 | 30% 96 97.1 | 96.51 94
E | 20% 98 96.89 | 97.17 89
e}
5 | 10% 98 97.47 | 94.54 94
* 0% 98 98.25 | 98.11 94

Baseline Performance in Terms of Accuracy

100
98
96
94
92
90
88
86
84
40% 30% 20% 10% 0%

Hybrid Datasets

RF CNN LSTM BERT

Figure 14 Baseline Performance in Terms of Accuracy: All Models
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In [22], the authors analyzed 150 deep learning models for text classification on sentiment
analysis using six popular benchmark datasets, including: IMDB-Large Movie Review
Dataset [94], SST-2-The Stanford Sentiment Treebank [95], Yelp Reviews [96], and
Amazon Reviews [97]. We add their results in Figure 23 for ease of illustrating their BERT
results compared to our results. As shown in Figure 23, their Bertsase models achieve
scores of: IMDB: 95.63, SST-2: 93.50, Amazon-2: 96.04, Amazon-5: 61.60, Yelp-2: 98.08,
and Yelp-5: 70.58, with an average performance of 85.9%. Our score of 94% accuracy is
competitive with five of the six models, except for their Yelp-2 model, which scored 98%

in accuracy. We note the use of the Naive Bayes classical machine learning in their work

rather the RF compared in our work. We also note the text classification task of sentiment
analysis for opinion mining in their work, rather than the spam classification in our work.

Table 16 BERTsase Results from Table 1 in [28]

Method IMDE 55T-2 Amazon-2 Amazon-3 Yelp-2 Yelp-5
Naive Bayes [43] N 8180 - . N -
LDA [214] 6740 - - - B -
BoW+SVM [31] 87.80 - - : - -
tfA idf [215] 88.10 - - - -
Char-level CNN [50] - - 94.49 59.46 95.12 62.05
Deep Pyramid CNN [49] - B446 96.68 65.82 9736  69.40
ULMFiT [216] 9540 - - - 97.84 70.02
BLSTM-2DCNN [40] - 8050 - : - -
Neural Semantic Encoder [95] - 8970 - = - -
BCN+Char+CoVe [217) 9180 9030 - - - -
GLUE ELMo baseline [22] - 9040 - - - -
BERT ELMo baseline | 7] E 90.40 - . E -
CCCapsNet [76] B . 0496 60.95 9648  65.85
Virtual adversarial training [173] 9410 - - = - -
Block-sparse LSTM [218] 9499 9320 - . 96.73

BERT-base [7, 154] 95.63 9350 96.04 61.60 98.08 70.58
BERT-large (7, 154] 95.79 949 96.07 62.20 98.19 71.38
ALBERT [147] = 95.20 - - = =
Multi-Task DNN [23] 8320 9560 - E B -
Snorkel MeTaL [219] - 96.20 - = = .
BERT Finetune + UDA [220] 95.80 96.50 6288 97.95 62.92
RoBERTa (+additional data) [146] - 96.40 - = - -

XLNet-Large (ensemble) [156] 96.21 9680 97.60 67.74 98.45 72.20
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This section provides the results of the baseline performance on datasets that were trained
and tested with datasets from the same distribution. In the next section, we present the
results of these models when tested with datasets from a different distribution to simulate

dataset drift.

4.3.2 Model Performance in the Face of Dataset Drift

We present the overall performance to simulated dataset drift of the RF across all metrics
in Table 17 and Figures 19 and 20. We note only a small loss in accuracy with the datasets
constructed with 40% of the Enron dataset as compared to a larger decline when
constructed with only 10%. This performance is repeated by the CNN as shown in Table
18 and Figures 21 and 22, as well as the LSTM as shown in Table 19 and Figures 23 and
24. The BERT model was more sensitive to dataset drift as shown by the decline in

performance as shown in Table 20 and Figures 25 and 26.

Table 17 Random Forest Drift Analysis

Random Accuracy Recall Recall Precision Precision F1 F1
Forest Drift Ham Spam Ham Spam Ham  Spam

Analysis

Drift 40% 97 96 99 99 91 98 95

Drift 30% 94 94 95 98 87 96 91

Drift 20% 95 94 95 98 87 96 91

Drift 10% 91 93 86 94 84 94 85

0% - OOD 75 98 17 74 78 85 28
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Random Forest Dataset Drift Performance

100

90
80
70
60
50
40
30
20
10
Accurcy Recall Recall ~ Precision Precision
Ham Spam Ham Spam Ham Spam

M Drift 40% m Drift 30% m Drift 20% = Drift 10% ™ 0% - OOD

Figure 15 Random Forest Dataset Drift Performance: All Metrics

RF Baseline Vs. Dataset Drift

Dataset Drift

Baseline

30 35 40 45 50 55 60 65 70 75 80 8 90 95 100

W0%-00D mDrift 10% m Drift 20% m Drift 30% ™ Drift 40%

Figure 16 Random Forest Baseline Vs. Dataset Drift Metric: Accuracy
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Table 18 CNN Dataset Drift Performance Across All Metrics

40%
30%
20%
10%

00D

100
9
8
7
6
5
4
3
2
1

O O OO O o o o o

Precision
gt. Avg
Recall

Wgt. Avg

96.08
96.17
96.92 94.71
96.15 | 91.15

80.55 50.64

©0
oo oo
n

WO  Accurac
> Y
N

96.26
94.14
91.17

56.51

Precision
ham

91.09
91.28
97.94
81.09

37.3

Precision
Spam
Recall Ham

96.1 96.49
98.5 | 96.49
96.9 92.76 94.7
96.2  91.28 091.14

80.6 70.61 50.63

g 8 Recall Spam
= o
(SRR

CNN Datset Drift Performance

F1
ham

93.71
93.81
90.28
85.58
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F1-1
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95.8
93.58

62.18
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Spam

Precision Recall Accuracy Precision Precision Recall  Recall
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Figure 17 CNN Dataset Drift Performance Across All Metrics
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Figure 18 CNN Dataset Drift Performance Metric: Accuracy

Table 19 LSTM Dataset Drift Performance across all Metrics

40%
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ooD
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LSTM Dataset Drift Performance
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Figure 19 LSTM Dataset Drift Performance across all Metrics

LSTM Baseline Vs. Dataset Drift

Dataset Drift

Baseline

30 35 40 45 50 55 60 65 70 75 80 85 90 95 100

EOOD m10% m20% m30% m40%

Figure 20 LSTM Dataset Performance Metric: Accuracy
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Figure 21 BERT Dataset Performance across all Metrics
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Bert Baseline Vs Dataset Drift

Dataset Drift

Baseline

30 40 50 60 70 80 90 100

HOOD m10% mM20% mM30% m40%

Figure 22 BERT Dataset Drift Performance Metric: Accuracy

On comparing the results of all the models in Table 21, we see the baseline performance
was competitive across all modes with an average of 97% for the RF, 96% for the CNN
and LSTM, and 92% for BERT. However, in the face of drift, it is clear the BERT model
suffers the most loss, as can be seen from results of the 10% hybrid dataset. We see a
basic downward trend from the 40% hybrid dataset to the 10% hybrid dataset. The results
of loss using the 40% hybrid dataset was a loss of only 1% for RF, CNN, and LSTM,
while BERT has a loss of 11%. It is interesting to note the loss of BERT using the 20%
hybrid dataset was only 3%, which was consistent with the other models. When using the
10% hybrid dataset, which represents the most dataset drift, BERT suffered a 16% loss

compared to the 7% of the RF and LSTM and 6% of the CNN.

It is important to note that regarding the BERT model, we experienced vastly different

results depending on the random seeds selected for the data, as well as the random seeds
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selected for the model. The dramatic effect of the random seed on the model performance

was reported in the work of [98], where they indicated:,

We also note the importance of stopwords remaining in the BERT model for better

overall results in terms of accuracy.

“Despite the strong empirical performance of fine-tuned models, fine-tuning

BERT is an unstable process: training the same model with multiple random seeds

can result in a large variance of the task performance. . . . [F]ine-tuning a model

multiple times on the same dataset, varying only the random seed, led to a large

standard deviation of the fine-tuning accuracy” [98].

Table 21 Dataset Drift Performance All Models Baseline vs. Drift Scores

Hybrid Dataset

RF CNN LSTM BERT
Baseline Drift Loss|Baseline Drift Loss|Baseline Drift Loss |Baseline Drift Loss
40%| 97 96 -1%| 96.95 96.2 -1%| 96.21 96.83 1% 94 84 -11%
30%| 96 95 -1%| 97.1 96.26 -1%| 96.51 96.05 0% 94 84 -11%
20%| 98 94 -4%| 96.89 94.14 -3% | 97.17 95.34 -2% 89 86 -3%
10%| 98 91 -7%| 97.47 91.17 -6% | 94.54 87.97 -7% 94 79 -16%
0% 98 75 -23%| 98.25 56.51 -42%| 98.11 62.75 -36%| 94 75 -20%
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Drift Loss All Models

-19
-29
-39

-49
40% 30% 20% 10% 0%
Random CNN RNN BERT
Forest

Figure 23 Drift Loss across all Models in Terms of Accuracy

We suspect that BERT was more brittle to dataset drift because of how it is designed to
contextualize word embeddings at a nuanced level. As a result, the slightest change in the

data can drastically affect the context, and hence the performance of BERT.

4.4 Experiment Highlights: The Importance of Stopwords

4.4.1 Feature Extraction: Stopwords for Random Forest as Compared to BERT

4.4.1.1 Random Forest and Stopwords

We found that removing the stopwords does indeed increase the performance of the RF
model. This is in part due to the TF-IDF vectorization used for feature extraction that
obtains no value from the stopwords. As we show in Figure 28, the accuracy performance
of 97% for the RF model without stopwords consistently outperformed the model with the
stopwords included, resulting in 94% accuracy as shown in Figures 28 and 29. We add

Figure 29 for a side-by-side comparison of the RF with and without stopwords.
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Figure 25 Random Forest Baseline Stopwords Included in Training Dataset
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4.4.1.2 BERTsase and Stopwords

While the stopwords only added “noise” to the RF algorithm, and reduced its performance,
we found the opposite to be true for the Transformer model of BERT. Recall from section
2.4.2.4 that BERT uses Transformer technology to create intuitive word embedding to
represent features from the text. Prepositions like “for” and “to” may matter to the meaning

of a given word.

In our study, we found that removing the stopwords had a negative impact on the
performance of the BERT models since BERT relies on some stopwords to provide context
to help capture meaning. As explained by Pandu Nayak, Vice President of Search at
Google,
Here’s a search for “2019 brazil traveler to usa need a visa.” The word “to”” and its
relationship to the other words in the query are particularly important to
understanding the meaning. It’s about a Brazilian traveling to the U.S., and not the
other way around. Previously, our algorithms wouldn't understand the importance
of this connection, and we returned results about U.S. citizens traveling to Brazil.
With BERT, Search is able to grasp this nuance and know that the very common
word “to” actually matters a lot here, and we can provide a much more relevant

result for this query. [40]

The performance of the models with stopwords consistently performed better than the
models without the stopwords included. When stopwords were removed, there was a
decline in the performance of the BERT model, as shown in Figure 31 compared to Figure

32. We add Figure 33 for a side-by-side comparison of BERT with and without stopwords.
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4.4.2 Model Size: Bigger More Advanced Models Are Not Necessarily Better

Our experiments show that larger more advanced and complex models are not always better
when faced with dataset drift. In our study, the BERTgase did not perform as well as the
RF. BERTgase achieved a baseline accuracy score 94%, which was not as impressive as
the 97% accuracy score of the RF. The results of robustness to dataset drift show the RF,
which is based on simple decision trees, was more stable, suffering only a 1% to 7% loss,

whereas the BERTgase had a loss of 11% to 16%.

Our research supports the findings of the authors of [99] who concluded that while
pretrained Transformer models are moderately robust to out-of-distribution data, there
remains room for future research on robustness. Our research also shows that BERTgase

outperformed the larger more complex BERT Large, @s Shown in Tables 22 and 23.

Table 22 BERTgase Baseline Performance Across Various Parameters
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Table 23 Bert Larce Baseline Performance Across Various Parameters
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50 32 |10 ] 461 | 415 86 83 84 | 83 84 62 82 85 88 72
50 32 |15] 485 | 494 86 86 86 | 86 91 70 89 74 90 72
50 32 [20] 513 | 451 85 79 80 | 79 96 55 76 89 84 68
25 32 | 10| 444 | 403 86 83 84 | 83 94 62 82 85 88 78
25 32 | 15] 493 | 494 85 83 84 | 83 93 62 84 81 88 70
25 32 |20 ] 462 | 563 87 79 80 | 79 97 54 74 94 84 68

4.5 Environment (Hardware, Software, Tools)

4.5.1 Hardware

The experiments in our study were run on CPU’s (laptop and desktop) for all models,
except the BERT models. For the BERT models, we used the GPU’s available on Google’s
Colaboratory (Colab) [100] [101] environment. Google’s Colab provided 8GB of GPU,
which worked well for the BERTgase proof of concept, however, was not sufficient when
experimenting with various hyperparameter tuning, which made it necessary to upgrade to
a Colab Pro subscription, providing a Tesla 0199 16GB GPU. Additionally, we were able
to expand BERT experiments using 32GB GPUs made available by Norfolk State
University using their high-performance computing (HPC) clusters located in the Center
of Excellence in the Cyber Security Research Laboratory [102]. The RF models were
implemented using the ensemble method in the scikit learn library version 0.22.2. post 1

on commaodity laptop and desktop hardware

4,5.2 Software

All experiments were implemented using the Python scripting programming language,
including both Anaconda [103] and Jupyter notebooks [104] platforms. Jupyter notebooks
are applications used for data analysis that allows you to develop and run codes in blocks
using a web browser or using the JupyterLab [105]. Anaconda is a distribution of packages

built for data science that comes with Python, and over 150 scientific packages that are
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most commonly used in the building of data science applications, including the Spyder
IDE. Spyder [106] is used to write and compile Python code in the Anaconda ecosystem.
Spyder is a very powerful text editor that provides all the necessary features, starting from

code framing to its deployment.

We used many open source natural language and machine learning tools managed by
Anaconda (“conda”), including scikit-learn [107] Keras [108], and TensorFlow [109].
Scikit-learn has many ready to use machine learning algorithms. TensorFlow is a Google
implementation of tensor calculus and has become one of the primary frameworks used to
implement deep learning neural networks on GPUs and TPUs. The Keras framework
makes TensorFlow more user-friendly to enable fast experimentation with deep neural
networks. We perform our BERT experiments using the Hugging Face Transformer library

[110] implemented on the Google Colaboratory platform.

We highlight many of the various frameworks, software tools, and libraries used in our

study in Table 24.

Table 24 List of Software and Tools

Use Frameworks, Software, and Libraries Ref
Data Science Programming | Anaconda [103]
Environments Tools Google’s Colabatory (Colab) [100]
Jupyter Notebooks [104]
Data Preparation NLTK [27]
Spacy [26]
Beautiful Soup [73]
pandas [111]
UrlExtract [76]
Regex [75]
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matplotlib.pyplot
Plotting seabporn i [112]
Non- contextual TF-IDF / BowW
Feature Representation [29]
Contextual BERT
Feature Representation [15]
(Word Embeddings) Word2VEC
[30]
Machine Learning Sklearn/SciKit Lern [107]
Deep Learning Keras, Tensorflow, Pytorch, Sklearn [108]
[109]
[107]
[113, 87]
BERT language Model Transformers (Huggingface) [110]
Google Colaboratory Cloud GPU and Extended RAM [100]

In Table 25, we acknowledge and highlight various training tutorials, videos, and learning

guides that were used to help understand the emerging technologies presented in our study.

Table 25 Training Tutorials, Videos, and Guides

Training Source Reference
Hands on Machine Learning with Scikit-Learn, Keras, and Tensor [114]
Flow

Udemy Course: Natural Language Processing (NLP) in Python with | [115]

8 Projects Learn

Udemy Course: BERT—Most Powerful NLP Algorithm by Google | [93]
Machine-Learning SPAM Classifier [78]
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Chapter 5

Conclusion

5.1 Conclusion

We presented an experimental performance comparison of the sensitivity, and conversely
the robustness, for data drift of the classical RF machine learning algorithm, as well as deep
learning algorithms of CNN, LSTM, and Google’s state of the art BERT models. Overall,
we found the RF, CNN, and LSTM algorithms were less likely to be impacted by dataset
drift when used for spam filter applications. On comparing the results of all the models, we
see the baseline performance was competitive across all modes with an average of 97% for
the RF, 96% for the CNN and LSTM, and 92% for BERT. The results of loss in the face
of data drift when using the 40% hybrid dataset resulted in a loss of only 1% for RF, CNN,
and LSTM, while BERT had a loss of 11%. The 40% dataset represents the dataset with
the least amount of dataset drift. When using the 10% hybrid dataset, which represents the
most dataset drift, BERT suffered a 16% loss compared to the 7% of the RF and LSTM

and 6% of the CNN.

It is important to note that regarding the BERT model, we experienced vastly different
results depending on the random seeds selected for the data, as well as the random seeds
selected for the model. The dramatic effect of the random seed on the model performance
was reported in the work of [98], where they indicated,
Despite the strong empirical performance of fine-tuned models, fine-tuning BERT
is an unstable process: training the same model with multiple random seeds can

result in a large variance of the task performance. . . . [F]ine-tuning a model
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multiple times on the same dataset, varying only the random seed, led to a large
standard deviation of the fine-tuning accuracy” [98].

We also note the importance of stopwords remaining in the BERT model for better
overall results in terms of accuracy. We detail our contributions in section 5.2 and our

plans for future work in section 5.3.

5.2 Contributions

5.2.1 Contribution 1: Comparative Analysis of Sensitivity to Dataset Drift

To our knowledge, we are among the first to perform a comparative analysis for the
inherent robustness for dataset drift of selected traditional machine learning algorithms,
deep learning algorithms, and the cutting-edge Transformer based BERT. This research
may be helpful to future researchers in the model selection for classification tasks,
especially if the application is subject to dataset drift or concept drift, such as monitoring
and control tasks, information management, analytics, and diagnostics, among many

others.

5.2.2  Contribution 2: The Significant Role of Stopwords in RF Vs. BERT Models

We contribute to the study and discussion of the significance of stopwords in feature
selection for machine learning models. The results of our work should serve as a warning
for researchers using BERT to proceed with caution before automatically removing
stopwords. In many NLP tutorials and training guides, the removal of stopwords is strongly
encouraged as they are portrayed as not being informative to the meaning of the sentence
and are said to add unnecessary “noise” that slows the training time. We invite interested

readers to the work of [116], who found significant variations and disparities in the
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stopword list used by popular open-source software packages such as NLTK, Scikit-learn,
and Spacy. The researchers in [117] found there are benefits in model quality when
stopwords are removed, however, beyond high probability terms, the effects of stop list on
training are limited. We point out that neither of these works evaluate the use of stopwords

on BERT models.

In our experimentation, we performed an analysis of stopword removal on a traditional
algorithm using TF-IDF vectors, as compared to the word embedding framework of BERT.
We found that while traditional learners such as the RF perform better with stopwords
removed, Transformer BERT performs better with the stopwords included as it uses

stopwords to understand other words in the context of prepositional phrases.

5.2.3 Contribution 3: Size Matters—Bigger Is Not Necessarily Better

When faced with dataset drift, the RF declined by a 7% loss compared to baseline, while
the performance of the BERTgase declined by 16%. As discussed in the previous chapter,
the BERT arce did not perform as well as the BERTgase Wwhen evaluating for robustness to
dataset drift and was not competitive with the RF in accuracy for even the baseline model.
Our research supports the findings of the authors of [99] who concluded that while
pretrained Transformers are moderately robust to out-of-distribution data, there remains

room for future research on robustness.

5.2.4 Contribution 4: Analysis of Hyperparameter Tuning on BERTgase

As discussed earlier, the fine tuning of the BERT hyperparameters is still in its infancy,
with only a few published works produced on the subject. As pointed out in [89],

“[D]espite significant success, fine-tuning remains unstable.”
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Our work contributes to this area of research as we explored the results of the
hyperparameter tuning: (1) max sequence lengths, (2) number of epochs, (3) batch size,
and (4) learning rate. As shown in Tables 8 and 11. We found the best hyperparmeters for
our particular dataset was a max sequence length = 75, number of epochs = 20, batch size
=16, and the learning rate = 1e-5. The full results of hyperparmeter tuning exploration for

BERTgase was provided in Table 8.

5.3 Future Work

5.3.1 Create a Specialized Pretrained BERT Language Model for Spam and Phishing

We support the future work recommendations found in [56], which concluded “Research
on effectively integrating concept drift handling techniques with machine learning
methodologies for data-driven applications is highly desired.” To this end, we look at the
existence of several specialized pre-trained BERT models publicly available. As future
work, we would look to build a “SpamBERT” that would join the current domain-specific
pretrained BERT models, including the following.

SciBERT (biomedical and computer science literature corpus)

FinBERT (financial services corpus)

BioBERT (biomedical literature corpus)

ClinicalBERT (clinical notes corpus)

patentBERT (patent corpus)
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5.3.2 Explore Broader Hyperparameter Tuning for the BERT Model
As discussed earlier, the fine tuning of the BERT hyperparameter is still in its infancy,
with only a few published works produced on the subject. Our plans for future works

include exploring fine-tuning hyperparameter more broadly.
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