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Abstract

Misconceptions about gang-affiliated youth directly impact the type and quality of psychosocial 

support services for youth inclined to join and participate in gang activity (Gushue & Wong, 

2018; Hazlehurst, 2018; Winfree Jr et al., 1992). Viewing individuals in gangs as unilaterally 

deviant reduces the ability to implement constructive and rehabilitative social interventions and 

increases the role of the criminal justice system and its reliance on disciplinary penalties (Gravel 

et al., 2018). Contemporary research suggests that effective dissidence and prevention efforts 

hinge on matching the type of intervention to the level of gang commitment experienced by a 

young person (Carson & Vecchio, 2015; Roman et al., 2017; Weerman et al., 2015), and that 

gang dissidence efforts are more effective when targeted at that youth’s level of enmeshment 

(Alleyne & Wood, 2010; Carson & Vecchio, 2015; O’Neal et al., 2016; Roman et al., 2017). 

The current study tested the assumption that online communication of gang affiliation is similar 

to offline statements of affiliation by examining the types and quantity of communication of 

gang affiliated youth on Facebook. Six distinct groupings emerged with signaling patterns 

consonant to off-line signaling in “unaffiliated,” “tangential,” “wannabe,” “active,” and “core” 

gang members. These groupings have previously been found in the literature and correspond to 

individual levels of affiliation and their stage of gang joining and commitment (Center, 2015b; 

Densley, 2012; Pyrooz & Densley, 2016; West, 2016). The findings suggest that gang members 

communicate varying levels of affiliation through their online social media presence in a way 

that has direct parallels to their real-world communication. These findings suggest that the 

current dichotomous gang/nongang definition utilized in policing and criminal justice, may lead 

to erroneously over criminalizing the majority of youth accused of gang offenses. Future 

directions for research and potential psychosocial and policy implications are discussed.
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Literature Review

Gangs are defined by criminal justice and gang dissidence organizations as a named 

group that commits crimes together, hangs out together, has a power structure, displays specific 

signals, and claims a specific territory (Center, 2015b). Gangs can be further differentiated as 

delinquent and non-delinquent. Delinquent gangs have a known history of criminal activity in the 

community (Center, 2015a). Gang membership is defined differentially by state and, in many 

cases, left legally undefined (Center, 2015a). In the New York State senate bill S2410A, known 

as the “Criminal Street Gang Act,” gang members are defined as meeting two or more of the 

following criteria:

(a) admits to criminal street gang membership (b) is identified as a criminal street 

gang member by a documented reliable informant; (c) resides in or frequents a 

particular criminal street gang's area and adopts its style of dress, its use of hand 

signals or its tattoos and associates with known criminal street gang members; (d) 

has been arrested more than once in the company of known criminal street gang 

members for offenses which are consistent with usual criminal street gang activity;

(e) is identified as a criminal street gang member by physical evidence, such 

as photographs or other documentation; (f) has been stopped in the company of 

known criminal street gang members four or more times; (g) has been identified as 

a criminal street gang member by other law enforcement agencies; or (b) is 

identified as a criminal street gang member by a family member (p. 2, ("Criminal 

street gang related crimes act," 2018).
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This bill contains sentence enhancements and mandatory minimums for crimes deemed 

to be gang related. In this context, gang related is defined as being committed by or in proximity 

to a gang member ("Criminal street gang related crimes act," 2018).

In contrast to these legal definitions, modem social science research defines gang 

affiliation along a spectrum (Esbensen et al., 2001). Rather than a dichotomous measure of 

“gang” and “non-gang,” individuals are classified along a spectrum reflecting a wider range of 

current and former membership. These classification systems further differentiate between the 

“type of gang,” non-delinquent, delinquent, and organized, as well as the level of leadership the 

individual takes on within the gang (Center, 2015b; Esbensen et al., 2001; Pyrooz et al., 2016; 

Spergel, 1990).

The current definition is supported by differences in a wide range of measurable 

outcomes in core gang members compared with more peripherally involved individuals (Pyrooz 

& Densley, 2016; Pyrooz et al., 2012). Core gang members are more actively involved in 

delinquent acts than unaffiliated members, even when holding other factors like race, social 

economic status, neighborhood quality, and prior traumatic experiences constant (Alleyne & 

Wood, 2010; Decker, Pyrooz, Sweeten, et al., 2014). Core gang members are also more likely to 

meet criteria for significant mental illness, including conduct disorder and antisocial personality 

disorder (Boxer et al., 2015). Core gang members are more likely to stay in gangs for the long 

term, having significantly lower rates of gang dissidence than peripheral members (Decker, 

Pyrooz, & Moule, 2014; Pyrooz et al., 2012; Spergel, 1990). In addition, core gang members 

have lower rates of employment and academic achievement (Esbensen et al., 2001; Pyrooz, 

2014a).
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Social Mechanisms of Group/Gang Affiliation

A core need of adolescence is membership in a group (Newman & Newman, 1976). 

Research on need fulfillment as it occurs in peer group activity has shown its importance to the 

social emotional and cognitive development of young people (Sprinthall & Collins, 1984; 

Steinberg & Morris, 2001; Tarrant, 2002). Groups satisfy the adolescents with the affiliation, 

identity and sense of achievement that they need to build their own sense of identity (Johnson et 

al., 2006). Unfortunately for some adolescents, these needs are fulfilled by membership in a gang 

(Leverso & Matsueda, 2019; Vigil, 1988). The support network provided by gang membership, 

for many youth, are the most available, and often only available, means of achieving the group 

membership that is such a core part of adolescent development (Johnson et al., 2006; Richardson 

et al., 2015; Roman et al., 2017; Vigil, 1988). Understanding the social mechanisms behind the 

youth’s level of gang affiliation and engagement is important so that the poorer life course 

outcomes of gang membership can be avoided (O’Neal et al., 2016; Roman et al., 2017; 

Weerman et al., 2015)

Gang membership is linked to poorer outcomes across the life course (Johnston, 2013; 

Sanchez-Jankowski, 1991; Spergel, 1990). These negative outcomes increase the longer the 

individual is involved in gang activity (Carson & Vecchio, 2015; Decker, Pyrooz, & Moule, 

2014; Wingood et al., 2002). Long-term gang members have greater incidence of delinquent and 

antisocial behaviors, including drug use, truancy, and criminal activity (Gilman et al., 2014), 

greater engagement with the criminal justice system as well as higher rates of misconduct while 

incarcerated (Varano et al., 2011).

Incarceration begets more incarceration (Brown, 2010). Imprisoned youth are exposed to 

significant trauma, report increased incidence of PTSD, depression, anxiety, and continued 
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criminal behaviors due to exposure to adverse prison conditions, abuse and isolation from their 

non-criminal social networks (Dierkhising et al., 2014). In contrast to decreasing crime, research 

suggests that prison stays increase future arrests, detentions and incarceration in violent high-risk 

individuals and low-risk nonviolent offenders (Ogle & Turanovic, 2016). Incarceration decreases 

later life outcomes resulting in lower employment and poorer outcomes for dependents and 

family members (Hagan & Dinovitzer, 1999). The negative outcomes that stem from 

incarceration, coupled with the criminal justice system’s reliance on incarceration in addressing 

gang involvement are exacerbated by the criminal justice system’s binary definition of “gang 

member.” (Pyrooz & Densley, 2016; Roman et al., 2017) Rather than encouraging youth to 

disengage from gang life, failing to differentiate between peripherally involved youth and core 

gang members in effect pushes low affiliation youth into deeper and more sustained gang 

membership (Pyrooz & Densley, 2016; Roman et al., 2017; Thornberry et al., 1993).

Current law allows for adolescents to be identified by law enforcement as a gang member 

solely by their own stated affiliation and representation of one or more gang-specific indicators 

in a gang identified area ("Criminal street gang related crimes act," 2018). Any offenses, even 

minor status offenses, would then carry mandatory minimums and sentencing enhancements 

("Criminal street gang related crimes act," 2018). In opposition to contemporary understandings 

of gang embeddedness, the lack of gradation in gang identification typically utilized by law 

enforcement agencies creates a false dichotomy of gang-nongang. This results in a one-size-fits 

all approach that treats even tangentially affiliated youth in the same manner as lifetime core 

gang members. This has significant consequences for these individuals, increasing their 

embeddedness and adversely impacting their life outcomes (Braga et al., 2015; Brown, 2010; 

Esbensen et al., 2001).
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Incarceration begets more incarceration (Brown, 2010). Incarcerated youth are exposed to 

significant trauma, reporting increased incidence of PTSD, depression, anxiety and continued 

criminal behaviors due to exposure to adverse prison conditions, abuse and isolation from their 

non-criminal social networks (Dierkhising et al., 2014). In contrast to decreasing crime, research 

suggests that prison stays increase future arrests, detentions and incarceration in violent high-risk 

individuals and low-risk nonviolent offenders (Ogle & Turanovic, 2016). Incarceration decreases 

later life outcomes including lower employment and poorer outcomes for dependents and family 

members (Hagan & Dinovitzer, 1999). The negative outcomes that stem from incarceration, 

coupled with the criminal justice system’s reliance on incarceration in addressing gang 

involvement, are exacerbated by the criminal justice system’s binary definition of “gang 

member.” (Pyrooz & Densley, 2016; Roman et al., 2017) Rather than encouraging youth to 

disengage from gang life, failing to differentiate between peripherally involved youth and core 

gang members in effect pushes low affiliation youth into deeper and more sustained gang 

membership (Pyrooz & Densley, 2016; Roman et al., 2017; Thornberry et al., 1993).

Current law allows for adolescents to be identified by law enforcement a gang members 

solely by their own stated affiliation and representation of one or more gang-specific indicators 

in a gang identified area ("Criminal street gang related crimes act," 2018). Any offenses, even 

minor status offenses, would then carry mandatory minimums and sentencing enhancements 

("Criminal street gang related crimes act," 2018). In opposition to contemporary understandings 

of gang embeddedness, the lack of gradation in gang identification typically utilized by law 

enforcement agencies ignores differences in criminal behavior and openness to dissidence by 

shunting all gang-affiliated adolescents into the criminal justice system. This has significant 
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consequences for these individuals, increasing their embeddedness and adversely impacting their 

life outcomes (Braga et al., 2015; Brown, 2010; Esbensen et al., 2001).

The severity of the impact of gang affiliation on youth differs based on the level of 

commitment the individual has towards their gang. Increased gang embeddedness correlates with 

lower levels of employment, higher reliance on criminal capital, greater ties to criminal 

networks, isolation from non-criminal peers and a greater adaption of criminality as a personal 

identity and overarching value structure (Alleyne & Wood, 2010; Howell & Egley Jr, 2005; 

Krohn et al., 2011; Pyrooz, 2014b; Pyrooz et al., 2012).

This downward trajectory can be explained by the goals of the group superseding the 

goals of the individual to greater extents at higher levels of embeddedness (Krohn et al., 2011). 

Gang embeddedness affects gang dissidence. Increased group salience decreases the desire to 

leave the group in the face of alternatives, even when the alternatives have benefits (Goldman et 

al., 2014; Roman et al., 2017). In contrast, youth with lower levels of group salience are more 

likely to distance themselves from the group when faced either with conflicting alternatives or 

experience negative costs associated with membership (Forsyth, 2009; Van Vugt & Hart, 2004).

Despite many known adverse consequences of gang membership, it has been argued that 

gang membership also provides some seemingly positive benefits from the perspective of some 

youth; gangs provide a source of income, especially when other options are less readily available 

(Estrada et al., 2018; Neely, 1997; Pitts, 2017; Sanchez-Jankowski, 1991). Gangs also offer 

increased social status both within the group and in the local community(Alleyne & Wood, 

2010). Gangs provide protection in dangerous environments (Lenzi et al., 2015; Shelley & 

Peterson, 2018). Gangs increase access to sexual partners for members (Fleisher & Krienert, 

2004). Gangs provide a readily available support network (Miller, 1958). Often friends and 
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family are gang affiliated themselves, which means that individuals’ main social network options 

could be through gang life (Lenzi et al., 2015; Pitts, 2017; Pyrooz, 2014b).

But, how can outsiders differentiate core gang members from tertiary members who are 

less likely to commit serious offenses and can be more easily encouraged to disengage from gang 

life? The answer could lie in the type and quantity of gang specific signals the individuals use.

Social norms in gangs mirror norms and patterns of behavior in other small groups 

(Densley, 2012; Garot, 2007; Pyrooz & Densley, 2016; Sosis & Bressler, 2003). All small 

groups rely on group-specific methods of communication to differentiate in-group from out­

group members. Different signals claim ownership of territory (Alonso, 1998; Krims, 2007; Ley 

& Cybriwsky, 1974). Other signals communicate the individual’s identity (Alonso, 1998; Garot, 

2007; Hethorn, 1994; Leverso & Matsueda, 2019; Phelan & Hunt, 1998; Vigil, 1988). These 

signals also function to increase intergroup affiliation and cohesion (Goldman et al., 2014). In 

addition, these messages are important for communicating the status of the group and for 

recruiting new members (Pyrooz & Densley, 2016), which itself contributes to intergroup 

cohesion and the primacy of group in individual self-conception (Densley, 2012).

These significant group benefits and individual costs incentivize youth to feign or seek 

out greater affiliation (Alleyne & Wood, 2010, 2012; Goldman et al., 2014). Similarly, gang 

members, especially highly involved members, are incentivized to differentiate themselves from 

individuals who seek to benefit from membership without paying the costs (Carson & Esbensen, 

2019). In addition, adolescents who aspire to greater gang membership are motivated to advertise 

their quality as a future gang member, demonstrating their willingness to subsume personal 

benefits for the benefit of the group (Densley, 2012; Pyrooz & Densley, 2016). These factors 

motivate individuals to over-represent their gang affiliation (Lauger & Densley, 2018). Thus, the 
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amount of gang affiliation an individual claims may not be an accurate reflection of their true 

membership (Carson & Esbensen, 2019). By understanding the differing patterns of signals and 

the relation between these signals and the individual’s affiliation, other gang members can more 

effectively differentiate another’s commitment to the group and evaluate their fitness for deeper 

membership. This pattern of communication in small groups is explained by costly signal theory.

Costly Signal Theory

Small groups and subcultures function within the larger society through their own unique 

mechanisms. Many factors serve to hold the group together against the pressures to assimilate 

into the wider, dominant culture. (Hodkinson & Deicke, 2007). One such mechanism is group­

specific messages. This type of communication is an in-group way that is unique to the group 

enabling members to communicate their belonging to others within that group (Sosis, 2006).

Group specific signals are particular to that group and are invisible to members of the 

out-group. In addition, these signals often come at a cost, be it in time, energy, physical pain or 

by isolating a person from the out-group (Pyrooz & Densley, 2016; Sosis, 2006; Sosis & 

Bressler, 2003). Group specific messages communicate the commitment of the individual to the 

group (Sosis, 2004). This fosters trust between members and minimizes the amount of 

individuals who seek to attach themselves to the group for status without the commitments that 

accompany true group membership (Densley et al., 2014; Sosis, 2006). Commitment to the 

group is communicated by costly signals to other members. The higher the cost of the signal, the 

higher the individual status becomes within the group (Dias & Sa, 2014; Sosis, 2006). Members 

that identify primarily with the group are more likely to signify their membership in overt and 

permanent ways that come with a personal cost. These costly signals also serve to increase the 

cohesion of the group itself (Densley, 2012; Sosis, 2006; Sosis & Bressler, 2003).
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Signaling theory defines a signal as a method of communication that is difficult to 

observe, that communicates something that the recipient wants to know about, and the signaler 

wants the receiver to believe (Sosis & Bressler, 2003). Strategic costs of signals are related to 

hardships or effort required to give the signal, and increase the value and trustworthiness of the 

signal (Densley, 2012). Cooperation is more likely to occur when individuals in a group can 

guarantee their commitment to the group (Hall et al., 2015; Sosis & Bressler, 2003), which often 

takes the form of group specific signals. These signals in turn increase the overall cohesion of the 

group itself, increase the primacy of the group in individual identity construction, and increase 

the likelihood that others will see the group as desirable (Pyrooz & Densley, 2016; West, 2016). 

Though the impact of costly group signifiers and increased group cohesion is visible in gangs 

(West, 2016), it is also a phenomenon that is visible across cultural and social groups. Religions 

require specific diets, attire, and participation in rituals (Seul, 1999; Sosis, 2006; Sosis & 

Bressler, 2003). Guilds, clubs, and organizations have their own rites, rituals, and signals that 

show commitment to membership in order to belong (Snoek, 2014) College fraternities share 

group specific signals and rituals as costs of membership (Callais, 2005; Drout & Corsoro, 2003; 

Kiesling, 1998). Athletic fandom involves colors, signs, chants, degenerating statements against 

rival groups, and occasionally violence (Battenfield, 2013; Holman et al., 2004). In this way, 

group specific messages serve to maintain the integrity of the small groups despite the pull of 

conforming to the dominant culture’s communication style of messaging. (Just wanted to reword 

this because you state it almost exactly the way it’s worded at the beginning of this section).

Costly signaling mechanisms are seen in the way that gang members communicate 

between each other. Similar to other small groups, costly signals serve to differentiate committed 
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members from those less invested and hold the group together in the face of outside pressure to 

disengage (Densley, 2012; Densley & Pyrooz, 2017; Pyrooz & Densley, 2016).

Differentiating Tertiary Gang Members from Core Members

As discussed above, gang membership is nuanced and expressed differently among 

different people, waxing and waning over the individuals’ life course (Pyrooz, 2014b). The 

different levels of affiliation in youth directly relate to their sense-of-self and correspond to 

dramatically different outcomes (Bergen-Cico et al., 2014). Left alone, gang affiliation peaks in 

early adolescence and dissipates in most as they age into early adulthood. In most cases, youth 

disengage from the gang on their own (Pyrooz, 2014b). Gang dissidence efforts are more 

successful the more peripheral youth involvement becomes (Krohn et al., 2011). However, in the 

case of core gang members, their gang affiliation increases as they age (Melde & Esbensen, 

2011).

Individual overrepresentation of gang affiliation has significant impact for adolescents. In 

some instances, the number of gang-identified youth is upwards of 40% greater than youth that 

meet more restrictive criteria utilized by the well-validated Youth Gang Survey (Pyrooz et al., 

2016). This discrepancy has been supported by other similar comparison studies (Center, 2015a, 

2015b; Esbensen et al., 2001). This over identification has significant effects for peripherally 

involved youth.

Group-specific language/symbols used by gangs

There is a great deal of research into the different group-specific language and symbols 

used by gangs (Densley, 2012; Estrada Jr et al., 2016; Leverso & Matsueda, 2019; Lozon & 

Bensimon, 2017; Phillips, 2016; Pyrooz & Densley, 2016; Wijeratne et al., 2016). This research 

is similar to other small groups studied across the globe. Specifically, more committed 
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individuals will use more signals that are both more difficult to fake and carry a more significant 

personal cost, including physical pain, personal risk, permanent markings, time commitment, 

exclusionary dress, and isolation from individuals from outside the group (Allen, 2010; Sosis, 

2004, 2006; Sosis & Bressler, 2003). It stands to reason that patterns seen in small groups are 

mirrored in gangs, an assumption supported by research (Pyrooz & Densley, 2016). In gangs, the 

cost of signals mirrors other similar groups. For example, the physical pain of jumping-in rituals, 

personal risk carrying out “missions,” permanent tattoos or brands, time spent outside on the 

block, group specific colors and attire, and pruning of friends and family who are not affiliated or 

in rival gangs (Densley, 2012; Pyrooz & Densley, 2016). Signals with a greater personal cost 

express a higher level of group commitment and convey higher status within the group (Sosis & 

Bressler, 2003).

Prior research has demonstrated differences in communication that directly relate to the 

individual’s level of affiliation. Studies have shown a reliance on low-cost signaling for low- 

level gang affiliated youth (Estrada Jr et al., 2016; Goldman et al., 2014). High cost signals have 

been measured primarily in youth greater levels of gang affiliation with increasing high cost 

signal usage increasing as gang affiliation increases (Berger et al., 2017; Leverso & Matsueda, 

2019; Pyrooz & Densley, 2016). Additionally, research has shown a pattern of increased cost 

signaling in individuals seeking to increase their gang affiliation that is especially linked to 

endorsement of deviant behaviors and criminal acts such as drug use and criminal behaviors that 

are used by youth to advertise their fitness for membership in the gang (Densley, 2012; Leverso 

& Matsueda, 2019; Pyrooz & Densley, 2016). In addition, research has shown that youth living 

in neighborhoods with high levels of gang activity use low-levels of low-cost gang indicators 

(Curry et al., 2002).
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Research into gang membership has likewise found some measurable patterns of gang 

embeddedness related to the rate that more- or less-affiliated youth appear in the total population 

of gang-affiliated individuals. The relative sizes of these groups decrease as affiliation increases. 

The most common type of gang member is the unaffiliated or tangentially affiliated youth, 

making up the majority of the population of gang members. This group has been measured to 

make up in the area of 50 to 75% of all gang affiliated youth in in-person studies (Center, 

2015b). The prevalence of gang members in the population is slightly under 5% active 

membership (Alleyne & Wood, 2010).The smallest portion of the population has shown a 

population size of between 1 to 2% for core membership measured within the total population of 

gang affiliated youth (Alleyne & Wood, 2010; Esbensen et al., 2001). As there are distinct age 

and gender effects, with increasing wannabe and active affiliation in early adolescence and lower 

levels of affiliation in girls, these prevalence numbers are not consistent across studies (Decker, 

Pyrooz, & Moule, 2014; Esbensen et al., 1999; Hayward & Honegger, 2014; Melde & Esbensen, 

2011; Tolan et al., 2003).

Many of these signals are observable to outsiders, such as colors (Leverso & Matsueda, 

2019; Pyrooz, 2014a), signs (Ctr & America, 2015; Leverso & Matsueda, 2019; Sanchez- 

Jankowski, 2018), and brands and tattoos (Phelan & Hunt, 1998; Poljac & Burke, 2008; 

Valdemar, 2006; Zackasee, 2004). However, many others are shared only within groups, 

including jumping in or criminal activities taken on the behest of the gang (Hansen & Freitag, 

2016; Shelley & Peterson, 2018). However, these acts must be communicated between group 

members to carry the benefits of such signals (Pyrooz & Densley, 2016; Sosis & Bressler, 2003). 

One place for an outside observer to see these communications is on social media.
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Gangs Move Online

There is a growing body of contemporary gang research that shows an increasing 

presence of gang members on social media. This is often termed “internet banging” (Patton et al., 

2013). Researchers have found that gangs use social media in a manner comparable to 

communication in the real world. Gangs communicate their presence online to other gangs 

(Lauger & Densley, 2018). Individuals use Facebook to brag about their criminal acts, prove 

their commitment to the gang, and demonstrate the superiority of their gang over others (Patton 

et al., 2013). Other researchers have found that gangs use Facebook to explicitly share their 

crimes and engage combatively with rival gangs (Décary-Hétu & Morselli, 2011). In addition, ‘ 

online behaviors mirror those offline. Gang members are more likely than those not in a gang to 

commit online crimes (Lauger & Densley, 2018; Pyrooz et al., 2015), such as engaging in sexual 

harassment (Forber-Pratt & Espelage, 2018), cyber bullying (Shelley & Peterson, 2018), 

financial crimes, and drug sales (Lauger & Densley, 2018; Neely, 1997; Sierra-Arevalo & 

Papachristos, 2015). This is a fact well known by prosecutors and law enforcement officers who 

regularly use social media posts for generating gang databases, justifying probable cause for 

arrests, and as evidence in court (Behrman, 2015; D. U. Patton et al., 2017).

Gang signals online follow similar patterns to communication offline. Individuals 

represent their affiliations using colors, signs, language, and tagging as they do offline, however 

they do so using the new tools available to them (Pyrooz et al., 2015). Gang members use 

specific hashtags, emojis and argots unique to the online space, in addition to the medley of 

communicators seen offline (Wijeratne et al., 2015). Gangs also utilize emojis and abbreviations 

that may appear innocuous in specific contexts (Morselli & Décary-Hétu, 2013; Patton et al., 

2014). Innocuous emoji such as the top hat, Star of David, and wheelchair are used to reference 
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gang affiliation while others, such as spirals, a plant leaf, and the syringe, are often used in 

sequence to communicate different actions. The function of social media as a mechanism of the 

communication of identity in young people has been explicitly measured on the Facebook 

platform. Young people have been shown to use their profile and public interactions to validate 

themselves through interactions with an audience (Bazarova, 2012, 2015). The role of public 

status updates, wall posts, and tagging aligns with similar mechanisms to self-disclosure 

(Bazarova & Choi, 2014). In addition, studies of gang members’ public social media presence 

support the use of online presence as an accurate indicator of self-identity, group affiliation, and 

endorsement of group norms (Lauger & Densley, 2018; Morselli & Décary-Hétu, 2013). These 

trends appear specifically on Facebook. Newer platforms, like Instagram and Snapchat, have 

spread into the digital space (Patton et al., 2013; Wijeratne et al., 2015). However, Facebook was 

the most popularly used social media platform until 2018 (Meeker & Wu, 2018; Perrin, 2018). 

The current trend away from Facebook towards other social media platforms has only occurred 

since 2018. Additionally, Facebook remains the most utilized social media platform for self­

expression, self-documentation, and social interaction (Alhabash & Ma, 2017). Therefore 

historical data from Facebook can still provide a valid measure of an individual’s public social 

media presentation for the current study, while eliminating possible ethical considerations by 

detecting current criminal activity from one’s public social media postings.

Secondly, gang members’ level of embeddedness could likely be inferred through the 

type and quantity of signals publicly posted on Facebook. Current research reviewed above 

shows how the type and quantity of group-specific signals offline directly relates to the 

member’s gang embeddedness (Densley, 2012; Pyrooz & Densley, 2016). As social media is 

used as an extension of the public forum (Lauger & Densley, 2018), we would expect that a 
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similar pattern of signaling would emerge online. Were this to be the case, one would expect to 

see signal patterns emerge comparable to those previously measured offline.

The Current Investigation

The current study examined youths’ online communication of gang affiliation on 

Facebook by comparing the types and quantity of communication observed in studies of offline 

communication (Densley, 2012; Densley & Pyrooz, 2017; Goldman et al., 2014; Pyrooz & 

Densley, 2016). Specifically, it was hypothesized that four groups would emerge. I expected that 

one group representing non-gang youth would present with only a few gang-specific signals, and 

that this “unaffiliated” group would comprise the bulk of the sample, as has been found in 

studies of gang affiliation offline. I expected that a second “peripheral gang” group would use 

modest amounts of low-cost signals and minimal high-cost signals, and would represent the next 

largest portion of the sample. I expected that the third largest group would represent “wannabe 

gang members,” and would evidence a large amount of low-cost signals and a small amount of 

high-cost signals. I expected that the final and smallest group would represent “active gang 

members,” and would utilize the largest amount of both low- and high-cost signals. I also 

expected that these patterns would be apparent both when taking into account the users’ own 

self-generated posts as well as when including posts and reactions that have been generated by 

others but were retained as a part of users’ public pages.

In addition, current research indicates that some types of signaling are used more 

frequently by gang members, especially as their level of commitment to their gang increases 

(Densley, 2012; Pyrooz & Densley, 2016). Specifically, evidence of physical pain, sexualized 

content, violent acts, and denigrating statements about rival gangs are more indicative of the 

communication of core gang members (Hansen & Freitag, 2016; D. Patton et al., 2017; Stretesky 
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& Pogrebin, 2007). A second communication pattern with broader statements of criminality, 

sexualized content, and gang specific emoji and argot, is more common amongst “wannabe” 

youth angling for increased membership (Densley, 2012; Patton et al., 2013; Pyrooz & Densley, 

2016). Current research also suggests that signals of loss can be indicators of highly embedded 

youth on the verge of disengaging (Densley & Pyrooz, 2017; O’Neal et al., 2016). Therefore, I 

hypothesized that these three described groupings would likewise emerge in the data.

Hypothesis 1: When grouping individuals using aggregate high-cost and low-cost signals, four 

different groups would emerge, listed here in order of their predicted size, largest to smallest:

1) “unaffiliated” group with few low-cost signals and few high-cost signals;

2) “peripheral” group with moderate low-cost signals and few high-cost signals;

3) “ wannabe” group with many low-cost signals and few high-cost signals;

4) “active” group with many low-cost signals and many high-cost signals.

Further, these groupings will be present when using both:

a) total public posts;

b) only user-generated public posts.

Hypothesis 2: When grouping individuals by distinct signal types, rather than signals aggregated 

by cost, three additional groups would emerge:

1) “core gang” group with high levels of sexualized content, overt criminal behavior, violent 

acts, and negative and aggressive statements about rival gang members;

2) “wannabe gang” group with high levels of implied criminal activity, sexualized content, 

gang specific emoji and argot;

3) “dissidence” group with high levels of loss indicators and low levels of all other signals
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Hypothesis 2 was planned to be evaluated using whichever methodology (total public posts or 

only user-generated posts) from Hypothesis 1 that emerged as more valid, or if none did, self­

generated signals alone would be used.
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Methods

Participants

This study collected the publicly available data from 300 Facebook accounts. The sample 

size of 300 was selected as it is comparable to similar studies in the literature that range in size 

from 150 to 700 participants (Alleyne & Wood, 2010; Esbensen et al., 1993). All information 

was collected from public profiles and public activity from the 2017 calendar year. All 

demographic and personal information collected was publicly available on the Facebook profile 

of that individual.

Identified profiles were from individuals aged 16-24 who lived or frequented the 73th 

police district of South Brooklyn during the 2017 calendar year. The 73rd precinct of Brooklyn 

was selected as it is a known area of gang activity containing 7 gangs active during the period 

studied. The 73rd police precinct is one of the most violent precincts in New York City having 

the highest shooting incidence in 2019, with 73 recorded shootings ((NYPD), 2019b). From 2006 

- 2018, this district was the second highest in reported violence with 1063 shooting incidents, 

second only to the neighboring 75th district ((NYPD), 2019a) and highest homicides per capita of 

any area in New York City (NYPD, 2019b). It had the historically highest rates of assault and 

incarceration, often coming in first or second citywide (Bureau, 2018; Jensen et al., 2016; King 

L, 2015). Including the 7 major felonies, there were 440 felonies within the last year (NYC 

COMPSTAT, 2019). It was assumed that by containing the study to one Brooklyn neighborhood, 

the number of group-specific signals identified would be kept to a minimal number. As gangs 

use hyper-local intergroup indicators, limiting the study to one neighborhood was also expected 

to minimize miscoding errors. Names and operating locations for local gangs were identified 

through prior communication with the police neighborhood coordinating officer supervisor from 
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the 73rd district. This information was then crosschecked with several local sources to ensure 

accuracy.

Individual participants were identified by two methods, self-identifying and peer­

identifying. Self-identifying individuals included participants who actively indicated gang 

affiliation on their profile page. These participants were located through keyword searches in the 

Facebook database for the previously identified gang names. Each local gang name was searched 

in the Facebook database along with several spelling variations and associated hashtags. These 

searches were refined by specifying the geographic area to include only individuals residing 

within the target area that mention the known street gang. The location of individual posts and 

user profiles is accessible by the individual’s profile or by geotagged locations.

Peer-identified individuals were located through their activity on self-identified user’s 

pages. Individuals who publicly posted gang-affiliated signals were then narrowed down to only 

include individuals who resided in the study area during the 2017 timeframe and showed 

evidence of gang signaling on their personal public feed. Once they met the minimum criteria, 

they were considered eligible for inclusion in the study. Individuals who were peer-identified but 

did not engage in gang signaling on their personal pages or who were not active in the study area 

were excluded. This method of gang identification through a combination of peer affiliation, area 

of residence, and gang signaling is reflective of the current New York State methodology for 

identifying gang members ("Criminal street gang related crimes act," 2018). Therefore, using this 

inclusion criteria provided a range of individuals that was likely comparable to those currently 

identified by local police as gang affiliated.

The demographics of study participants were difficult to ascertain due to limited available 

information. No participants explicitly stated their race or ethnicity however, demographic data 
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from the area shows that, during the time of the study, 70% of area residents identified as Black, 

26% as Hispanic, 2% White, 1% Asian, and 1% Biracial (Bureau, 2018). Only 28% of the 

sample provided age data, which were of questionable validity, often directly contradicting other 

user-provided data such as high school graduation dates, 21st birthday parties, and other age- 

related life events. Similarly, provided education and work history, when available, were of 

questionable validity and often of a comical nature, such as “street-smarts”; “works at... Why Do 

You Care”; or “attended school at.. .Beats Bitches Up Academy.” The demographic 

information on age, race, gender and educational attainment which was collected using the 

public profile data for each post on the individual’s timeline during the 2017 calendar year was 

then coded for gang signaling.

Area census data show a medium income reported for the area at 32,448 per household 

per year with a per capita income reported to be averaging at $21,238 annually (Bureau, 2018). 

Both of these numbers are half the claimed income in both New York City and the United States. 

Twenty-seven percent of local residents fall below the poverty line, again double the rate of the 

city and more than double the rate of the United States (Bureau, 2018). In contrast, gender 

information was readily provided. The majority of the sample was male (n= 273, 91%). The 

remaining participants included 1 transgender male identifying individual (.3%) and 26 female 

participants (8.7%).

Procedures

Data were collected using historical data from public posts on the Facebook platform. 

Self-report is the most common measure of gang affiliation, therefore, statements made by 

individuals on their public profile were used as equivalent to self-report measures for the 

purposes of this study. Dichotomous self-report measures have consistently been shown to have 
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high levels of reliability and validity and to correlate strongly with police report and official 

records of gang membership (Curry, 2000; Curry et al., 2002). Similar research has likewise 

utilized a combination of police department and academic resources to decode gang specific 

signals online (D. Patton et al., 2017). Therefore, were individual gang members to demonstrate 

similar patterns in their online activity, they would likewise publicly state their gang affiliation in 

their profile, “about me” section, through gang-referencing street names and explicit statements 

on their public feed.

All data collected were from the 2017 calendar year. This time frame allows for data to 

be comparable across profiles and minimizes possible exposure to ongoing criminal acts. Each 

post within the 2017 time frame was counted as well as every type of gang signaling contained in 

the post and in reaction to the post. Data were used to calculate percentages of posts that 

included high-cost signaling as well as low-cost signaling out of the total posts coded. A random 

sub-sample comprising 10% of the sample was coded by two individuals and was compared 

using Cohen’s Kappa to establish inter-rater reliability for the measure. The entirety of the 

dataset was collected by the principal investigator. The dual-coded subsample was only used for 

establishing reliability of the measure and was not utilized for the primary statistical analysis. 

The second coder was recruited from the available trained local psychology graduate students. 

After an initial in-person training, these duplicate measurements were completed independently.

To prevent repeated sampling and for use in calculating checklist validity, the 

individual’s Facebook administrative ID was collected. This randomly generated numeric ID is 

used by Facebook to identify different profiles and is unique to each account. Though it would 

not be able to directly link back to the account without additional information, the numbers were 

destroyed after data cleaning to ensure anonymity.
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Measures

Indicators of group-specific signals were counted for each profile. Each category on the 

checklist of group specific signaling was coded at most one-time per post, with information 

collected indicting if the origin was self- or other-generated. Coding each post only once per 

signaling subcategory enabled measuring of the individual’s overall presentation on social media 

without giving undue weight to signal-dense posts and media types. Limiting the number of data 

points of a given type that were collected per post likewise controlled for media type where 

multiple examples of the same signaling subcategory could be repeated per post. This is 

especially relevant as pictures and videos often provided multiple examples of the same 

category. Some such posts would include picture collages or group images. Coding each 

subcategory, such as hand signs, peer affiliation, or gang colors only once per post ensured that 

more visually dense media were not given undue weight.

Signaling

To identify gang signaling, a checklist of gang signals was utilized to record each 

instance of intergroup communication. This checklist was generated prior to data collection 

using validated online gang databases (Décary-Hétu & Morselli, 2011; Decker & Pyrooz, 2015; 

Huff & Barrows, 2015; Wijeratne et al., 2016; Wijeratne et al., 2015), as well as information 

provided by the 73rd precinct and local gang dissidence organizations (Gang Resistance 

Organization and Training; National Gang Center), to develop a list of signals used by gangs in 

the study area. Each signifier had a prior determination of “high-cost” and “low-cost” based on 

the level of permanency and danger associated with the signal. A complete list of these signals 

with their frequencies and standard deviations is in Table 1.
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Each post on the individual’s timeline within the 2017 timeframe was coded separately 

for signaling using the checklist. All posts on the timeline during this timeframe were entered, 

including self-generated and other-generated posts. All publicly visible content on the user’s 

timeline was included, though the origin of the content was indicated as being “self-generated” 

or “other-generated.” Prior research indicated that users’ passive choice to leave other-generated 

content visible on their timeline implies tacit endorsement of the content (Siibak, 2009; Zhao et 

al., 2008). Additionally, New York State uses peer group gang affiliation as one of the indicators 

of gang membership ("Criminal street gang related crimes act," 2018). Therefore, any other-user 

generated posts were studied for the presence of gang-related content in the same manner as 

posts generated by the individual in question. The origin of the signal was indicated as self­

generated or other-generated.

To improve the ability to control for differing social media usage patterns, signal rates 

were calculated. These numbers indicate the rate that signals of this type appear per individual 

posts and were calculated by dividing the total amount of self- and other-generated signals 

observed during the 2017 calendar year by the individual’s total posts generated during that time 

frame. In addition, aggregate variables were calculated that described the individual’s total rate 

of high and low-cost signal usage for the study period. The values reflect the likelihood that a 

given post would contain one or more high or low-cost signals. Values above 1 indicate that an 

individual’s post would, on average, contain more than one signal of that weight. For example, in 

an individual with a low-cost signal rate of 3.00, a randomly selected post would most likely 

contain 3 low-cost signals such as: gang names, argot, and gang-specific emoji use.

Low-cost signals. Low-cost signals were signals that were either easy to fake or carried 

minimal risk to the signaler. Low-cost signals include those that can be easily put on or taken off 
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when the individual does or does not want to leverage their gang affiliation (Densley, 2012; 

Pyrooz & Densley, 2016; Sosis & Bressler, 2003). The signals included in the measure include 

gang references and statements regarding endorsement of criminal and delinquent acts.

Gang affiliation. Explicit statements of affiliation were measured through overt 

statements of gang membership, gang name hashtags, and explicit references to known group 

names (Fessler et al., 2016). Claims of gang membership were collected as a separate category. 

Additional low-cost gang signifiers coded were: wearing colors, showing hand signs, presenting 

gang-associated symbols (such as specific stars, sports teams and imagery), wearing specific 

types of attire (such as bandanas and beads), using gang specific argot and nontraditionally used 

emoji for gang-specific meanings (Densley, 2012; Densley & Pyrooz, 2017; Pyrooz & Densley, 

2016). Though pejorative and aggressive statements towards rival gang members were originally 

included as low-cost symbols, difficulties ascertaining tone and intent behind aggressive posts 

led to the elimination of this variable during the data collection process.

Delinquency. Statements about criminal activities, criminal justice involvement, overly 

sexualized content, and drug use without supportive evidence constitute a low-cost signal. This is 

due to the fact that these statements are easy to fake and therefore do not construe the same level 

of risk for the participant. However, they do serve to advertise the individual’s commitment to 

gang norms and values (Densley, 2012). Unlike the gang-affiliated symbols, these symbols were 

not used to include members in the study group but were coded once individuals demonstrated 

affiliation through the inclusion of low- or high-cost gang signifiers. Variables included in the 

measure were “stated criminal justice involvement” and “stated drug use.” Due to difficulties 

operationalizing “sexualized content” this variable was eliminated during the coding process.
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High-cost signals. High-cost signals were identified as necessitating physical pain, 

personal safety, criminality, and loss. These signals are difficult to fake and therefore convey 

individual commitment to a much higher degree than low-cost signals. Each category has been 

linked to gang-specific signaling offline in prior research and has been used to communicate 

commitment to individual gangs and the associated lifestyle (Densley, 2012; Densley & Pyrooz, 

2017; Pyrooz & Densley, 2016). As with low-cost signals, high-cost signals can be broken down 

into gang affiliated and deviancy categories. Additionally, high-cost signals include personal loss 

both through injury, death, and the criminal justice system. In contrast to low-cost signals, high- 

cost signals carry a personal expense in terms of pain or risk.

Gang affiliation. High-cost signals of gang affiliation include painful and permanent 

indicators such as jumping in rituals and physical modifications like branding and tattoos. As 

painful rituals are not easily apparent on social media and often undocumented, this category was 

not included in the final check sheet (Fessler et al., 2016; Pyrooz & Densley, 2016; Sosis & 

Bressler, 2003). “Tattoos” were coded as high-cost signals and included physical modifications 

that contained explicit gang references.

Deviancy. Research has shown that demonstrating active and efficient criminality is an 

important component of gang joining. Joint offending is a core component of gang membership, 

so concretely demonstrating a willingness and ability to engage in criminal activity is key to 

being a valuable gang member (Densley, 2012). High-cost signals endorsing gang life include 

personal safety risks and engagement with the criminal justice system that are missing from low­

cost deviancy signaling. This includes eliciting inter-gang fights, completing “missions,” or 

incursions into rival gang territory. These are high-cost due to the level of commitment 

communicated about putting one’s personal safety at risk in service to the gang (Densley, 2012).
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These were coded as “risky criminal behavior” as it is often unclear to the outside observer their 

specific intent. Evidence of one’s criminal activity itself constitutes a high-cost signal. Concrete 

evidence of this both conveys the risk inherent in the performance of the initial criminal act as 

well as opening up the user to the use of the evidence by prosecutors or law enforcement (Patton 

et al., 2016). This included pictures and video of drug use, drug sales or firearm use, which is 

illegal in the study location. Signals coded for this domain included “criminal justice 

involvement,” “overt drug use,” “overt criminal acts,” and “risky criminal behavior.”

Loss. Signaling loss of fellow gang members demonstrates the individual’s commitment 

to the gang as they continue their affiliation in the face of the personal danger and loss associated 

with membership. Individuals who share their emotions regarding hurt, killed or incarcerated 

gang members concretely show the level of cost they have already paid in personal sacrifice to 

the gang. (Densley, 2012). Injury to, and loss of, friends and relatives to gang-related factors was 

coded as “injury/death.” Due to the fact that it was difficult to separate the loss and deviancy 

factors, a separate category for loss to the criminal justice system was not utilized. Rather, these 

signals were coded as “criminal justice involvement” variable.

Finally, four aggregate variables were calculated using the signal categories above. These 

variables were based on the percent of total communication including gang signals on 

individuals’ public feeds. These variables reflect the likelihood of a particular category of signal 

appearing within that post and are therefore often over 100% for higher signaling individuals. In 

these incidences, this number reflects the fact that multiple types of low and/or high-cost signals 

are likely to appear in a random post from that individual’s profile during the 2017 timeframe. 

These aggregate variables were calculated both for only user-generated signals as well as total 
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signals. The total signals category included all posts and comments on the page that were 

generated by the user as well incorporating gang signals generated by other users.

The aggregate variables were calculated by dividing the individual’s total amount of self 

and other-generated signals by their total publicly visible posts during the 2017 calendar year. 

These variables were used to compare signal patterns between users with different rates of social 

media engagement. The values reflect the likelihood that a given post would contain one or more 

high or low-cost signals. Values above I indicate that an individual’s post would on average 

contain more than one signal of that weight. For example, in an individual with a low-cost signal 

rate of 3.00, a randomly selected post would most likely contain 3 low-cost signals such as: gang 

names, argot, and gang-specific emoji use.

Inter-Rater Reliability

Table 2 includes interrater reliability statistics for the signaling variables on the measure. 

Kappa statistics of inter-rater reliability were between 1.00. and -0.029. Two variables, 

sexualized content and péjoratives expression about other gangs, did not show significance in 

agreement between coders and were eliminated from the study. The overall agreement between 

two coders was moderate, k = .62 (95% CI, .59 to . 67), p < 0.001 for Total Low-Cost Signals 

and k = .52 (95% CI, .48 to . 57), p < 0.001 for Self-Generated Low-Cost Signals, but was 

improved slightly with the elimination of the two unsuitable variables pejorative statements and 

sexualized content. With these changes, kappa was k = .70 (95% CI, .668 to . 732), p < 0.001 for 

Total Low-Cost Signals and to k = .70 (95% CI, .673 to . 735), p < 0.001 for Self-Generated 

Low-Cost Signals. Kappa was k = .80 (95% CI,. 760 to .862), p < 0.001 for Total High-Cost 

Signals and to k = .81 (95% CI, .792 to . 853), p < 0.001 for Self-Generated High-Cost Signals. 

The slightly higher interrater reliability for high-cost signals is to be expected, as a component of 
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a signal’s cost is visibility and more flagrant endorsement of subgroup norms. It is therefore to 

be expected that high-cost signals would have stronger inter-rater agreement due to the lower 

level of interpretation required.

The removal of Pejorative Statements and Sexualized Content likewise increased the 

interrater agreement for the entire measure from, x = .62 (95% CI, .59 to . 67), p < 0.001 for 

Total Signals and k = .67 (95% CI, .61 to . 72), p < 0.001 for Self-Generated Total Signals, to k 

= .70 (95% CI, .668 to . 732), p < 0.001 for Total Signals and to k = .701 (95% CI, .673 to . 735), 

p < 0.001 for Total Self-Generated Signals.

Results

Individuals demonstrated a wide range of public posting frequencies. Some individuals 

posted over 10,000 times per year whilst other profiles contained fewer than ten public posts. 

The mean number of public posts in the sample for 2017 was 481.05 (SD = 932.79). These 

numbers only reflect posts that were publicly visible at the time data were collected. Posting 

frequency almost certainly averaged at a higher rate for the group.

Low-cost signals were more common than high-cost signals (Table 1). This pattern was 

evidenced both in self-generated posts and total posts. Low-cost signals were consistently a 

higher percentage of individuals’ total communication. High-cost signals appeared less 

frequently across all individuals, even those with a greater percentage of low-cost signals. These 

patterns were comparable when taking into account self-generated and other-generated signals. 

In addition, variability in usage patterns between users was greater with low-cost signals than 

high-cost signals. Within the broader low-cost and high-cost categories, there was a great deal of 

variation between both the rate that individuals utilized different signals and the frequency of 

individual signals.
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Individual signal use was varied. Certain high- and low-cost signals were generally more 

prevalent; however, there was a great deal of variability across profiles. The most frequently 

used signals were hand signs. Additionally, hand signs were often the most varied indicator in 

other-generated posts. This is likely due to the fact that they were both common and present in 

pictorial and video content where multiple parties were visible. Additionally, use of gang names 

had a wide range on profiles. The most common high-cost signals were overt drug use and 

statements of injury and death. The biggest variability in signal use was in overt drug use, hand 

signs, gang names, and total argot. Of the high-cost signals, tattoos and risky behavior were the 

least frequently observed.

Hypothesis 1: High- and Low-Cost Signal Patterns

Gang communication was used to classify members using a hierarchical clustering 

analysis with Wards method. This methodology was selected, as it creates groupings out of the 

data by using sets with the minimal within-cluster variance and is appropriate for quantitative 

variables (Milligan & Cooper, 1987). As the goal of this study was to identify groupings in 

which group members have the greatest similarities in terms of communication patterns, this 

methodology identifying groupings by minimizing differences amongst the group members was 

deemed to be the optimal analysis. Though this methodology has not previously been applied to 

the study gang members, hierarchical cluster analysis has been utilized before to study patterns 

of social networking and engagement in online communities (Aristeidou et al., 2017; Heer & 

Boyd, 2005).

To identify best fit, seven cluster solutions were produced and separately analyzed using 

multiple regressions with signal type as the dependent variable and cluster membership as the 

independent variable. This analysis identified group composition and size as well as providing 
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information regarding the amount of the variance explained for each variable by that cluster 

solution (Barbot, 2018).

To differentiate the role of user-generated or other-generated communication, two 

separate groups of analyses were conducted using total posts and self-generated posts. In the first 

set of analyses, individuals were sorted using the rate of high-cost and rate of low-cost aggregate 

variables.

Hypothesis 1 A - Total-Communication Model

Using the total-communication (both self- and other-generated posts) variables, 

Hypothesis 1 (that there would be an “unaffiliated” group with few low-cost signals and few 

high-cost signals, a “peripheral” group with moderate low-cost signals and few high-cost signals, 

a “ wannabe” group with many low-cost signals and few high-cost signals, and an “active” group 

with many low-cost signals and many high-cost signals) was partially supported. Cluster analysis 

created statistically significant distinct categories that aligned with the four groupings predicted, 

but also included two additional unexpected small groupings of individuals with highly divergent 

signal patterns.

The results for the total communication model (Table 3) indicate that there are 

distinctions between groups of participants based on the quantity and type of signals used. In 

contrast to the predicted four-group solution, a six-group solution emerged as the most 

appropriate, as it accounted for a significant portion of the variance for both variables. This 

solution was selected based on a visual inspection of the dendrogram, level of variance explained 

by the solution and theoretical intelligibility of the clusters. Though the four-group and five- 

group solutions similarly provided adequate explanation of the variance, within-group 

differences remained sufficiently high as to provide more limited predictive utility. In these 
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instances, the standard deviation between variables within the groups was higher than variance 

between items within the group. In addition, due to greater similarities between low-incidence 

groupings, differences between unaffiliated and peripheral youth were not apparent until the six- 

group solution.

The results of the cluster analysis suggest that there were six groups of individuals 

represented in the data that are labeled by the type affiliation that they likely represent. The first 

group likely represents unaffiliated youth whose profiles presented with a low rate of gang to 

non-gang content. This “unaffiliated” group contains individuals with very low levels of gang 

signaling. This largest group makes up 51.85% of the sample. A second “peripheral” group 

aligning with what would be expected in terms of signal patterns in tangentially affiliated youth 

presented with a low rate of low-cost signals and minimal high-cost signals. This is the second 

largest group making up 36% of the sample.

The two middle groupings likely relate to individuals with a deeper commitment to their 

gang. The third largest group signals in a manner that aligns with what would be expected for 

“wannabe” gang members. This “wannabe” group has a higher level of low-cost signals but they 

do not frequently utilize high-cost signals. This “wannabe” group makes up 5.39% of the sample. 

The fourth group aligns with the signaling patterns one would expect of active gang members. 

These individuals have higher levels of both low and high-cost signals, though still a great more 

low-cost signals than high. This “active” group makes up 3.7% of the sample. The level of high- 

cost signaling in both of these groups was not homogenous, with a high level of variability 

between members. This suggests both that there is a wider array of signal patterns in these 

groups of individuals and suggests that these particular groups are not as predictive as other 

groups may be.
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The final two groups contained only three individuals with vastly different signal patterns 

from the remainder of the sample. These three individuals evidenced a great many high- and 

low-cost signals with multiples of both categories likely per post. These groups were 

differentiated by the ratio of high- to low-cost signaling. Two individuals in the Core 1 group 

used many more low-cost signals, with fewer high-cost signals. Though their total high-cost 

signal rate was higher than the majority of the other individuals, they made up a less substantial 

part of their signal usage. In contrast, the remaining individual in the Core 2 group was the only 

one where the high-cost signaling rate exceeded the low-cost signal rate. There are two possible 

explanations for these individuals. Though these individuals appear on the surface to exhibit 

vastly different signal patterns, the high rate of both high- and low-cost signals far exceeds any 

other participants in the study. This high rate of signaling is more indicative of the behaviors of 

core gang members observed offline than the specific rates of either type of signal. On one hand, 

these three individuals might simply represent outliers that have a randomly divergent signal 

patterns unrelated to gang affiliation and could therefore be excluded. However, an alternate 

explanation is that these individuals represent the core gang members. This explanation is likely 

the case for several reasons. First, the signal patterns for these individuals align with what is 

predicted of core gang members by the research, with high usage of gang specific signals across 

all categories (Densley & Pyrooz, 2017; Pyrooz & Densley, 2016). Second, these individuals 

make up 1% of the total sample. When comparing the number of core gang members found 

during in-person research studies, the percentages align (Esbensen et al., 2001). Additionally, 

specific item analysis of these three members indicates that coding and data collection errors are 

not the cause of their divergent patterns. Notably, when these core gang members are removed 

from the sample, cluster analysis loses precision, especially with regards to high-cost signals.
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Analyses with these participants excluded were only able to account for at most 59.8% of the 

variance for high-cost signaling in a 6'group solution (p < .001) and 30.0% of the high-cost 

signal variance in a 4-group solution (p < .001). Additionally, with these “core gang” groups 

retained, the percentage of all the groups identified in the 6-group cluster analysis aligned with 

the rate these groups appear in the general population in prior in-person research (Bureau, 2018; 

Center, 2015b; Meehan, 2000). This evidence suggests both that these individuals represent core 

gang members and their uniquely extreme signal patterns, and that the six-group solution is the 

most accurate method of understanding patterns of gang signaling.

The distribution of groups in the Total Communication Model is shown below (Figure 1). 

To increase visibility of the different groups, the axes are presented in logarithmic 

transformation. This transformation serves to better illustrate the distinctions and overlap 

between groups without distortion by high level of signaling demonstrated by the outliers. In 

addition, scaling logarithmically more closely reflects the differences between the largest groups 

with minimal gang signaling and moderate gang signaling more accurately.

Hypothesis IB- Self-Generated Communication Model.

Using the self-generated signal variables (Table 5), results indicated distinctions between 

groups of participants based on the quantity and type of signals in the same manner as when 

using the total signals variables, again partially supporting Hypothesis 1. As with the total­

communication model, the predicted groups emerged with the expected patterns of high- and 

low-cost signals, and two additional small groups with highly divergent signal patterns were 

present. Also as with the total-communication model, a six-group solution provided explanation 

for a significant portion of the variance for both variables as illustrated in Table 5.
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Clustering solutions with four groupings similarly explained a sufficient portion of the 

variance, but two of the generated groupings were significantly heterogeneous to the extent that 

they provided less utility in differentiating participants by signaling characteristics. The six- 

cluster solution was selected based on a visual inspection of the dendrogram, level of variance 

explained by the solution and theoretical intelligibility of the clusters. Additionally, the 

symmetry provided by similar groupings in both of the two models enabled cross-model 

comparisons that would not have been possible otherwise.

As the groups share similar characteristics to the total-communication model, the same 

naming conventions were retained as represented in Table 6. The first “unaffiliated” group 

contained individuals with very low-levels of gang signaling. This group was the largest, 

comprising 55.33% of the sample. The “peripheral” group presented with a low level of low-cost 

signals and minimal high-cost signals. This was the second largest group making up 37.33% of 

the sample.

The two middle groupings again likely relate to individuals with a deeper commitment to 

their gang. The third largest “wannabe” group had a higher level of low-cost signals and 

infrequent high-cost signals. This “wannabe” group made up 3% of the sample. In contrast to the 

total-communication model, high-cost signaling patterns within this group were more 

homogenous with less variability. The fourth group aligned with the signaling patterns one 

would expect of active gang members, with higher rates of both low- and high-cost signaling. 

This “active” group made up 2.67% of the sample. Though these two groups remained more 

heterogeneous in the range of high-cost signal rates, they were more homogeneous than 

comparable groups in the total-communication model. The increased clarity of group distinctions 

for the self-generated model is shown in Figure 2. There were fewer instances of overlap 

41



PREDICTING GANG EMBEDDEDNESS THROUGH PUBLIC SOCIAL MEDIA PRESENCE

between the “unaffiliated” and “peripheral” group members making distinctions between these 

groups clearer and providing improved differentiation between these two levels of presumed 

affiliation. In contrast to the Total-Communication Model, these groups contained individuals 

with little to no high-cost signaling. “Active” and “peripheral” groups in the self-generated 

model consistently presented with more high-cost signals than individuals in lower affiliation 

groups.

The final two groups contained only four individuals, again with vastly different signal 

patterns than the remainder of the sample. These four individuals evidenced a great many high- 

and low-cost signals with multiples of both categories visible in almost every, publicly visible 

post during the study period. Three individuals fell into the Core 1 grouping with higher low-cost 

than high-cost signals. One individual fell into the Core 2 grouping with higher high-cost signals 

than low-cost signals. This was the same profile as in the total-communication model. In all 

cases, individuals in these two groups utilized many more high- and low-cost signals than 

individuals in any other group. Of these four individuals, item analysis showed that all three 

cases identified through the total-communication model were represented in these groups. The 

one additional member in Core 1 was classified as “active” in the prior analysis. Similar to the 

previous model, these individuals made up a small portion (1.33%) of the total sample.

The distribution of groups in the Self-Generated Communication Model is shown below 

(Figure 2). As with the total-communication model, data is visualized below using a logarithmic 

transformation of the axes to increase visibility of low-affiliation groupings.

Hypothesis 2 - Groupings Using Individual Signal Types

Hypothesis 2, which predicted the appearance of three distinct subgroupings in the data 

based on the use of individual signal types (“core” group with high levels of sexualized content, 
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pejorative statements about other gangs, overt criminal acts, and endorsement of explicit gang 

membership; “wannabe” group with higher levels of criminality, sexualized content, and gang 

specific emoji; and “contemplating dissidence” group with higher rates of loss indicators and 

lower rates of all other forms of gang signaling), was not supported. Due to the greater level of 

homogeneity between groupings in the Self-Generated Communication Model, only self­

generated signals were used for these analyses.

Self-generated communication using individual signal types was used to classify 

members using a hierarchical clustering analysis with Wards method. As in the previous 

analyses, this methodology was selected due to prior use to analyze social networking patterns in 

online communities through the creation of groups with minimized within-cluster variance.

To identify best fit, 15 clusters solutions were produced and separately analyzed using 

multiple regressions with signal type as the dependent variable and cluster membership as the 

independent variable (Table 7). This analysis identified group composition and size as well as 

provided information regarding the amount of the variance explained for each variable by the 

cluster solution (Barbot, 2018). Exploring cluster of was determined based on a visual 

inspection of the dendrogram, which suggested groupings beyond the first 15 would only provide 

additional groups of one to two cases (Table 8). Given that the purpose of the analysis was to 

identify commonalities between individuals, this was determined to be unaligned with this 

purpose and therefore solutions over 15 were not explored. The first 14 solutions were then 

evaluated through the variance explained by the cluster solution and theoretical intelligibility of 

the clusters.

This hypothesis was not substantiated through this analysis. None of the three anticipated 

categories were evident in the data. Visual inspection of the dendrogram indicated a consistent 
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clustering pattern with one large group comprising the bulk of the sample with additional 

groupings comprising on average between one to three individuals for each subsequent stage. 

Cluster analysis using the 14 variables did not result in any single solution with a clear model nor 

did any of the groupings suggest the presence of any of the three hypothesized groupings (Table 

7). Effect size statistics at the individual variable level did not explain a significant portion of the 

variance for any set of variables from the anticipated groupings nor did any clear patterns emerge 

from the data.

The hypothesized Core Gang grouping was not supported due to the removal of key 

variables. The categories of sexualized content and aggressive/pejorative speech were both 

dropped because of low inter-rater reliability difficulties. As indicated above in Table 1, 

sexualized content (k = -.152, p < 0.101) and pejorative statements (k = -.029, p < 0.803) against 

other gangs were variables with very low kappa and were thusly eliminated.

The hypothesized wannabe gang group with a pattern of elevated criminality, sexualized 

content, and gang specific emoji, did not emerge in the variable-level cluster analysis. In all of 

the clusters explored, there was no one grouping which contained elevated levels of all four 

predicted variables, rather individual groupings appeared to contain elevations in one to two of 

the signal types.

No predicted grouping with elevations in loss signals and lower levels of all other types 

of high- and low-cost gang signals emerged in any of the cluster solutions. Loss indicators were 

not predicted significantly at a level above chance in any of the 15 generated solutions. The low 

incidence of loss signals could have contributed to its insignificance in these analyses due to 

mathematical weighting of higher-frequency variables.
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No meaningful patterns emerged through this analysis. However, cluster models were 

mathematically generated with high frequency signals like gang names, hand signs and argot, 

which could have obfuscated patterns in the data. This is supported by the prior research that 

indicates that high-cost/low-frequency signals, such as tattoos and loss, that were not explained 

by the cluster models have strong validity for identifying an individual’s current level of 

commitment to their gang (Carson & Vecchio, 2015; Densley & Pyrooz, 2017; Phelan & Hunt, 

1998; Poljac & Burke, 2008; Rozycki Lozano et al., 2011; Valdemar, 2006). This suggests that, 

though the hypothesis was not supported by this analysis, a different statistical methodology 

could provide more clarity.

Discussion

The current study examined the degree to which gang-affiliated youth could be classified 

based on their use of social media to communicate their affiliation, and whether their affiliation 

communicated through social media was comparable to their offline communication of their 

affiliation and embeddedness. The findings supported the hypothesized four groupings 

representing “unaffiliated,” “peripheral,” “wannabe,” and “active” individuals differentiated by 

the type and amount of signaling in a manner that aligned with prior research. This study found 

an additional two groupings likely representing core gang members. These two “core” groups 

contained between three to four individuals with significantly higher signal rates than all other 

groupings. The three groupings hypothesized to emerge based on individual variable level 

clustering, representing “core” gang members, “wannabe” gang members, and members 

contemplating dissidence, were not found in the data.

Of the initial predicted groupings, two models were tested, one that grouped individuals 

on the basis of their own self-generated posts and a second which took into account all visible 
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posts on the individual’s page, including posts, comments and responses from associates. This 

total-communication model reflected current criminal justice policies which use known gang- 

affiliated associates as a key factor in gang identification ("Criminal street gang related crimes 

act," 2018).

While both total communication and self-generated hypotheses were mostly supported 

due to presence of clear groupings based on individual signal patterns, the self-generated 

communication model provided more distinctions between groupings with small increases in the 

sizes in lower-affiliation groupings, one additional “core gang” member, and fewer youth in the 

“wannabe” group. The rates of high- and low-cost signaling within reflected patterns measured 

in gang members off-line while the size of the groups within the total sample aligned with the 

assumed group’s size when measured in the population.

Both self-generated and total-generated models were similar in the groupings identified 

with an additional unanticipated “core” groups which corresponded to a low-incidence portion of 

the population. This grouping was not anticipated to emerge in the sample and ended up 

necessitating two additional groupings to account for their highly divergent signal patterns. As 

the six-group model illuminated categories reflecting current understanding of gang affiliation, 

this suggests that this methodology is able to identify groupings with a higher level of 

differentiation than was initially predicted. This model does contain a level of ambiguity in mid­

level clusters, most pronounced when using the total-communication model, due to the presence 

of overlap between unaffiliated and peripheral groupings, as well as the higher level of variance 

within wannabe and active groupings.

In both analyses, the high- and low-cost signal patterns of the six groups aligned with 

what was observed through in-person gang research. This body of research shows distinct 
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differences in communication corresponding to the individual’s level of affiliation similar to 

those found in the current investigation. These studies show a reliance on low-cost signaling for 

low-level gang affiliated youth (Estrada Jr et al., 2016; Goldman et al., 2014), comparable to 

what was found in the “tangential” group that presented with low levels of low-cost signaling 

and few to zero high-cost signals. High cost signal usage measured primarily in youth with the 

greatest level of embeddedness (Berger et al., 2017; Leverso & Matsueda, 2019; Pyrooz & 

Densley, 2016) similar to the patterns seen in active and core individuals. Additionally, in person 

research has shown a high level of low cost signaling in individuals seeking to increase their 

gang affiliation (Densley, 2012; Leverso & Matsueda, 2019; Pyrooz & Densley, 2016) that was 

mirrored in the pattern observed in the “wannabe” groupings. In addition, non-gang youth in 

areas with high level of gang prevalence have been shown to employ low-cost gang indicators at 

low levels (Curry et al., 2002), which was likewise observed in the “unaffiliated” groupings.

Both models agreed on the relative sizes of the high-affiliation groupings. The rates of 

these groups in the sample align with the relative sizes of these groups observed in the 

population. Both methods revealed a small group of outliers with large numbers of both high- 

and low-cost signals representing around 1% of the total sample. Current in-person studies 

likewise show between 1 to 2% core membership in the total gang population (Alleyne & Wood, 

2010; Esbensen et al., 2001). The prevalence in the population of slightly under 5% active 

membership is comparable to the 3% of the sample that fell into the “active” in both self­

generated and total communication models (Alleyne & Wood, 2010).

In contrast, both models provided slightly different group sizes for low-level affiliation 

groupings. Lower commitment groups were all larger in the self-generated model than the total­

communication model. This was most evident when comparing the “wannabe” grouping. These 
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individuals represented 8% of the total sample when accounting for other-generated 

communication but only 3% of the sample when relying on self-generated signals.

In addition, self-generated communication provided more clear distinctions between 

groups. This indicates that, when taking into account the communication patterns of their peers, 

many youth present as more deeply gang affiliated than they might actually be. Alternatively, it 

could suggest a differential personal orientation towards publicly sharing gang signals. Given the 

lack of personal contact with individuals during this study, it is impossible to definitively 

determine the meaning of this finding. The prevailing assumption that peer associations are a 

defining factor in gang affiliation could lead to erroneous overidentification of nongang members 

in many cases ("Criminal street gang related crimes act," 2018; Curry, 2000). Given the well 

documented, significant, negative consequences across the life-course for involvement in the 

criminal justice system (Brown, 2010; Nunez-Eddy, 2020; Ogle & Turanovic, 2016; Varano et 

al., 2011; Wakefield et al., 2016), the dichotomy between the prevailing legal definition and 

what is suggested by research, is crucially important to address.

A second distinction between the self-generated and total-communication models was in 

the clarity of groupings. The boundaries between groups in the total-communication model were 

blurrier, with a certain level of overlap between members on the edges of the group. Group 

boundaries in the self-generated model were more distinct. This can be explained by several 

factors. The self-generated model only accounts for the communication patterns of one 

individual, whereas the total-communication model has to account for multiple individuals who 

may be expressing their own differential levels of affiliation while simultaneously interacting 

with the target. Higher population sizes in higher affiliation groups could also reflect the 

propensity for youth to use Facebook as a recruitment tool as higher affiliation youth actively 
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engage with individuals who they seek to engage more in their organization. Most importantly, 

the distinct classifications between levels of gang affiliation are an artificial construct of 

academics designed to better understand and explain a complex and multifaced construction of 

personal identity (Leverso & Matsueda, 2019; Pyrooz & Densley, 2016). In reality, these 

distinctions exist on a spectrum, as illustrated by imperfections in the model.

Another outcome from this study was the utility of groupings based on aggregate 

variables when compared to individual signaling types. When exploring communication patterns 

on a variable level, there was excessive variation between individual use of communication 

types, limiting the ability to identify a usable pattern in the participants. Categories of 

communication patterns have been shown in current research to be aligned with individual 

personality and interest patterns (Correa et al., 2010; Gosling et al., 2011; Hodas & Butner, 2016; 

Stoughton et al., 2013). However, when accounting for the relative weight and cost of these 

signals, the similarities between these two individuals become more apparent, suggesting the 

importance of observing overall communication patterns over individual signal types.

This study provides evidence that raises further concern regarding the false dichotomy 

when classifying gang vs nongang that is commonly used in policing. Many “gang members” 

are likely, at most, only tangentially criminally involved. Rather, gang membership itself is a 

fluid and ill-defined identity. Therefore, labeling individuals as “gang members” may more 

likely reflect the biases of those whose experiences center mainly around those Black and Latinx 

youth with criminal backgrounds involved in the criminal justice system. The findings of this 

study suggest that Black and Latinx youth without criminal backgrounds but nonetheless acting 

in ways in which they seem to be on a trajectory leading to criminal behavior because of their 

tangential involvement with a “gang” can be identified by their communication patterns. Mental 
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health providers, educators, community organizers, and other community stakeholders, can learn 

to interpret the language youth use to communicate their level of affiliation with each other and 

with a gang. This information could be used judiciously to better support individuals by 

targeting interventions directly to their level of affiliation. However, it is important to note that 

the hyperlocal and everchanging language of gang affiliation poses challenges to those seeking 

to encourage dissidence and prevention. The overarching implications of this study are that our 

current criminal justice system grossly over criminalizes Black and Latinx youth. Mandatory 

sentencing guidelines and enhancements based on gang membership should be reevaluated and 

hopefully eliminated. These biased labels are likely contributing factors to the well-documented 

overcriminalization and aggressive policing of Black and Hispanic youth.

Gang/Nongang is a False Dichotomy. There has long been a distinction between the 

academic and criminal justice definition of gang membership (Center, 2015b; "Criminal street 

gang related crimes act," 2018; Curry et al., 1994; Perrin, 2018; Sanchez-Jankowski, 2018). This 

study further supports the need for a theoretical shift from the dichotomous view of gang versus 

nongang to an understanding that gang membership existing on a spectrum. Though all members 

included in the study met the minimum requirements to be considered gang members in New 

York State, the communication patterns of individuals suggested that their level of 

embeddedness was vastly different. The majority of youth presented only as unaffiliated or 

peripherally affiliated. If that is the case, treating these youth in the same manner as heavily 

involved gang members is a highly ineffective way to reduce gang-related crime. This again 

supports recent calls to defund the police and replace much of the current retributive and 

punishment-based policies with social services and community based interventions.
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Gang Identification Subject to Biases. When making identifications, such as gang 

affiliation, that both rely on observer interpretation and impact the lives of the identified, using 

multi-factor identification methods that take into account observer interpretation are even more 

important. This study illustrates the presence of a great number of individuals who initially met 

criteria as “gang involved” but, upon further exploration, presented with very few gang 

signifiera. The greater size of low-affiliation groupings when clustering using only self-generated 

signals further reinforces this as it demonstrates that often youth appear to be more heavily 

involved than they actually are due to their peer associations.

It is a fact repeatedly illustrated by research, that individual interpretations of gang 

affiliation and criminal identity are easily skewed by an observer’s conscious or unconscious 

biases (Barvosa, 2014; Bass, 2001; Woods, 2011). Determining gang status is often directly tied 

to the race and social economic status of the individual (Crutchfield et al., 2012; Tapia, 2011). 

Additionally, identification by local police precincts as “gang affiliated” has been shown to 

increase police attention and harsher conduct from police when interacting in the community 

(Novich & Hunt, 2017; Tapia, 2011). This is a contributing factor to the well documented 

disproportionate arrest rate for Black and Hispanic males (Lytle, 2014; Spencer et al., 2016) and 

contributes directly to the more aggressive, punitive, and violent treatment by police and the 

criminal justice system (Morrow & Shjarback, 2019; Novich, 2018). Given the move to gang 

databases that record and share gang identified individuals across jurisdictional boundaries, an 

erroneous or overzealous identification can have lasting impacts on an individual even if it never 

leads to an arrest (D. U. Patton et al., 2017). This record of racial biases is especially salient in 

this study as the New York gang database directly uses online social media content to construct 

gang databases for use in arrest and trial (Diaz, 2019). The irony is that this pattern of 
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criminalization also directly undercuts effective gang dissidence efforts by funneling all 

suspected gang-affiliated youth into the criminal justice system.

Are all individuals identified as gang members actually involved in criminal and deviant 

gang activity or is their involvement more indicative of neighborhood and cultural patterns? is 

incarceration always the appropriate solution? In most cases youth involved in the study might 

naturally move away from their gang affiliation over time; however, by syphoning youth into the 

criminal justice system, we are having the opposite effect and pushing them further out of the 

mainstream and more deeply into their lives as gang members (Carson & Vecchio, 2015; Decker, 

Pyrooz, & Moule, 2014; O’Neal et al., 2016; Weerman et al., 2015).

The majority of the signals observed were low-cost indicators. This means that, though 

individuals were verbally endorsing gang affiliation and criminal acts, they most commonly did 

not show actual physical evidence of these explicit acts and beliefs. The presence of these 

statements is informative as it indicates the type of personal presentation the youth seek to 

cultivate in their social circle. However, these interpretations are inferential. No explicit 

connection was made between an individual’s stated affiliations and any actual offline criminal 

connections or gang engagement. This means that, though these groupings can provide 

information regarding a person’s likely state of mind and can be inferred to relate to their offline 

activities, they should not be used to make definitive judgements regarding the activities of youth 

in the real world. This distinction is important. Criminal justice agencies regularly use suspected 

gang members’ social media profiles as a component of criminal prosecution (Behrman, 2015; 

D. U. Patton et al., 2017). The data from this study should not be used to further that agenda.

Targeting Interventions.
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This study demonstrated the potential for utilizing historical Facebook data for studying 

social interactions that are often invisible to outsiders. Observing authentic interpersonal 

interactions is especially challenging when attempting to understand subcultures as an outside 

observer. The availability of such a wealth of authentic interpersonal communication is an 

important resource for researchers. The utility of this methodology opens up the possibility of a 

great number of research opportunities at a lower cost and time investment than traditional in­

person methods though at the cost of direct person-to-person interaction. In particular, one could 

design a longitudinal study using historical Facebook data to explore the ways in which gang 

signaling changes over time in a way similar to how this study collected historical data from a 

single timeframe. Using Facebook accounts to identify patterns in signaling between incarcerated 

youth could potentially identify salient indicators to target interventions prior to criminal justice 

involvement or identifying youth who are particularly at risk for serious injury or death.

This study further supports the inaccuracies of current gang law. Instead, the ability to 

make inferences regarding and individual’s level of gang affiliation through observational data 

can be used to more effectively implement proactive gang dissidence interventions. Providing 

training and financing to community organizations already embedded in the community to more 

effectively identify an individual’s level of commitment to their gang would enable individuals 

to more effectively target interventions to that individual’s level of need. It would be tempting to 

think of an online tool that could screen social media profiles for specific patterns of 

communication as were identified in this study. However, this is not necessarily something that 

could be easily implemented. The hyperlocal and ever fluid nature of gangs and their associated 

signaling makes broader implementation of a gang activity screener for online usage very 

challenging (Aspholm, 2016; Patton et al., 2019). Though many of the signals used in this study 
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are broadly applicable to North American gangs today, an equal number are regionally and 

temporally specific. The checklist designed for this study is not necessarily applicable to gang 

affiliated youth living outside Brownsville in 2017.

Research shows that youth with lower levels of affiliation respond more positively to 

psychosocial and community based interventions. Understanding and identifying individuals’ 

varying levels of gang affiliation would enable concrete improvements in gang dissidence and 

prevention efforts. Across a wide range of studies, gang prevention interventions have shown 

only modest success. In particular, interventions targeting reduction in delinquency through 

active engagement on a community level show greater successes in decreasing gang involvement 

and at a significantly lower price suppression efforts (Arbreton & McClanahan, 2002; Esbensen, 

2004; Howell, 2010; Wong et al., 2016). In addition, gang prevention strategies that rely on 

police suppression are especially ineffective (Stinchcomb, 2002; Thornberry et al., 2018).

In contrast, school and community-based approaches that target specific small-scale local 

populations have a higher rate of effectiveness (Sellers et al., 1998; Stinchcomb, 2002; Thurman 

et al., 1996). Current research indicates that the most effective gang-preventions are targeted at 

the individual’s level of affiliation (Alleyne & Wood, 2010; Carson & Vecchio, 2015; Lenzi et 

al., 2015; Roman et al., 2017; Varano et al., 2011). This is especially true in long-involved core 

gang members (Berger et al., 2017). Additionally, individuals actively contemplating 

disengagement will respond differently to interventions than those who continue to define their 

identity through their affiliation (Densley & Pyrooz, 2017).

Therefore, to prevent negative individual and community outcomes, appropriate 

psychosocial and community interventions should be implemented to divert increased affiliation 

of these low-affiliated individuals. These discrepant outcomes combined with the overreliance of 
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the criminal justice system on ineffective and inhumane punitive consequences over effective 

and humane rehabilitative and psychosocial measures strongly support current calls to transfer 

these funds from the police to effective mental health and community organizations. 

Additionally, funding is needed for increasing alternative activities for youth in the most 

underserved communities. Providing funding to create nongang opportunities for career 

development, social interaction, leadership opportunities, and social support will help provide 

alternatives for youth who might otherwise fulfil these unmet needs through gang membership.

Understanding the ways youth communicate levels of gang affiliation is especially salient 

for school psychologists. School psychologists are on the front line for individual and systemic 

interventions targeting youth at all levels of gang involvement. Understanding and interpreting 

gang-specific signals would help school psychologists working with school communities to 

educate, inform, and implement school based interventions and programs targeted at individual 

need. For unaffiliated and peripheral youth in highly gang-affiliated areas, psychologists can 

provide supports to help navigate their relationships with other, potentially gang-involved peers 

and family. Providing afterschool programs with alternatives for gang membership can help 

divert wannabe youth before they become fully enmeshed in the gang. More intensive 

therapeutic interventions can then be used to target youth actively engaged in gang activities and 

provide support for those who seek to disengage once already involved. In addition, explicit 

teacher training can help provide support and education for staff that work closest with the 

greatest number of students. Training can help them both to understand the differences between 

youth who appear gang involved and are actively criminal and to provide additional ways to 

identify youth most at risk who might benefit from the most intensive interventions.

55



PREDICTING GANG EMBEDDEDNESS THROUGH PUBLIC SOCIAL MEDIA PRESENCE

Limitations

A major limitation of this study is the difficulty of directly confirming the relation 

between level of embeddedness, criminality, and public social media communication patterns. 

This study instead explores the degree to which online patterns of signaling mirror or diverge 

from what prior research has shown to take place offline. Individuals’ level of embeddedness can 

be inferred from the individuals’ rate of publicly presented online signals. Higher levels of 

group-specific signals were interpreted to indicate increased commitment to the gang with high- 

cost signals indicating the greatest level of gang affiliation. As direct confirmation of this 

association would not be possible without additional offline data, these interpretations can only 

be inferential for this study.

This current study was unable to control for age effects in the participants, primarily due 

to the incomplete and inaccurate age data presented by individuals online. Current research 

suggests that there may be a link between the age of the participant and how the individuals 

interact online (Whittaker et al., 2020). Specifically, younger gang affiliated youth may present a 

more public profile online with older members keeping a lower profile across social media 

platforms (Whittaker et al., 2020). However, inability to control for age-based social media 

usage patterns could have contributed an uncontrolled variable that distorted the resultant 

groupings.

Additionally, the current study was limited by the sample size of 300 individuals. Though 

this was sufficient to demonstrate patterns using aggregate signals, the breakdown of individual 

categories was too ambitious given the relative infrequency of certain types of high-cost 

indicators. The limitations of this sample size were most evidenced in studying the patterns of 

low-incidence subgroupings. In particular, the supposition that the unanticipated outlier cases 
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were indicative of core gang members and individuals contemplating dissidence is tentative. 

Increasing the sample size would allow for more definitive patterns in these individuals to 

emerge or their online behaviors to more clearly stand out as divergent. This likewise impacted 

the ability to identify patterns in communication using individual variable types. Were more data 

to be available, it is possible that important patterns would emerge.

Likewise, what is missing from this study is feedback from gang members themselves. 

Though observational data gives an important look into the lives and experiences of gang 

affiliated youth, their personal experience and understanding of their own gang affiliation is an 

important factor that is not well understood. What personal meaning gang signals have in their 

own lives and social interactions is an important factor both in understanding the roles that gangs 

play in their lives and identities as well as understanding potential prosocial alternatives, 

community resources and alternative social supports that would fill those roles.

An additional limitation of the current study is in the limited population studied. 

Contemporary research has shown that differences in the structural hierarchy, individual level 

interactions, recruitment practices and day-to-day functioning of gangs are often related to ethnic 

and racial composition of the group (Esbensen & Winfree, 1998; Grund & Densley, 2012, 2014). 

As this study only explored the gangs within the Brownsville area of Brooklyn, NY, the study 

was limited to the African American and Afro Caribbean ethnic and racial composition of gangs 

in that area (Bureau, 2018). The true breadth and diversity of gang composition was not 

explored. Therefore, the applicability of this study might not be directly translatable to gangs in 

other ethnic/racial makeups or from other geographic areas. Likewise, as this study explored 

online interactions during the 2017 calendar year on the Facebook platform, the codebook used 

is likely no longer an effective tool. This is both due to the ever-changing language gang 

57



PREDICTING GANG EMBEDDEDNESS THROUGH PUBLIC SOCIAL MEDIA PRESENCE

members use, as well as changes in the social media ecosystem making observing historic 

activity more difficult. Social media trends are moving away from the Facebook style of content 

engagement centered on long-term documentation towards more transitory models of self­

expression with abbreviated 24-hour time-limited posts in the style of Snapchat, such as time­

limited Instagram stories and Facebook stories (Anderson & Jiang, 2018; Perrin & Anderson, 

2019).

The role of sexual orientation was not explored. This has been an understudied area 

across gang research - especially the experiences of LGBTQ+ individuals within this space. 

(Panfil, 2020). There has historically been a homophobic culture around gang membership (Bray 

& Davis, 2019). This has been shown to impact the way that gay, lesbian, bisexual, and 

pansexual individuals engage with, and express, their gang affiliation (Bray & Davis, 2019). This 

was not explored and is important.

Women are in gangs. As are transgender individuals. An active attempt to include non­

cisgender male participants was made but these individuals were more difficult to find that met 

criteria for inclusion in the study. Only one openly transgender individual was found for 

inclusion in the study, though other transgender individuals may have been included without 

direct knowledge of their transition. Cisgender female participants were likewise challenging to 

identify and include in the study. Of note, this is due in part to the fact that female candidates 

often did not meet criteria for inclusion. There is a body of research that explores the ways in 

which female gang members interact differently with their affiliation which would likely directly 

impact signal patterns (Belknap & Bowers, 2016; Bjerregaard & Smith, 1993; Deuchar et al., 

2020; O’Neal et al., 2016).

Recommendations and Implications
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Future research is needed to target both individuals at their varying levels of need and 

identification, as well as increasing awareness of these distinctions in the organizations and 

agencies that work most closely with gang affiliated youth. This includes school personnel, 

social workers, and individuals involved in the criminal justice system. Additionally, this 

research supports the need for broader systemic changes that adjust the manner in which we as a 

society conceptualize gang affiliated youth. Not every human with gang affiliations is a hardened 

unrepentant criminal and it does a disservice to the communities that gangs exist in to treat them 

as such. These findings should likewise be used to inform the practice of psychologists working 

with youth in these communities, both to better inform their clinical work and to better support 

the teachers, administrators, doctors and community members that work with youth who have 

gang affiliations.

Conclusions

Gang affiliation has typically been viewed through a criminal justice lens, identifying individuals 

as gang or nongang - a methodology that has led to the classification of youth with even low- 

levels of gang connections as criminal gang members. This false dichotomy has direct 

implications for the type and quality of services to which youth in gang-impacted neighborhoods 

have access. Instead of clinically validated psychosocial and community lead interventions, 

youth are instead tunneled into the criminal justice system. This serves both to strip communities 

of their human resources whilst increasing the criminality of youth with tangential gang 

involvement (Gushue & Wong, 2018; Hazlehurst, 2018; Winfree Jr et al., 1992). The current 

study built on previous research into the ways in which youth use group-specific signals to 

communicate varying levels of commitment to the gang through the use of online social media 

profiles. The findings support current academic understanding that there are varied but consistent 
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patterns in ways youth communicate their affiliation and suggests that the majority of youth 

identified under criminal statutes as gang-involved are likely only loosely affiliated to actual 

criminal organizations. These findings suggest that the current dichotomous gang/nongang 

definition utilized in policing and criminal justice erroneously over criminalizes the vast majority 

of youth accused of gang offenses.

However, a reliance on these broader patterns can overlook some important signals with 

lower frequency of usage. In particular, loss signaling and visible brands and tattoos, both were 

important indicators of an individual’s identification with the gang and commitment to continued 

membership that were not observable as relevant in the contexts of this study due to their lower 

incidence.
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left hand tattoos, piercings etc.
rack
folk
C

uzz

crackin
crack

YG k instead of
c CK

K

Poppin'

k/c substitution
W

hoopty

fam
Signal

(often blood related-not alw
ays)

G
ang - often but not alw

ays folk
gang

young gangsters

Crips and king kil

2:11

M
eaning/notes

-> m
ore on attire in differentiation criteria

Ü) 2 m
eanings -1. low

-blood killer;
2. high-stating that a robbery is in 
progress

Yada

Sym
bol

drug

M
eaning

shine day - birthday - argot
v.i - visit incarcerated individual - code C

J

loud = w
eed - code stated drugs

"the island" - R
ikers - code C

J

notes:

restatem
ent of identity

group cohesion
endorsem

ent of group norm
s (crim

inality etc.)
expression of isolation and loss

intergroup conflict - can be gang/gang or 
gang/outside

Low R
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H
igh R

isk - bolded

status

function of com
m
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(gangsta killer blood)
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m
agic 8 

ball
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new born crips

G stone C
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m
ore black gangsta disciples

black gangsta 
disciples

(scorpio gang?) 
eight deuce 
trey

D
ropping R

akes (D
ipping R

akes, 
Slam

m
ing R

akes) is a diss aim
ed at the 

G
angster D

isciples (G
D

s) gang.

1 H
G

F - H
att 

IK900?
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ily

Incarceration of an 
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Funeral 
reference/im

age

Know
n gang im

agery

C
olored bandana
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D
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EN
TIATIN

G C
O

C

W
hen coding - err dov 

If unsure if high vs. low
 

If unsure if gang relatec

U
se of hashtags 

related to m 
»I

li 
H

N
o direct evidence 

in post but other 
direct evidence in 
surrounding posts

D
irect evidence of 

gang association in 
post

A com
ponent of a 

tattoo

D
raw

n/printed on 
clothing____________

W
orn in standard 

form

Tied follow
ing gang 

conventions_______
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G C
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W
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Sm
ash crips

count things that are clockable i.e. - If a picture is attached 
or a specific profile is tagged - M

ore abstract hashtags or 
reposts are counted in "stated crim

e"

initiation
initiation
initiation

united gangsta crips

To indicate overt vs stated - m
ust be provable - it is 

provable if som
eone w

ent to court at a date and tim
e

 
how

ever, talking about an associate's specific court 
date is unclear the level of personal involvem

ent 
therefore

 this is considered only stated
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S C

N
on tim

e-linked 
references to C

J 
involvem

ent

Posting from
 jail 

m
ade by self (or 

through an 
associate on ow

n 
tim

eline)

Explicit tim
e-linked
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court dates w

ith or 
w

ithout pictures

Explicit tim
e-linked 
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dates w

ithout 
pictures of 
attending

D
irect evidence of 

direct contact - 
sharing phone 
num

bers/passing 
m

essages

incarceration
#freepersonsnam

e
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l_____
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Pyrex
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ish star
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6 point star
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5 point star
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crow
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S blood sets
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funeral

used for cooking crack - code in context ("stated drug")

cr 
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o CL

as w
ith death/loss, only count this category if a specific 

individual is directly connected to the poster or the post is 
actionable (i.e. Visiting, talking to the person) also include 
m

entions of their ow
n court dates or arrests

pictures of funerals - be sure they are gang related - som
e 

kids have grandparents etc. posted w
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hen in doubt leave it out
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entioned 
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w
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