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Program analysis techniques are used by software engineers to deduce and in-
fer characteristics of programs for software-engineering-related tasks. Recently, some
program analysis techniques have been designed to leverage characteristics of tra-
ditional experimentation. An examination of these techniques suggests that a new
form of program analysis technique can be created by incorporating characteristics
of experimentation. To date, however, there has been little formal recognition by the
software engineering community of this form of program analysis, or the implications
of using it.

This dissertation presents experimental program analysis as a unique paradigm
for conducting program analysis. We define this paradigm by building on principles
and methodologies underlying the use of experimentation in other fields. This work
offers four primary contributions. First, we provide definitions of experimental pro-
gram analysis, illustrate them by example, and describe several intriguing differences
between experimental program analysis and the use of experimentation in other re-
search fields. Second, we survey the research literature for experimental program
analysis techniques to offer insights into their existence and diversity—both in terms
of the techniques themselves and the problem domains in which they operate. Third,
we explore the applicability of experimental program analysis in three software en-
gineering problem domains to provide a formative assessment of the capabilities of

these techniques, and how they compare—in terms of cost-effectiveness, utility, and



capabilities—to non-experimental baseline techniques. Fourth, we explore the use of
experimental program analysis in a large software development setting, and present
a case study to investigate the use of experimental program analysis in that setting.

The contributions from the foregoing work support the conjecture that the ap-
plicability of experimental program analysis could be substantial. In particular, we
expect that this work will expose the research community to use of experimental pro-
gram analysis techniques, identify domains in which experimental program analysis
might be useful, suggest many opportunities for improvements to existing techniques,
and promote the use of experimentation in program analysis in order to confront pro-
gram analysis programs in new and innovative ways. Accordingly, we believe that the
experimental program analysis paradigm offers a promising new direction for program

analysis research.
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Chapter 1

Introduction

1.1 Motivation

Program analysis techniques analyze programs' to collect, deduce, or infer specific
information about those programs. The resulting information typically involves pro-
gram properties and attributes such as data dependencies, control dependencies, in-
variants, anomalous behavior, reliability, or conformance to specifications. This infor-
mation supports various software engineering activities such as testing, fault localiza-
tion, impact analysis, and program understanding. Researchers who are investigating
these and other activities continue to seek new program analysis techniques that can
address software engineering problems cost-effectively, and to seek ways to improve
existing techniques.

Recently, researchers have begun to consider a new approach to program analy-
sis that harnesses principles of experimentation [129, 155]. Zeller [155], for example,
describes a hierarchy of four reasoning techniques that, he argues, can be utilized

by program analysis techniques—one of these reasoning techniques being experimen-

'In this dissertation, we use the term “program” to refer to a software system.
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2 The use of principles of experimentation and empirical research methods

tation.
in program analysis contexts in this prior work might support the use of program
analysis techniques that are capable of drawing inferences about properties and at-
tributes of programs, characterizing aspects of programs, and establishing causality
relationships between program variables of interest in cases in which more traditional
analyses have not succeeded. For example, Zeller describes his HOWCOME technique
[154], which investigates the states of a program execution to isolate the variable val-
ues responsible for failures,® as a “purely experimental” technique [154, page 1] and
writes that it is “a novel and very different approach” from “(traditional) approaches
to facilitate debugging (that) have relied on static or dynamic program analysis” [154,
page 1].

As experimentalists, we do indeed recognize many characteristics of scientific ex-
perimentation that already are, or could potentially be, utilized by program analysis
techniques. These characteristics include the formulation and testing of hypotheses,
the iterative process of exploring and adjusting these hypotheses in response to find-
ings, the use of sampling to cost-effectively explore effects relative to large populations
in generalizable manners, the manipulation of independent variables to test effects on
dependent variables while controlling other factors, the use of experiment designs to
facilitate the cost-effective study of interactions among multiple factors, and the use
of inferential analyses to establish degrees of confidence in results.

Anyone who has spent time debugging a program will recognize the relevance of
several of the foregoing characteristics to that activity. Debuggers routinely form
hypotheses about the causes of failures, conduct program runs (in which factors that

might affect the run other than the effect being investigated are controlled) to confirm

20n Zeller’s view, such experimentation is characterized by a search for cause-effect relationships,
but we shall see in this dissertation that a wider view can be profitably taken.

3Following standard terminology [15], in this dissertation, we refer to an incorrect computational
result as a failure, and the incorrect part of the program that caused the failure as a fault.
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or reject these hypotheses, and based on the results of this “experiment,” draw con-
clusions or create new hypotheses about the cause of the fault. The “experimental”
nature of this approach is reflected (in whole or in part) in existing program analysis
techniques aimed at fault localization such as Delta Debugging [29, 31, 154, 156], sta-
tistical debugging [90, 91|, and interactive testing-based fault localization techniques
[128, 130, 131, 134].

While the use of experimentation in program analysis techniques has increased
in recent years, there are many domains in program analysis where experimentation
could be further used to make advances in program analysis techniques, but to date
has not been used to its full potential. As we shall see later in this dissertation, there
are also many opportunities for existing program analysis techniques to draw upon the
decades of research in the statistical and experiment design literature to improve their
efficiency or effectiveness by offering (1) methodologies for manipulating independent
variables of interest to test their effects on dependent variables, (2) procedures for
conducting and adjusting hypothesis tests in program analysis contexts, (3) strategies
for systematically controlling sources of variation during these tests, (4) experiment
designs and sampling techniques to reduce the costs of experimentation, and (5)
mechanisms to generate confidence measures in the reliability and validity of the
results. To date, however, these opportunities have not been pursued rigorously by
the research community. As a result, we conjecture that many program analysis
techniques and domains have not advanced to the degree that they could have had

their experimental nature been better understood and exploited by researchers.
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1.2 Contributions of and Incentives for Research

In this work, we argue that a class of program analysis approaches exists whose mem-
bers are inherently experimental in nature. By this, we mean that these techniques
can be characterized in terms of guidelines and methodologies defined and practiced
within the long-established paradigm of scientific experimentation. Building on this
characterization, we define experimental program analysis as a unique program anal-
ysis paradigm. We show how program analysis techniques can be characterized in
terms of this paradigm, and how the study of these techniques in light of the exis-
tence of this paradigm can lead to several promising avenues of research.

This dissertation presents the work that was undertaken in an attempt to demon-
strate the existence and utility of experimental program analysis as a paradigm for
program analysis. The contributions of this work, enumerated in the order of their

presentation in this dissertation, are as follows:

1. We present definitions of experimental program analysis, and discuss in detail
how principles from the statistical, experimental design, and empirical research
methods literature relate to the experimentation-based tasks performed by ex-

perimental program analysis techniques.

2. We present a survey of the research literature that identifies several existing
experimental program analysis techniques. We show how these techniques map
to our definitions of experimental program analysis, and use the definitions to
assess the limitations of the surveyed techniques. We also show how the support
offered by these definitions makes the process of identifying these limitations

easier.

3. We study three experimental program analysis techniques that illustrate the

range of experimental program analysis, both in terms of its applicable do-
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mains and the capabilities of the techniques themselves. We also study these
techniques empirically, evaluating their cost-effectiveness, utility, and capabili-

ties compared to non-experimental baseline techniques.

4. We explore the use of experimental program analysis in a large software devel-
opment setting, and show how experimental program analysis can be used to
address a real-world problem in this setting. We empirically explore the under-
lying principles governing the use of experimental program analysis and account

for its success (or lack thereof) in this domain.

This research offers three primary incentives and areas for potential impact. First,
a definition of experimental program analysis will serve to inform the research com-
munity about the nature of these types of program analysis techniques. It will enable
researchers to better understand existing techniques that fall within this domain,
how these techniques operate, and why they can be successful. Second, a definition
of experimental program analysis and an elucidation of the statistical and empirical
research methods literature and principles surrounding this paradigm will suggest
opportunities for improving existing techniques by enhancing the sophistication of
the experiments they conduct. Third, a demonstration of the utility of experimental
program analysis in important program analysis and software engineering settings,
we believe, will suggest and spur the creation of new experimental program analysis
techniques, thereby empowering researchers to confront research problems in manners

that they have not previously considered.

1.3 Outline

The remainder of this dissertation proceeds as follows. Chapter 2 overviews funda-

mental principles in experiments and empirical research methods that are pertinent
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to the understanding of experimental program analysis. This chapter also discusses
some directions in program analysis research that are related to our formulation of
experimental program analysis.

Chapter 3 presents experimental program analysis as a paradigm for program
analysis. This chapter introduces our definitions of experimental program analysis,
and elaborates in detail how the key components of experiments are conducted by
experimental program analysis techniques in a program analysis context. This chap-
ter also discusses important aspects of experimental program analysis techniques in
comparison to experimentation in other problem domains, and reviews work in the
research literature that is related to experimental program analysis.

Chapter 4 presents a survey of experimental program analysis in the research
literature. This survey discusses several techniques that conform to our definition
of experimental program analysis, and shows in detail how these techniques can be
classified as experimental program analysis techniques. This survey also discusses
techniques that display some characteristics of experimentation, but cannot be clas-
sified as experimental program analysis.

Chapter 5 presents and studies three experimental program analysis techniques
in detail. Two of these techniques are introduced in this dissertation, while the
third technique has been previously studied in the research literature but, here, is
modified in an attempt to improve the experiments conducted by the technique.
This chapter empirically studies each of these three program analysis techniques to
explore the utility (if any) of using experimental program analysis as compared to
non-experimental techniques.

Chapter 6 presents an in-depth case study regarding the use of experimental pro-
gram analysis in a large software development environment. This chapter presents a

new experimental program analysis technique that was incorporated into the work-
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flow of a large software company, Google Inc., and empirically studies the costs and
benefits of using the technique over a period of months.
Finally, Chapter 7 concludes this dissertation by summarizing the merit and im-

pact of this work, and discussing opportunities for future work.



Chapter 2

Background

This chapter overviews the material necessary to understand experimental program
analysis. Because experimental program analysis is rooted in both experimentation

and program analysis, we overview material in both these areas.

2.1 Experimentation and Empirical Research

The field of empirical research methods is mature, and has been well-discussed in
various research monographs (e.g., [22, 83, 102, 119, 138, 144, 147, 149]). Because
experimental program analysis techniques draw on empirical research methods by
conducting experiments in order to perform program analyses, in this section we
distill, from these monographs, an overview of the empirical method. In addition,
we highlight material about experiments that will be relevant to the understanding
of experimental program analysis. (Note that this overview is generalized from the

sources just cited. In practice, the empirical method takes on different forms in

'Portions of the material presented in this chapter, Chapter 3, and Chapter 5 have appeared
previously in [132].
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different domains. The generalization we present here, which we hereafter refer to as

“traditional experimentation,” suffices for our subsequent discussion.)

2.1.1 A Generalization of Traditional Experimentation

The initial step in any scientific endeavor in which a conjecture is meant to be tested
using a set of collected observations is the recognition and statement of the problem.
This activity involves formulating research questions that define the purpose and scope
of the experiment, identifying the phenomena of interest, and possibly forming con-
jectures regarding the outcome of the questions, or limitations on those outcomes. In
the scientific arena, research questions can be exploratory, descriptive, or explanatory
in nature—attempting not just to establish causality but, more broadly, to establish
relationships and characterize a population [83, 102, 119, 144]. (In Chapter 3, we dis-
cuss how these outcomes are possible with experimental program analysis techniques
as well.) As part of this step, the investigator also identifies the target population to
be studied, and on which conclusions will be drawn.

Depending on the outcome of this first step, as well as the conditions under which
the investigation will take place, different research strategies (e.g., case studies, sur-
veys, experiments) may be employed to answer the formulated research questions.
Conditions for selecting strategies may include the desired level of control over ex-
traneous factors, the available resources, and the need for generalization. These
strategies have different features and involve different activities. In the case of
experiments—the design strategy of interest in this dissertation—scientists seek to
test hypothesized relationships between independent and dependent variables by ma-
nipulating the independent variables through a set of purposeful changes, while care-

fully controlling extraneous conditions that might influence the dependent variable of



