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Despite the explosive growth of electronic commerce, many individuals are still

reluctant to conduct business transactions on the Internet. Individuals may mistrust
sending private information over the Internet or they may have concerns about the
existence, performance, standing, and integrity of online businesses. In direct response to
these concerns, the American Institute of Certified Public Accountants (AICPA) has
developed an electronic commerce assurance service called WebTrust which is intended
to improve the consumer's confidence in the process and the quality of information
disclosed on vendor web sites. Although the intent of a WebTrust audit is to increase
consumer trust and reduce concerns about doing business online, the effectiveness of
WebTrust on utilization of electronic commerce has yet to be empirically tested. Thus
the purpose of this study is to shed light on the effectiveness of WebTrust by examining
the influence of WebTrust on consumers' perceptions of a web site's trustworthiness and
to determine if higher perceptions of trustworthiness increases consumers' willingness to

purchase a product online. These questions are investigated through a computer

experiment.
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The results of this study are very encouraging for electronic commerce assurance
services in general, and the WebTrust service in particular. Evidence is found that the
presence of WebTrust on a web site has a positive impact on the perceived
trustworthiness of the web site. The results also show that knowledge of WebTrust plays
a significant moderating role in the relationship between perceived trustworthiness and
the presence of WebTrust. When subjects have prior knowledge of WebTrust they
perceive a web site with WebTrust to be more trustworthy than a web site without
whereas, the presence of WebTrust has no impact when subjects are uneducated about the
WebTrust assurances. Also, when WebTrust is present, subjects with knowledge of
WebTrust are more confident in the web site than those without knowledge of WebTrust.
When WebTrust is not present, knowledge subjects are more unsure of a web site without
WebTrust than those without knowledge. Finally, overall perceived trustworthiness of a

web site is found to be a key determinant of intention to utilize electronic commerce.
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Chapter 1
Introduction

1.1 Purpose and Objectives of the Research

An estimated $300 billion dollars will be exchanged over the Internet by the year
2002 and continued growth in electronic commerce (EC) is expected (Gray and
Debreceny 1998). Despite this explosive growth, many individuals are reluctant to
conduct business transactions on the Internet. Individuals may mistrust sending private
information over the Internet or they may have concerns about the existence,
performance, standing, and integrity of online businesses. One study by CommerceNet'
in 1997 identified the "barriers and inhibitions" to the adoption of EC. The "lack of trust
in transaction” was identified by all potential parties as a primary barrier to the utilization
of EC by consumers. Other buyer concems included the authenticity of the company,
credit card security, and performance (i.e. receiving goods that were ordered).

In direct response to these concerns, the American Institute of Certified Public
Accountants (AICPA) has developed an EC assurance service called WebTrust (AICPA
web site), which is intended to improve the consumer's confidence in the process and the
quality of information disclosed on vendor web sites. Although the intent of a WebTrust
audit is to increase consumer trust and reduce concerns about doing business online, the
effectiveness of WebTrust on utilization of EC has yet to be empirically tested. Thus, the

purpose of this study is to shed light on the effectiveness of WebTrust by addressing two

! See Research Report #9705 available at utp://www.commerce.net/
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research questions. First, this study addresses the question, "Does WebTrust have a
positive influence on consumers' perceptions of a web site's trustworthiness?" and,
second, "If consumers perceive a web site to be more trustworthy, does that increase their
willingness to purchase a product from that web site?” These questions are investigated
through a computer experiment.

The objective of WebTrust is to provide specific assurances to consumers relating
to the business practices disclosures, transaction integrity, and information protection
policies of the business. WebTrust audits are provided by certified public accountants
(CPAs) who are specifically licensed by the AICPA to perform the service. A CPA tests
and evaluates the company's web site using procedures that are based on standards
established by the profession. Merchants that demonstrate they have met all of the
WebTrust Principles and Criteria are issued an unqualified CPA's report and awarded the
WebTrust seal of assurance logo that is displayed on the web site. The logo on the web
site contains links to the accountant's report and other relevant information about the
WebTrust service.

WebTrust attempts to build trust by developing and promoting standards for
Internet commerce, and ensuring that businesses adhere to those standards. Adding
credibility to those who sell goods and services should reduce consumers' fears of
Internet shopping and increase consumers' willingness to participate in EC. WebTrust is
currently in its infancy and its impact on consumer’s trust and utilization of EC is only
presumed at this point. Thus, this study is an important first step in empirically

supporting the expected benefits of WebTrust.

Reproduced with permission of the copyright owner. Further reproduction prohibited without permission.



3
This study hypothesizes that WebTrust increases an individual's trust in a web

site and that there is a positive link between trust and utilization of EC. The theoretical
grounding for this research comes from the Internet trust literature and the work of
Triandis (1971, 1980). First, the Internet trust literature is used to develop hypotheses
about the impact of the WebTrust assurance service on perceived trustworthiness.
Second, Triandis theory on attitude and behavior is used to develop arguments for the
relationship between perceived trustworthiness and intent to utilize EC.

Despite the acceptance of Triandis' (1980) theory within the psychology literature,
this theory has been used very little within the accounting context. Accordingly, one
purpose of this study is to integrate Triandis' theory into accounting research. Recently,
this theory has been adopted in the information systems (IS) literature to predict behavior
relating to technology. For instance, the model has been used to predict the utilization of
personal computers and the adoption of executive information systems (Thompson et al.
1991, Thompson et al. 1994, Bergeron et al. 1995). The utilization of EC is closely
linked to IS and technology. Thus, Triandis' model provides a useful foundation for
testing the determinants of EC behavior and most importantly, the effects of perceived

trustworthiness on EC behavior.

1.2 Contribution of the Study

This research makes several contributions to the assurance services literature and
also to the accounting profession, including both the public and private sectors of the
profession. First, very little academic research has been done to date on WebTrust.

Because web-based electronic commerce, electronic commerce assurance services, and
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WebTrust are all relatively new, there is a strong need for research to better understand

the needs of the marketplace, enhance services and technologies, and test the
effectiveness of assurance services (Gray and Debreceny 1998, Elliot 1997).

Second, this study is of interest to the public accounting firms that provide
WebTrust. Currently the profession assumes that WebTrust will increase a consumer's
trust in a web site which will in tumn, increase the likelihood that the consumer will
conduct business on that web site. While this is certainly an intuitive assumption,
empirical evidence is necessary. Once the effects of WebTrust on trust and utilization of
EC are measured, the accounting profession can use that information to assess the role of
WebTrust as perceived by the users. Through such an assessment, the profession will be
better able to understand if WebTrust is serving its purpose and will also be able to
identify ways to improve the services provided by WebTrust.

Third, this study is of interest to private accountants working for companies that
may be considering 8 WebTrust audit. With WebTrust, the AICPA is promoting itself as
a new information trust intermediary. This information adds to EC transaction costs and
companies must decide if the economic benefit of services like WebTrust outweigh the
economic costs to obtaining the service. Awareness of the effects of WebTrust on
consumers’ participation in EC is an important factor when weighing the benefits and the

COsts.

Reproduced with permission of the copyright owner. Further reproduction prohibited without permission.



1.3 Research Methodology

To examine the two primary research questions, a computer experiment is
administered to 388 student subjects. The computer experiment requires subjects to
examine a hypothetical web site for an online textbook company, evaluate the
trustworthiness of the site, and determine how likely they are to make a purchase from
the site.

The first objective of this research is to investigate the relationship between
perceived trustworthiness and WebTrust. This study hypothesizes that WebTrust has a
positive influence on the perceptions of trustworthiness. A two-factor ANCOVA is used
to empirically test this question where perceived trustworthiness is the dependent
variable. The first factor manipulated between subjects is the "presence” or "no
presence” of the WebTrust logo. That is, subjects are randomly assigned to view a web
site with or without the WebTrust logo®. Another factor, knowledge of WebTrust, is also
manipulated between subjects. To manipulate the knowledge factor, participants are
randomly assigned to a "knowledge" or "no knowledge" group. The subjects in the
knowledge group are educated prior to the experiment about the WebTrust service,
including its purpose and objectives. In contrast, the "no knowledge" group has no prior
knowledge of WebTrust before the experiment. The interactions between the presence of
the logo and knowledge of WebTrust are evaluated and used to draw conclusions on how

these two factors interact with one another to affect perceived trustworthiness.

2mw¢ﬁkawaﬂnmawmwt&Weﬂmb‘omm
WebTrust information.
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The second research question examines the link between perceived
trustworthiness and intent to utilize EC. It is hypothesized that when consumers perceive
a web site to be more trustworthy, they will be more likely to purchase from that web
site. This question is evaluated through ordinary least squares (OLS) regression where
perceived trustworthiness is the independent variable of interest and intent to utilize EC is
the dependent variable. Perceived complexity of EC, perceived usefulness of EC, affect
towards using EC, social factors, prior Internet habits, access to the Internet, and risk

propensity are included as control variables.

1.4 Results of the Study

The results of this study are very encouraging for electronic commerce assurance
services in general, and the WebTrust service in particular. Evidence is found, consistent
with a priori expectations, that the presence of the WebTrust logo has a positive impact
on the perceived trustworthiness of the web site. Specifically, the web site with the
WebTrust logo was perceived to be more trustworthy than the web site without the logo.

The interaction between the presence of the logo and knowledge of WebTrust was
also significant. The findings indicate that when subjects have prior knowledge of
WebTrust and see the WebTrust logo on the web site, they perceive the web site to be
more trustworthy than when the logo is not present. Furthermore, when the logo is
present, those subjects with knowledge of WebTrust perceive the web site to be more

trustworthy than those with no prior knowledge of WebTrust. This provides evidence
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that when there is a logo, having knowledge of WebTrust makes a significant difference

in how the logo is perceived.

Whether or not the logo was displayed on the web site made no difference in the
perceptions of trust for subjects with no prior knowledge of WebTrust. Interestingly
however, in comparing the knowledge and no knowledge group when there was no logo
on the web site, the knowledge group perceived the web site to be less trustworthy than
the no knowledge group. This result implies that once a subject is educated about the
WebTrust service, they perhaps "expect” a web site to display a logo or their perceptions
of trustworthiness decrease. Finally, overall perceived trustworthiness of a web site is

found to be a key determinant of intention to utilize EC.

1.5 Organization of Remaining Chapters

The remainder of this dissertation proceeds as follows. The next chapter provides
a background of WebTrust, a review of the prior literature on the impact of accounting
information on decisions, a review of the Internet trust literature, an introduction to
Trandis' theory on attitude and behavior, and a review of the empirical literature in IS
that uses Triandis' theory. Chapter 3 presents the research model and develops the
research hypotheses. Chapter 4 discusses the research methodology used to test the
hypotheses. Chapter 5 summarizes the results of the study, while Chapter 6 provides

some limitations, additional discussion, and suggestions for future research directions.
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Chapter 2
Review of the Literature

2.1 Overview of Chapter

The purpose of this section is to review the literature that is relevant to this study.
Section 2.2 provides a detailed background on WebTrust including the purpose of
WebTrust, the WebTrust principles, and the WebTrust engagement. Section 2.3
describes the limited empirical research on WebTrust that has been done to date. Section
2.4 discusses how accounting information influences users' decisions and relates prior
studies in this area to the objectives of the current study. Next, section 2.5 examines the
Internet trust literature. The final two sections discuss Triandis' theory on attitude and
behavior and examines the prior uses of this theory within the IS context. Section 2.8

summarizes the chapter.
2.2 Background on WebTrust

Due to technological advances and the declining usefulness of historical-based
financial statements, the market for audits has been flat for a number of years with no

clear prospect of a tumaround. Thus, to revitalize the future of assurance services and the

accounting profession, CPA firms are exploring new ways to extend the traditional audit
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service. In September of 1997 the American Institute of Certified Public Accountants

(AICPA) initiated WebTrust, an attestation service for web sites (Elliot 1997).

The purpose of WebTrust is to provide assurance by an independent and objective
CPA that a company's web site discloses and follows its operating practices and that
controls are in place so electronic transactions are processed properly and any
information sent via online will be used for business purposes only (Koreto 1997).
WebTrust was developed to allay consumer fears and concerns about the risks, both real
and perceived, of doing business electronically. Although electronic commerce has
undergone explosive growth, many consumers mistrust shopping online because they are
unsure if an online store is real, trustworthy, or safe (Yankelovich, 1997). WebTrust is
designed to increase consumers' trust and to inform consumers that a web site is safe and
reliable.

The WebTrust program is implemented as follows. A CPA firm, which has been
licensed by the AICPA to perform WebTrust audits, examines the company and its web
sites. Web sites that meet the established criteria earn the right to display a CPA
WebTrust logo. See Figure 2.1. Thus, the intention of the WebTrust logo is to symbolize
to potential customers that visit the web site that the business is legitimate, reliable and |

secure.

Figure 2.1 CPA WebTrust Logo

WebTrust

click here
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In order to obtain the WebTrust seal of approval, the entity must meet a set of
established criteria. Specifically, the AICPA has stipulated that WebTrust engagements
must be conducted under the Statements on Standards for Attestation Engagements #1
(SSAE #1) of the AICPA Professional Standards. Reflecting the multifaceted aspects of
EC assurance services, the established standards are divided into three major categories
and serve as the foundation to a WebTrust audit. These categories are business practice
disclosures, transaction integrity, and information protection. These standards provide
practitioners with a consistent set of standards to use in testing and evaluating web sites.
Companies that are in compliance with the three WebTrust principles, as determined
through testing and verification, can display the WebTrust logo. Following is a brief

overview of the three principles (AICPA web site).

2.2.1 Business Practice Disclosures

Most agree that to enhance consumer confidence in electronic commerce, the
consumer must be well informed about the entity’s business practices. Therefore, this
principle requires an entity to disclose, directly on the web site, its business practices
followed for EC transactions and to execute those practices as stated in the disclosures.
Examples of business practices that need to be disclosed on the web site include the time
required to fulfill an order, normal method of delivery, the company’s refund policy, and

who to contact with any questions. For instance, if the company’s policy is to ship the
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