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EFFICIENTPRIVATE GROUP COMMUNICATION OVER PUBLIC NETWORKS
LakshminatiReddyDondeti,Ph.D
Universityof Nebraskal999

Advisers:SaritMukherjeeandAshok Samal

Privategroupcommunications anessentiatequiremenof mary applicationssuchas
real-timestockquotedistribution, securemultimediaconferencingpaneldiscussionsand
virtual privatenetworks. We useencryptionfor privacy andmulticastingfor efficientgroup
communication. Distribution of encryptionkeys to authorizedmembersof a multicast
groupis the crux of the problem. Key distribution schemesnustscaleto groupsof large
sizes. When group membershipchangeswe needto changeencryptionkeys and send
themto currentauthorizednembersnly. Efficientkey distributionto alargeanddynamic
groupis aformidablechallenge.This dissertatiorprovidesa framework for privategroup
communicatioron public networks.

Basedon thenumberof senderssecuregroupcommunicatiorcanbeclassifiedasone-
to-many many-to-manyandfew-to-manycommunicationWe proposehreeprotocolsfor
securegroupcommunicationaddressingachof thesecateoriesseparatelyWe usedis-
tributed groupmanagementor efficient managementf large anddynamicgroups. Our
protocolsscalewell to groupsof large sizes.They distribute groupmanagementverhead
evenly amongall entitiesof a multicastgroup. We do not exposesecretkeysto third party
entitiesin the public network. We prove the correctnes®f our protocols. We show that
they areimmuneto collusions.

Simulationresultsfurtherreinforcethatour one-to-mag andmary-to-mary protocols
evenly distribute key managemenbverheadamongthe entitiesof a multicastgroup. We
selectgroupmembershigracesof sizesvaryingfrom hundredsof membergo thousands

of memberdrom pastMBONE sessiongor our simulations. The resultsshav that our



protocolsscalewell to large groups.As groupsizeincrease®ur protocolsperformbetter
thanothersolutionsin the literature. Our simulationof existing mary-to-mary protocols
demonstratéhat our protocolevenly distributesoverheadamongall sendersunlike other

contemporargolutionswhich tendto overloada smallsubsebf senders.
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Chapter 1

Intr oduction

We considerthe problemof usinga public network, for examplethe Internet,for private
communicatiorbetweera groupof members.For confidentialityof data,we useencryp-
tion. All authorizednembersandonly they shouldhave accesdo theencryptionkey. The
problemof distributing the secreencryptionkey to a potentiallydynamicsetof authorized
memberds nontrivial. If the key distribution protocolfails, eventhe bestencryptional-
gorithm becomeauseless.We addresskey distribution to a groupwhosemembershigs
very large (comprisingof thousandso tensof thousandef memberspaswell asdynamic.
In otherwords, our problemtranslateso maintaininganddistributing an encryptionkey
for securecommunicatiorbetweerthe authorizednembersf alargeanddynamicgroup.
Theentity or entitiesresponsibldor key managememeedto monitorgroupmembership
changes.

Only theauthorizednember®f thegroupatagiveninstancen time shouldhaveaccess
to thecurrentgroupkey. More formally, we mustmaintainperfectforwardsecreg [31, 45]
in thegroup. In groupswith frequentmembershighangesjoining membersnustnot get
accesgo pastdataanddepartingnembersnustnot getaccesgo futuredata,to guarantee
perfectforward secreg. We needto changethe key and sendthe updatedversionto the

nev memberonly, eachtimethereis amembershighange This“rekeying” processnust



bescalabla.e., efficient.

Naive approaches$o rekeying requirethe groupmanageto securelysendencryption
key(s) to eachmembeyseparatelyRelkeying overheadn suchapproaches proportional
to groupsize.We incurthis costof rekeying eachtimethereis amembershighange Thus,
in large anddynamicgroupswe will frequentlyincur overheadproportionalto groupsize.
For efficient securegroupcommunicationkey distribution overheadmustbe independent
of the sizeof thegroup.

We classifysecuregroupcommunicatiorbasedon the ownershipof data.lt is reason-
ableto assumehat sendersvould like to controlwho recevesthe data. In one-to-many
securegroup communicationone senderhasdatato sendto a very large and dynamic
group. Real-timestock quotedistribution is an application. Private conferencingon the
Internet,whereall membersare sendergequiresa many-to-manysecuregroup commu-
nicationprotocol. Finally, few-to-manysecuregroupcommunications usefulfor private
paneldiscussion®n the Internet,wherea few senderspeakandalarge numberof mem-

berslistenin onthecorversation.

1.1 Motivation

TheInternethasbeenanextremelypopularresourcdor one-to-one&communicationn the
pastfew years.More recently severalgroupcommunicatiorapplicationshave sprungup.
For example,datareplicationor mirroring requiresone-to-mag communicatiorbetween
the datadistribution site andthe mirrors. Similarly “push” applicationssuchaswebcast-
ing [33], whichpushdatato usergatherthaneachuserseparatelypulling” theinformation
arebecomingpopular The Internetmay alsobe usedfor mary-to-mary communication,
wheremorethanonemembersendsdatato the group. Distributedinteractve simulation,

multimediaconferencingareexamplesof suchapplications.
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To illustratethe benefitsof a“push” approactovera“pull” approacHor datatransmis-
sion,considerreal-timestockquotedistribution. Currentlystockquotedistribution via the
world widewebemplo/sa“pull” approactasopposedo a“push” approachFor example,
a coupleof tradersfrom neighboringbuildingsin SanFranciscamay be downloadingthe
samenformationatthe sametime from a sourcein New York City. In the pull mechanism
two separateopiesof datatravels on the network, which is a wasteof resourcesA push
methodon the otherhandavoids suchduplications.

Multicastingis anefficient solutionfor groupcommunicatioron the Internet. Senders
neednot make copiesfor eachdestination. It ensureghat datatravels exactly onceon
eachnetwork link in reachingmultiple destinations.Thus multicastingutilizes network
resourcesfficiently and reducesthe load at the senders.We can efficiently implement
pushapplicationausingmulticasting.

Groupcommunicatiorapplicationsvould befinanciallymoreattractve to theindustry
if thecommunicationganbe private. Thechallengas in instilling amechanismo ensure
that only the userswho paid for the serviceget accesgo the information. Mechanisms
for efficient managemenof large anddynamicgroupswould make it easyto implement
pay-peruseapplicationswhich are attractve for both serviceprovidersandtheir users.
Real-timestockquotedistribution, privatemultimediaconferencingon the Internet,panel
discussiongnthe Internetaresomepopularapplicationsof securegroupcommunication.

Multicastingis an efficient solutionfor datatransmission.For efficient private group
communicationkey transmissioimustalsobe efficient. This motivatesthe needfor scal-
ablekey distribution mechanismsRkRekeying overheadnustbe scalabldor effective useof
multicastingfor privategroupcommunication.

Several protocolsexist to addresssecurityin datanetworks with respectto unicast-
ing [19, 31]. Unfortunately theseprotocolscannotbe easilyextendedto protectmulticast

data. Along with its advantages]P multicastingposessomechallengesn addingnew
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functionality suchasreliability [13], congestiorcontrol [46] andsecurity[33]. In particu-
lar, securemulticastingposesseveralformidableproblemswhich do not arisein securing
unicastdatatransferq6]. First, IP multicastaddressearenot privatewhich enablesary
interestechostto join the multicastsessiorwithout any hindrance. Next, multicastdata
aretransmittedover mary channelf the network which presentsnultiple opportunities
for attackssuchaseavesdropping.Furthermoreary hostin the Internetcansendirrele-
vantdatato the multicastgroup,which may causecongestiorandthusconstitutea denial
of serviceattack. The universalknowledgeof multicastaddressealsoallows any hostto
poseasa memberof thegroup,therebyallowing it to gainaccesso the multicastdata.Fi-
nally, adwersariesanpossiblydisruptthemulticastprotocolitself by posingasalegitimate
memberof thegroup. Securemulticastprotocolsshouldaddresshesessues.
Severalprotocolshave beenproposedo supportsecuremulticasting[5, 11, 12,21, 25,
34,35, 36, 44, 48, 49], in therecentpast. Someof theseprotocolsarenot scalabld5, 21,
25], hencethey arenot efficient for large groups.Othersusea centralizedentity for group
managemenfll, 12, 48, 49]. The centralizedentity is a performancebottleneck. Few
othersuse“trusted”third partyentitiesfor secrekey distribution[5, 34]. It is notdesirable
to exposesecretkeys to ary entitiesotherthanthe authorizednembers. Anotherclassof
protocols[11, 12] known astheflat scheme$47], chooseo compromisesecurityin favor
of performance.They cannotavoid or eliminatecolluding hostsefficiently. In theseflat
schemesmembersvictedfrom a groupcancombinethe secretinformationthey know to
deducethe currentgroupkey. This dissertatioraddressethe above issuesand proposes

scalableprotocolsfor securegroupcommunication.



1.2 Issuesand challengedn keydistrib ution

In atypical secureunicastprotocol,the sendeandrecever verify eachothers authentica-
tion andcommunicatausinga secret-ky [45] or public-key [45] encryptionmechanism.
Wheneitherparty leaves,the securecommunicatiorsessions terminated Sucha scheme
cannotdirectly be extendedto handlesecuredatatransmissiornio multiple recevers. Sim-

ple solutionssuchasestablishingseparatesecurechanneldbetweeneachrecever andthe

sendearehighly inefficient. Moreover, suchsolutionsarenotcompatiblewith thescalable
natureof multicasting sincethe protocolprocessingverheadtthe sendeincreasesvith

theadditionof eachreceverto thegroup.Othertraditionalsolutionssuggesthe computa-
tion of asharedsecretusinginformationdistributedoff-line to individual recevers. These
protocolsrequirethat group membershige known in advanceand are computationally

inefficient.

1.2.1 Multicast security threats

Thecommonknowledgeof multicastaddresseallows ary recever interestedn receving
the multicastdatato subscribeo the multicastgroup. It is up to the securemulticastpro-
tocol to regulategroupmembership.Typical multicastdatatravel throughmary network
channelseforereachingall the correspondinggroupmembersThisincreasegavesdrop-
ping opportunitiesto possibleadwersaries. Thesekinds of securityattackswhereadwer-
sariestry to gainaccesgo the datawithout really disruptingthe securemulticastsession
arecalledpassve attackg45]. Potentialadwersariesnay usethe datacollectedby means
of earesdroppindor cryptanalysigpurposes.

Uncontrolledgroupaccessllows ary hostin theglobalnetwork to sendmulticastdata
to amulticastgroup,which maycausecongestionThis present@anopportunityto mounta

denialof serviceattackagainsthegroup.Any hostin thelnternetmayposeasanothehost
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thatis amemberof thegroup. It cansenddata,receve dataor acquireaccesso the secret
keys posingasa legitimatememberof the group. Suchan attackis calledmasquerading.
Finally, an adwersarycan interceptdata possibly by earesdroppingor other meansand
replayit atalatertime. Masqueradingndreplayattackscall for thereceversto beableto
determinghesourceof multicastdata.Replayattacksn particularrequirethereceversto
be ableto determinghetime at which the dataweresent. All theseattacksaretermedas

active attackssincethey disruptthe multicastsessiorj45].

1.2.2 Componentsof a secue multicast protocol

Groupmembershigontrolandsecretkey distribution arethe two majorcomponent®f a
securemulticastprotocol. If the multicastgroupmemberships dynamic,i.e., if thegroup
membergoin or leave frequentlyduring the courseof a multicastsessionthe encryption
keys needto be updatedaccordingly We changesecretkeys so thatmembersdo not get
accesgo multicastdatasentbeforethey join thegroupor the datasentafterthey leave the
group. Releying is necessaryvheneer thereis amembershighangean the group. This
repeategprocessnustbe scalabldor the securemulticastprotocolto be efficient.
Groupmembershigontrolis the mostbasiccomponentf a securemulticastprotocol.
It allows only the authorizedhoststo join the multicastgroup,guardingagainsiotherwise
unilateralsubscription®y arbitraryhosts.Corventionalsolutionssuggestheuseof access
controllists. Thesendeior anauthorizedhird party canmaintaineitheraninclusionor an
exclusionlist of hostsin the Internetcorrespondingo a multicastgroup. Eachtime a host
requestgo join the multicastgroup,the senderor the third party checkswith the access
control list to determinewhetherthe hostis authorizedto join the group. Alternatively,
capabilitycertificatescanbe issuedby a designatedhird party to the recevers. Capabil-
ity certificatesauthenticatehe receversandauthorizethemto participatein a multicast

group. Thereceverspresenthe capabilitycertificateto the senderor an authorizeahird
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partyto gainaccesgo the group. Thethird party senersmay bereplicatedfor reliability,
availability, andefficiengy.

Key distributionis theheartof asecuremulticastprotocol. An effective key distribution
schememustnot yield to active securityattackssuchas masqueradingMany provably
securecryptographiamechanismsuchassecretkey andpublic-key mechanismexist to
supportsecurecommunicationA securemulticastprotocolsrole is to ensurghatnoneof
the keys arecompromisedluring the key distribution phase.ldeally, the key distribution
protocolmustbe suchthat hostscanjoin andleave the multicastgroupwithout affecting
theothermemberf thegroup.In practice additionandremoval of hostsmusttake place
affectingasfew memberf thegroupaspossible.

Someof the otherchallengeso multicastsecurityexplainedearlier viz., integrity and
replay attackscanbe solved usingdigital signaturestime-stampsmessageligests[45].
Efficientflow signingandverificationprocedures$or authenticityandnon-repudiatioralso

existin theliterature[20, 50].

1.2.3 Classificationbasedon group control

Securggroupcommunicatiorhasapplicationswvith avarietyof characteristicandrequire-
ments.Applicationsinvolving securedatadistribution typically have a singlesenderanda
very largeanddynamicgroupmembershipFor example,a brokerageserviceis thesender
in real-timestockquotedistribution. Their customersarethe members.We referto such
communicatiorasone-to-manyommunication Sincethe sendeiownsthe data,it should
have controlover who recevesthe data. Only the senderandthe authorizednembersare
thetrustedentities.No third party entity maybetrusted.

In privateconferencingll membersaresendersandall have valuabledatato send pos-
sibly overapublic network. To keepthe corversationprivate,sendersnayuseencryption.

In suchmany-to-manycommunicationjt is desirablethat all authorizedmembershave



equalcontroloverthegroup.All authorizednembersnustbetrustedequally

Panel discussionsand corporateconferencingwhereonly a few peoplespeakwhile
mostotherslistenin areexamplesof few-to-manycommunication.The few have the data
to sendandthereforeshouldhave equalcontrol over the group. The sendersandautho-
rizedmembershouldbetreatedseparatelyin particular the protocolmustkeepmembers
from sendingdatato the group. On the otherhand,it may make provisionsfor limited

communication®y the membergo thegroup.

1.2.4 Group managementand scalability

Group managementonsistsof accesscontrol and key distribution and rekeying during
membershighanges.Two popularwaysto achiese scalabilityarehierarchicalsubgroup-
ing [34] or alogical hierarchyof keys[11, 48, 49]. Hierarchicalsubgroupingapproaches
divide memberf the multicastgroupinto a treeof subgroupsBy limiting rekeying to a
subsetof membersve reduceprotocol processingverhead.More precisely the number
of messageandencryptionsor decryptiongper membershigghangedecreaseHierarchi-
cal subgroupinglistributessubgroupmanagementesponsibilitieso subgroupmanagers
(SGM). SGMs may be third party entitiessuchas ISP routers. In additionto subgroup
managementhey are alsoresponsibldor forwardingdataencryptionkeys. Finally note
that a centralizedgroup controllerretainscontrol of the groupandis the root of the key
distributiontree.

We usea virtual key distributiontreeto bestexplaintheapproachessingalogical key
hierarchy Figure1.1is an exampleof a virtual key distribution tree. The squarenodes
representnembersandthe circlesrepresenkeys. Eachmemberrecevesall the keys in
its pathto theroot. All membershave the root nodekey andthe senderusesthatkey as
the dataencryptionkey. In Figurel1.1, Alice recevesall the keys of the grey nodes. To

illustrate how logical key hierarchymay be efficient for rekeying, considerAlice leaving
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the group. The groupmanagemeedsto encryptthe new groupkey only oncefor all the

nodesdn black,i.e.,usingtheroot nodekey of theright subtree.

Group manager D Member node
?? Key nOde
Alice

Figure 1.1: Logical key hierarchy

In schemeghatusea logical key hierarchyall membershave the root nodekey. The
sendewusedt for dataencryption.Clearlytherootkey needgo bechangeaachtimethere
is a membershipchange. In otherwaords, eachjoin or leave affects all membersof the
group. Thisis known asas“1 affectsn” scalabilityproblemin the literature[34]. Hier-
archicalsubgroupings offeredasa solutionto avoid “1 affectsn” scalabilityproblem. A
closelook attheproblem thesolutionandthesecurityrequirementsevealthatperfectfor-
wardsecreg and“1 affectsn” scalabilityarecomplementaryTo maintainperfectforward
secrey, we mustchangehe groupkey everytime thereis amembershighangeIn other
wordsmaintainingperfectforwardsecreyg resultsin “1 affectsn” scalabilityproblem.

Scalablekey distribution overhead,.e., numberof encryptionsand messagesiuring
rekeying shouldbe the focus. We notethat distributedgroupmanagemens importantto
designprotocolsthat are efficient. It is importantto eliminateperformancebottlenecks.
For examplenoticethatin logical key hierarchythe sendeior thegroupmanagers solely
responsibldor rekeying. Securemulticastprotocolsmustavoid suchconcentration®f

overheadat one or a few entities. It is desirablethat group managemenand rekeying
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overheads distributedamongthevariousentitiesin a securanulticastgroup.

In asecuranulticastgroupwith severalsendersall sendersvho desireto protecttheir
datamusthave equalcontrol of the group. Along with groupcontrol, they shouldshare
the overheadnvolvedin dynamicgroupmanagemerdandkey distribution evenly among
themseles. Distribution of dynamicgroupmanagemeniasksto all sendersllows local-
ized processingf joins andleaves, thusavoiding global flooding of control traffic. Dis-
tribution of groupmanagementasksalsoavoids performancéottlenecksandeliminates
singlepointsof attackin a multicastgroup.

In the presencef multiple sendersall of themmustbe trustedequallyandthe group
mustbe operationabslong asat leastone sendeiis actve. Notice alsothateachsender
intendsto protectthe datait ownsandsendthemto authorizednembersf thegrouponly.

In securefew-to-mary communicationpnly the sendersare allowed to send/recaie
datawhile the membergqrecevers)areallowed to receve only. It is desirablethat only
senderfiave controloverwhorecevesthedata.Membergnayassisin groupmanagement
to reduceoverheadnthesendersSomeapplicationgnayhave memberghatneedto send
limited amountof datainfrequently Suchdatatransmissionfrom themembershouldbe

moderatedy a designateaontroller(s).Thesendersnayactasthe moderators.

1.2.5 Collusions

Key distribution mechanismshangesecrekeys known to amembeirafterit leaves. Thisis
to ensurethatthe departednembercanno longeraccesshe databeingsentto the group.
However, thisis notenough t is possiblehatseveralmemberghathave left mayconspire
to breakthe securityof the group. While we know thatwe aresafefrom their individual
knowledge,we arenot awareof the capacityof their combinedknowledge.

In generalwe mustensurethathostscannotusetheir combinedknowledgeto extract

secretinformationthat noneof the individual membersof the subsetalreadyknows [28].
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Thesehostsmaybeactve memberof themulticastgroupor memberghatwereoncepart
of themulticastgroup.A securanulticastprotocolmustavoid collusions.At leastit should

be ableto detectcolludingentitiesandeliminatethemefficiently.

1.3 Reseach contributions

A scalableprotocol for secure one-to-manycommunication: We proposeascalablekey
distribution schemefor secureone-to-mag communication. For efficient and se-
cure group communicationthe sendersendsencrypteddatavia multicast(exam-
ple: MBONE). For efficient groupmanagementye divide the authorizednembers
into hierarchicabubgroupsSubgroupmanager$SGM) alleviategroupmanagement
load at the senderor the groupmanager We forward dataencryptionkeys without
exposingthemto third party entities. We prove the correctnessf the protocol. We

analyzepossiblecollusionsandprove thatour protocolis immuneto collusions.

Comparison of one-to-manycommunication protocols: We compareexisting scalable
one-to-may communicatiorprotocolswith DER usingsimulation.For groupmem-
bershipbehaior we usereal world groupmembershigracesof pastMBONE ses-

sions.

A protocolfor scalablesecue many-to-many communication: We proposeDISEC,which
is anefficientsolutionfor privateconferencingver publicnetworks. It dividesgroup
managemeniasksevenly amongall the members.Eachmemberhasequalcontrol
of the group. DISEC s scalable.Rekeying requiresonly O(logn) messagesach

carryingasingleencryptedkey.

We prove the correctnessf the protocolandprove thatit is not vulnerableto collu-

sion. We alsoentertairthe possibilityof multiple simultaneousnembershighanges



