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Privategroupcommunicationis anessentialrequirementof many applicationssuchas

real-timestockquotedistribution, securemultimediaconferencing,paneldiscussionsand

virtual privatenetworks.Weuseencryptionfor privacy andmulticastingfor efficientgroup

communication. Distribution of encryptionkeys to authorizedmembersof a multicast

groupis thecrux of theproblem.Key distribution schemesmustscaleto groupsof large

sizes. Whengroup membershipchanges,we needto changeencryptionkeys andsend

themto currentauthorizedmembersonly. Efficientkey distributionto a largeanddynamic

groupis a formidablechallenge.This dissertationprovidesa framework for privategroup

communicationonpublicnetworks.

Basedon thenumberof senders,securegroupcommunicationcanbeclassifiedasone-

to-many, many-to-manyandfew-to-manycommunication.We proposethreeprotocolsfor

securegroupcommunication,addressingeachof thesecategoriesseparately. We usedis-

tributedgroupmanagementfor efficient managementof large anddynamicgroups. Our

protocolsscalewell to groupsof largesizes.They distributegroupmanagementoverhead

evenlyamongall entitiesof amulticastgroup.We donot exposesecretkeys to third party

entitiesin the public network. We prove the correctnessof our protocols. We show that

they areimmuneto collusions.

Simulationresultsfurtherreinforcethatour one-to-many andmany-to-many protocols

evenly distributekey managementoverheadamongthe entitiesof a multicastgroup. We

selectgroupmembershiptracesof sizesvaryingfrom hundredsof membersto thousands

of membersfrom pastMBONE sessionsfor our simulations. The resultsshow that our
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protocolsscalewell to largegroups.As groupsizeincreasesour protocolsperformbetter

thanothersolutionsin the literature. Our simulationof existing many-to-many protocols

demonstratethatour protocolevenly distributesoverheadamongall senders,unlike other

contemporarysolutionswhich tendto overloadasmallsubsetof senders.

 
 
 
 

 
 
 

PREVIE
W



Acknowledgements

I take thisopportunityto thankall thosewhomotivatedmeto pursueadoctoraldegree

andthosewhohelpedmegetthroughthisendeavor.

ProfessorAshokSamalreinforcedmy desireto continuemy educationandconvinced

me to pursuea PhD at the Universityof Nebraska.I thankhim for that andfor his help

andsupportin meetingall the University requirementsfor the degreeduring thesepast

few years. I am gratefulto him for introducingme to ProfessorSarit Mukherjee. With-

outSarit’s helpprofessionally, andfinanciallyduringthepastfew monthsI couldnothave

completedmy dissertationsuccessfully. I am indebtedto Sarit for his supportduring the

pasttwo years. ProfessorDeogunhasbeena constantsourceof adviseandencourage-

mentthroughoutmy graduatestudiesandI amthankful to him. Thanksto my committee

membersProfessorsSayood,RamamurthyandSethfor their commentsandconstructive

criticism.

I amgratefulto Nancy KhawandandDonnaMcCarthywho taughtmea thing or two

aboutsuccessfulprofessionallife. Thanksto the ComputerSciencedepartmentstaff es-

pecially Marilyn andDeb for their help in administrative mattersthroughoutmy stayat

UNL.

My friendSekharmotivatedmeto treatcollegeasaplacewhereI shouldfurthermyself

intellectuallyandheindirectlyinfluencedmeto pursuegraduatestudy. Phani,Suresh,Vijji,

Tharun,Anil andRamuhavebeenverysupportiveof methroughoutmyadultlife andI take

thisopportunityto thankthem.They helpedmegetthroughcollegein onepiece(mentally).

Phil andCharleshave helpedmake my stayin Nebraskaa pleasantone. I learneda lot of

systemsadministrationquirksfrom them.Thanksguys.

Thanksto Padmaandmy parentsfor understandingandbeingpatientwhile I waswork-

ing on my doctoraldegree. My parentsdid not like many of my choicesin life, but they

supportedmeall thesameandI thankthemfor their love.Jayahasbeenawonderfulsource

 
 
 
 

 
 
 

PREVIE
W



of encouragementandI thankhim for his confidencein me in personalandprofessional

life. During the last few months,Vagdevi andPrasadhostedmekindly andthathelpeda

greatdealin finishingupmy dissertation.

Thanksto Sridevi for knowing whento pushmeandwhento encourageme. I started

my pursuitbeforeI met her, but I could not have continuedwithout her love, help and

patience.

 
 
 
 

 
 
 

PREVIE
W



i

Contents

1 Intr oduction 1

1.1 Motivation. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2

1.2 Issuesandchallengesin key distribution . . . . . . . . . . . . . . . . . . . 5

1.2.1 Multicastsecuritythreats. . . . . . . . . . . . . . . . . . . . . . . 5

1.2.2 Componentsof asecuremulticastprotocol . . . . . . . . . . . . . 6

1.2.3 Classificationbasedongroupcontrol . . . . . . . . . . . . . . . . 7

1.2.4 Groupmanagementandscalability. . . . . . . . . . . . . . . . . . 8

1.2.5 Collusions . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 10

1.3 Researchcontributions . . . . . . . . . . . . . . . . . . . . . . . . . . . . 11

1.4 Outline . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 12

2 Stateof the art in scalablesecure group communication 14

2.1 One-to-many securegroupcommunication. . . . . . . . . . . . . . . . . . 15

2.1.1 Non-scalablekey distributionschemes. . . . . . . . . . . . . . . . 17

2.1.2 Scalablekey distributionschemes. . . . . . . . . . . . . . . . . . 18

2.2 Many-to-many securegroupcommunication. . . . . . . . . . . . . . . . . 26

2.2.1 Non-scalableapproaches. . . . . . . . . . . . . . . . . . . . . . . 26

2.2.2 Scalableapproaches. . . . . . . . . . . . . . . . . . . . . . . . . 27

2.2.3 Comparisonof securemany-to-many protocols . . . . . . . . . . . 32

2.3 Few-to-many securegroupcommunication . . . . . . . . . . . . . . . . . 32

 
 
 
 

 
 
 

PREVIE
W



ii

2.4 Ondeploymentof securegroupcommunicationprotocols. . . . . . . . . . 34

3 A dual encryption protocol for one-to-manysecure group communication 35

3.1 Architectureof thekey distribution tree . . . . . . . . . . . . . . . . . . . 36

3.1.1 Groupaccesscontrol . . . . . . . . . . . . . . . . . . . . . . . . . 37

3.1.2 Scalablekey distribution . . . . . . . . . . . . . . . . . . . . . . . 39

3.1.3 Securecommunication. . . . . . . . . . . . . . . . . . . . . . . . 42

3.2 Dynamicgroupmembershipmanagement. . . . . . . . . . . . . . . . . . 44

3.2.1 Joinprotocol . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 44

3.2.2 Leaveprotocol . . . . . . . . . . . . . . . . . . . . . . . . . . . . 47

3.3 Securityanalysisof DEP . . . . . . . . . . . . . . . . . . . . . . . . . . . 48

3.3.1 Protocolproperties . . . . . . . . . . . . . . . . . . . . . . . . . . 49

3.3.2 Proofof correctness . . . . . . . . . . . . . . . . . . . . . . . . . 51

3.3.3 Collusionanalysis . . . . . . . . . . . . . . . . . . . . . . . . . . 51

3.4 Comparisonof DEPwith existingprotocols . . . . . . . . . . . . . . . . . 53

4 Performancecomparisonof secure one-to-manyprotocols 55

4.1 Workloadcharacterization . . . . . . . . . . . . . . . . . . . . . . . . . . 56

4.2 Performancecomparisonandanalysis . . . . . . . . . . . . . . . . . . . . 61

4.2.1 Encryptioncostat thesender. . . . . . . . . . . . . . . . . . . . . 61

4.2.2 Encryption/decryptioncostat themembersandtheSGMs . . . . . 70

4.2.3 Distributionof encryption/decryptioncost . . . . . . . . . . . . . . 78

4.2.4 Summary . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 78

5 A scalableprotocol for secure many-to-manycommunication 81

5.1 A distributedkey managementframework for securemany-to-many com-

munication . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 82

5.1.1 Overview of secretkeysandkey computations . . . . . . . . . . . 83

 
 
 
 

 
 
 

PREVIE
W



iii

5.1.2 Rulesof key possession . . . . . . . . . . . . . . . . . . . . . . . 85

5.1.3 Key associations. . . . . . . . . . . . . . . . . . . . . . . . . . . 85

5.1.4 Groupkey computation. . . . . . . . . . . . . . . . . . . . . . . . 88

5.2 Dynamicgroupmanagement. . . . . . . . . . . . . . . . . . . . . . . . . 89

5.2.1 Thejoin protocol . . . . . . . . . . . . . . . . . . . . . . . . . . . 89

5.2.2 Theleaveprotocol . . . . . . . . . . . . . . . . . . . . . . . . . . 92

5.3 Securecommunication . . . . . . . . . . . . . . . . . . . . . . . . . . . . 94

5.4 Correctnessof theProtocol . . . . . . . . . . . . . . . . . . . . . . . . . . 94

5.5 CollusionAnalysis . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 97

5.6 Comparisonof securemany-to-many protocolsto

DISEC. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 99

5.7 Additionaldetailsof practicalsignificance. . . . . . . . . . . . . . . . . . 99

5.7.1 Concurrentjoinsor leaves . . . . . . . . . . . . . . . . . . . . . . 101

5.7.2 Groupmerging . . . . . . . . . . . . . . . . . . . . . . . . . . . . 103

5.7.3 Network partitionsor groupleaves . . . . . . . . . . . . . . . . . . 106

5.7.4 Onbalancingthekey tree . . . . . . . . . . . . . . . . . . . . . . 107

5.7.5 MemberID to unicastaddresstranslation . . . . . . . . . . . . . . 108

5.7.6 Onhostauthenticationprocedures. . . . . . . . . . . . . . . . . . 108

5.8 A framework for few-to-many securegroupcommunication . . . . . . . . 109

5.8.1 Subgroups . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 109

5.8.2 Few-to-many groupformation . . . . . . . . . . . . . . . . . . . . 110

5.8.3 Securecommunication. . . . . . . . . . . . . . . . . . . . . . . . 111

5.9 Conclusion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 111

6 Performancecomparisonof secure many-to-manyprotocols 113

6.1 En(de)cryptioncostpersessionatmembers/SGMs . . . . . . . . . . . . . 116

6.2 Percentageof thetotal costateachmember/SGM. . . . . . . . . . . . . . 117

 
 
 
 

 
 
 

PREVIE
W



iv

7 Conclusionand futur e work 124

References 126

Appendices a

A DEP: Proofsof correctness a

B Function definitions usedin the algorithms in Chapter 5 h

 
 
 
 

 
 
 

PREVIE
W



v

List of Figures

1.1 Logicalkey hierarchy. . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9

2.1 Classificationof securemulticastprotocols . . . . . . . . . . . . . . . . . 16

2.2 An exampleof aone-way functiontree. . . . . . . . . . . . . . . . . . . . 21

2.3 Distributedgroupmanagementof a logicalkey hierarchy . . . . . . . . . . 30

3.1 Componentsof acapabilitycertificate . . . . . . . . . . . . . . . . . . . . 38

3.2 Componentsof anauthorizationcertificate. . . . . . . . . . . . . . . . . . 39

3.3 Exampleof akey distributiontree . . . . . . . . . . . . . . . . . . . . . . 39

4.1 Multicastgroupmembershipbehavior in theworkload(Leastactivesessions)58

4.2 Multicastgroupmembershipbehavior in theworkload(Moderatelyactive

session) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 59

4.3 Multicastgroupmembershipbehavior in theworkload(Mostactivesessions)60

4.4 Encryptioncostat thesenderduringthesession(Leastactivesessions). . . 64

4.5 Encryptioncostat thesenderduringthesession(Moderatelyactivesessions)65

4.6 Encryptioncostat thesenderduringthesession(Mostactivesessions). . . 66

4.7 Encryptioncostat thesender(Leastactivesessions). . . . . . . . . . . . . 67

4.8 Encryptioncostat thesender(Moderatelyactivesession). . . . . . . . . . 68

4.9 Encryptioncostat thesender(Mostactivesessions). . . . . . . . . . . . . 69

 
 
 
 

 
 
 

PREVIE
W



vi

4.10 Averageencryption/decryptioncostpermemberandperSGM(Leastactive

sessions). . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 72

4.11 Averageencryption/decryptioncostpermemberandperSGM(Moderately

activesession). . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 73

4.12 Averageencryption/decryptioncostpermemberandperSGM(Mostactive

sessions). . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 74

4.13 Distributionof encryption/decryptioncost(Leastactivesessions). . . . . . 75

4.14 Distributionof encryption/decryptioncost(Moderatelyactivesession). . . 76

4.15 Distributionof encryption/decryptioncost(Mostactivesessions). . . . . . 77

4.16 Totalencryption/decryptioncostatall entitiesduringthesession . . . . . . 80

5.1 An exampleof amany-to-many key distributiontree . . . . . . . . . . . . 84

5.2 Illustrationof thejoin protocol . . . . . . . . . . . . . . . . . . . . . . . . 89

5.3 Illustrationof theleaveprotocol . . . . . . . . . . . . . . . . . . . . . . . 92

5.4 Concurrentjoins . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 101

5.5 Illustrationof groupmerging: thesimplecase . . . . . . . . . . . . . . . . 104

5.6 Illustrationof groupjoin . . . . . . . . . . . . . . . . . . . . . . . . . . . 105

5.7 Discoveringnetwork partitions . . . . . . . . . . . . . . . . . . . . . . . . 106

5.8 Treebalancing. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 107

5.9 A few-to-many key distribution tree . . . . . . . . . . . . . . . . . . . . . 110

6.1 En(de)cryptioncostatentitiesof a multicastgroup(IMS session). . . . . . 119

6.2 En(de)cryptioncostatentitiesof a multicastgroup(IPngsession) . . . . . 120

6.3 En(de)cryptioncostatentitiesof a multicastgroup(UCB session) . . . . . 121

6.4 En(de)cryptioncostatentitiesof a multicastgroup(STS-63session). . . . 122

6.5 En(de)cryptioncostatentitiesof a multicastgroup(STS-71session). . . . 123

 
 
 
 

 
 
 

PREVIE
W



vii

List of Tables

2.1 Comparisonof secureone-to-many multicastprotocols . . . . . . . . . . . 25

2.2 Comparisonof securemany-to-many multicastprotocols . . . . . . . . . . 33

3.1 Notationusedin thischapter . . . . . . . . . . . . . . . . . . . . . . . . . 37

3.2 Differenttypesof secretkeysusedin DEP . . . . . . . . . . . . . . . . . . 42

3.3 Stepsin theDEK distributionprotocol . . . . . . . . . . . . . . . . . . . . 43

3.4 Stepsin thejoin protocol . . . . . . . . . . . . . . . . . . . . . . . . . . . 46

3.5 Stepsin theleaveprotocol . . . . . . . . . . . . . . . . . . . . . . . . . . 47

3.6 Stateinformationof theentitiesin DEP . . . . . . . . . . . . . . . . . . . 49

3.7 Comparisonof secureone-to-many multicastprotocols . . . . . . . . . . . 54

5.1 Key distributionbetweenJ (0101)andits key associationgroupwhenJ joins 91

5.2 Key distribution betweenJ (0101)andits key associationgroup,whenJ’s

neighborleaves . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 93

5.3 Comparisonof securemany-to-many multicastprotocolsto DISEC. . . . . 100

5.4 Rekeying duringsimultaneousjoins . . . . . . . . . . . . . . . . . . . . . 103

 
 
 
 

 
 
 

PREVIE
W



1

Chapter 1

Intr oduction

We considerthe problemof usinga public network, for examplethe Internet,for private

communicationbetweena groupof members.For confidentialityof data,we useencryp-

tion. All authorizedmembersandonly they shouldhaveaccessto theencryptionkey. The

problemof distributingthesecretencryptionkey to apotentiallydynamicsetof authorized

membersis non trivial. If thekey distribution protocolfails, even thebestencryptional-

gorithm becomesuseless.We addresskey distribution to a groupwhosemembershipis

very large(comprisingof thousandsto tensof thousandsof members)aswell asdynamic.

In otherwords,our problemtranslatesto maintaininganddistributing an encryptionkey

for securecommunicationbetweentheauthorizedmembersof a largeanddynamicgroup.

Theentity or entitiesresponsiblefor key managementneedto monitorgroupmembership

changes.

Only theauthorizedmembersof thegroupatagiveninstancein timeshouldhaveaccess

to thecurrentgroupkey. Moreformally, wemustmaintainperfectforwardsecrecy [31,45]

in thegroup.In groupswith frequentmembershipchanges,joining membersmustnot get

accessto pastdataanddepartingmembersmustnot getaccessto futuredata,to guarantee

perfectforward secrecy. We needto changethe key andsendthe updatedversionto the

new membersonly, eachtimethereis amembershipchange.This“rekeying” processmust
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2

bescalablei.e.,efficient.

Naive approachesto rekeying requirethe groupmanagerto securelysendencryption

key(s) to eachmember, separately. Rekeying overheadin suchapproachesis proportional

to groupsize.Weincurthiscostof rekeying eachtimethereis amembershipchange.Thus,

in largeanddynamicgroupswe will frequentlyincur overheadproportionalto groupsize.

For efficient securegroupcommunication,key distribution overheadmustbeindependent

of thesizeof thegroup.

We classifysecuregroupcommunicationbasedon theownershipof data.It is reason-

ableto assumethat senderswould like to controlwho receivesthe data. In one-to-many

securegroupcommunication,one senderhasdatato sendto a very large and dynamic

group. Real-timestockquotedistribution is an application. Privateconferencingon the

Internet,whereall membersaresendersrequiresa many-to-manysecuregroupcommu-

nicationprotocol. Finally, few-to-manysecuregroupcommunicationis usefulfor private

paneldiscussionson theInternet,wherea few sendersspeakanda largenumberof mem-

berslistenin on theconversation.

1.1 Moti vation

TheInternethasbeenanextremelypopularresourcefor one-to-onecommunicationin the

pastfew years.More recently, severalgroupcommunicationapplicationshave sprungup.

For example,datareplicationor mirroring requiresone-to-many communicationbetween

thedatadistribution siteandthemirrors. Similarly “push” applicationssuchaswebcast-

ing [33], whichpushdatato usersratherthaneachuserseparately“pulling” theinformation

arebecomingpopular. TheInternetmayalsobeusedfor many-to-many communication,

wheremorethanonemembersendsdatato thegroup. Distributedinteractive simulation,

multimediaconferencingareexamplesof suchapplications.
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3

To illustratethebenefitsof a “push” approachovera“pull” approachfor datatransmis-

sion,considerreal-timestockquotedistribution. Currentlystockquotedistributionvia the

world widewebemploysa“pull” approachasopposedto a“push” approach.For example,

a coupleof tradersfrom neighboringbuildings in SanFranciscomaybedownloadingthe

sameinformationat thesametimefrom asourcein New York City. In thepull mechanism

two separatecopiesof datatravelson thenetwork, which is a wasteof resources.A push

methodon theotherhandavoidssuchduplications.

Multicastingis anefficient solutionfor groupcommunicationon theInternet.Senders

neednot make copiesfor eachdestination. It ensuresthat datatravels exactly onceon

eachnetwork link in reachingmultiple destinations.Thusmulticastingutilizes network

resourcesefficiently and reducesthe load at the senders.We canefficiently implement

pushapplicationsusingmulticasting.

Groupcommunicationapplicationswouldbefinanciallymoreattractiveto theindustry,

if thecommunicationscanbeprivate.Thechallengeis in instilling amechanismto ensure

that only the userswho paid for the serviceget accessto the information. Mechanisms

for efficient managementof large anddynamicgroupswould make it easyto implement

pay-per-useapplications,which areattractive for both serviceprovidersandtheir users.

Real-timestockquotedistribution,privatemultimediaconferencingon theInternet,panel

discussionson theInternetaresomepopularapplicationsof securegroupcommunication.

Multicastingis an efficient solutionfor datatransmission.For efficient privategroup

communication,key transmissionmustalsobeefficient. This motivatestheneedfor scal-

ablekey distributionmechanisms.Rekeying overheadmustbescalablefor effectiveuseof

multicastingfor privategroupcommunication.

Several protocolsexist to addresssecurityin datanetworks with respectto unicast-

ing [19, 31]. Unfortunately, theseprotocolscannotbeeasilyextendedto protectmulticast

data. Along with its advantages,IP multicastingposessomechallengesin addingnew
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4

functionalitysuchasreliability [13], congestioncontrol[46] andsecurity[33]. In particu-

lar, securemulticastingposesseveral formidableproblemswhich do not arisein securing

unicastdatatransfers[6]. First, IP multicastaddressesarenot privatewhich enablesany

interestedhostto join the multicastsessionwithout any hindrance.Next, multicastdata

aretransmittedover many channelsof thenetwork which presentsmultiple opportunities

for attackssuchaseavesdropping.Furthermore,any hostin the Internetcansendirrele-

vantdatato themulticastgroup,which maycausecongestionandthusconstitutea denial

of serviceattack.Theuniversalknowledgeof multicastaddressesalsoallows any hostto

poseasamemberof thegroup,therebyallowing it to gainaccessto themulticastdata.Fi-

nally, adversariescanpossiblydisruptthemulticastprotocolitself by posingasalegitimate

memberof thegroup.Securemulticastprotocolsshouldaddresstheseissues.

Severalprotocolshavebeenproposedto supportsecuremulticasting[5, 11, 12,21,25,

34,35,36, 44, 48, 49], in therecentpast.Someof theseprotocolsarenot scalable[5, 21,

25], hencethey arenot efficient for largegroups.Othersusea centralizedentity for group

management[11, 12, 48, 49]. The centralizedentity is a performancebottleneck. Few

othersuse“trusted” third partyentitiesfor secretkey distribution[5, 34]. It is notdesirable

to exposesecretkeys to any entitiesotherthantheauthorizedmembers.Anotherclassof

protocols[11, 12] known astheflat schemes[47], chooseto compromisesecurityin favor

of performance.They cannotavoid or eliminatecolluding hostsefficiently. In theseflat

schemes,membersevictedfrom a groupcancombinethesecretinformationthey know to

deducethe currentgroupkey. This dissertationaddressesthe above issuesandproposes

scalableprotocolsfor securegroupcommunication.
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5

1.2 Issuesand challengesin keydistrib ution

In a typical secureunicastprotocol,thesenderandreceiver verify eachother’sauthentica-

tion andcommunicateusinga secret-key [45] or public-key [45] encryptionmechanism.

Wheneitherpartyleaves,thesecurecommunicationsessionis terminated.Sucha scheme

cannotdirectly beextendedto handlesecuredatatransmissionto multiple receivers.Sim-

ple solutionssuchasestablishingseparatesecurechannelsbetweeneachreceiver andthe

senderarehighly inefficient. Moreover, suchsolutionsarenotcompatiblewith thescalable

natureof multicasting,sincetheprotocolprocessingoverheadat thesenderincreaseswith

theadditionof eachreceiver to thegroup.Othertraditionalsolutionssuggestthecomputa-

tion of a sharedsecretusinginformationdistributedoff-line to individual receivers.These

protocolsrequirethat groupmembershipbe known in advanceandarecomputationally

inefficient.

1.2.1 Multicast security thr eats

Thecommonknowledgeof multicastaddressesallowsany receiver interestedin receiving

themulticastdatato subscribeto themulticastgroup. It is up to thesecuremulticastpro-

tocol to regulategroupmembership.Typical multicastdatatravel throughmany network

channelsbeforereachingall thecorrespondinggroupmembers.This increaseseavesdrop-

ping opportunitiesto possibleadversaries.Thesekinds of securityattackswhereadver-

sariestry to gainaccessto the datawithout really disruptingthesecuremulticastsession

arecalledpassive attacks[45]. Potentialadversariesmayusethedatacollectedby means

of eavesdroppingfor cryptanalysispurposes.

Uncontrolledgroupaccessallowsany hostin theglobalnetwork to sendmulticastdata

to amulticastgroup,whichmaycausecongestion.Thispresentsanopportunityto mounta

denialof serviceattackagainstthegroup.Any hostin theInternetmayposeasanotherhost

 
 
 
 

 
 
 

PREVIE
W



6

thatis a memberof thegroup.It cansenddata,receive dataor acquireaccessto thesecret

keys posingasa legitimatememberof thegroup. Suchanattackis calledmasquerading.

Finally, an adversarycan interceptdatapossiblyby eavesdroppingor other meansand

replayit ata latertime. Masqueradingandreplayattackscall for thereceiversto beableto

determinethesourceof multicastdata.Replayattacksin particularrequirethereceiversto

beableto determinethetime at which thedataweresent.All theseattacksaretermedas

activeattackssincethey disruptthemulticastsession[45].

1.2.2 Componentsof a securemulticast protocol

Groupmembershipcontrolandsecretkey distribution arethetwo majorcomponentsof a

securemulticastprotocol.If themulticastgroupmembershipis dynamic,i.e., if thegroup

membersjoin or leave frequentlyduring thecourseof a multicastsession,theencryption

keys needto beupdatedaccordingly. We changesecretkeys so thatmembersdo not get

accessto multicastdatasentbeforethey join thegroupor thedatasentafterthey leave the

group. Rekeying is necessarywhenever thereis a membershipchangein thegroup. This

repeatedprocessmustbescalablefor thesecuremulticastprotocolto beefficient.

Groupmembershipcontrolis themostbasiccomponentof asecuremulticastprotocol.

It allows only theauthorizedhoststo join themulticastgroup,guardingagainstotherwise

unilateralsubscriptionsby arbitraryhosts.Conventionalsolutionssuggesttheuseof access

controllists. Thesenderor anauthorizedthird partycanmaintaineitheraninclusionor an

exclusionlist of hostsin theInternetcorrespondingto a multicastgroup.Eachtime a host

requeststo join the multicastgroup,the senderor the third party checkswith the access

control list to determinewhetherthe host is authorizedto join the group. Alternatively,

capabilitycertificatescanbe issuedby a designatedthird party to the receivers. Capabil-

ity certificatesauthenticatethe receiversandauthorizethemto participatein a multicast

group. Thereceiverspresentthecapabilitycertificateto thesenderor anauthorizedthird
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partyto gainaccessto thegroup.Thethird partyserversmaybereplicatedfor reliability,

availability, andefficiency.

Key distributionis theheartof asecuremulticastprotocol.An effectivekey distribution

schememustnot yield to active securityattackssuchasmasquerading.Many provably

securecryptographicmechanismssuchassecretkey andpublic-key mechanismsexist to

supportsecurecommunication.A securemulticastprotocol’s role is to ensurethatnoneof

thekeys arecompromisedduring thekey distribution phase.Ideally, the key distribution

protocolmustbesuchthathostscanjoin andleave themulticastgroupwithout affecting

theothermembersof thegroup.In practice,additionandremoval of hostsmusttakeplace

affectingasfew membersof thegroupaspossible.

Someof theotherchallengesto multicastsecurityexplainedearlier, viz., integrity and

replayattackscanbe solvedusingdigital signatures,time-stamps,messagedigests[45].

Efficientflow signingandverificationproceduresfor authenticityandnon-repudiationalso

exist in theliterature[20, 50].

1.2.3 Classificationbasedon group control

Securegroupcommunicationhasapplicationswith avarietyof characteristicsandrequire-

ments.Applicationsinvolving securedatadistribution typically havea singlesenderanda

very largeanddynamicgroupmembership.For example,abrokerageserviceis thesender

in real-timestockquotedistribution. Their customersarethemembers.We refer to such

communicationasone-to-manycommunication.Sincethesenderownsthedata,it should

have controlover who receivesthedata.Only thesenderandtheauthorizedmembersare

thetrustedentities.No third partyentitymaybetrusted.

In privateconferencingall membersaresendersandall havevaluabledatato send,pos-

sibly overapublicnetwork. To keeptheconversationprivate,sendersmayuseencryption.

In suchmany-to-manycommunication,it is desirablethat all authorizedmembershave
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equalcontrolover thegroup.All authorizedmembersmustbetrustedequally.

Panel discussionsand corporateconferencingwhereonly a few peoplespeakwhile

mostotherslistenin areexamplesof few-to-manycommunication.Thefew have thedata

to sendandthereforeshouldhave equalcontrol over the group. The sendersandautho-

rizedmembersshouldbetreatedseparately. In particular, theprotocolmustkeepmembers

from sendingdatato the group. On the otherhand,it may make provisionsfor limited

communicationsby themembersto thegroup.

1.2.4 Group managementand scalability

Group managementconsistsof accesscontrol and key distribution and rekeying during

membershipchanges.Two popularwaysto achieve scalabilityarehierarchicalsubgroup-

ing [34] or a logical hierarchyof keys [11, 48, 49]. Hierarchicalsubgroupingapproaches

divide membersof themulticastgroupinto a treeof subgroups.By limiting rekeying to a

subsetof memberswe reduceprotocolprocessingoverhead.More precisely, the number

of messagesandencryptionsor decryptionspermembershipchangedecrease.Hierarchi-

cal subgroupingdistributessubgroupmanagementresponsibilitiesto subgroupmanagers

(SGM). SGMsmay be third party entitiessuchas ISP routers. In addition to subgroup

managementthey arealsoresponsiblefor forwardingdataencryptionkeys. Finally note

that a centralizedgroupcontrollerretainscontrol of the groupandis the root of the key

distributiontree.

Weuseavirtual key distributiontreeto bestexplain theapproachesusinga logicalkey

hierarchy. Figure1.1 is an exampleof a virtual key distribution tree. The squarenodes

representmembersandthe circlesrepresentkeys. Eachmemberreceivesall the keys in

its pathto the root. All membershave the root nodekey andthe senderusesthat key as

the dataencryptionkey. In Figure1.1, Alice receivesall the keys of the grey nodes.To

illustratehow logical key hierarchymaybeefficient for rekeying, considerAlice leaving
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the group. Thegroupmanagerneedsto encryptthe new groupkey only oncefor all the

nodesin black,i.e.,usingtherootnodekey of theright subtree.

Group manager

Alice

Member node

Key node

Figure 1.1: Logical key hierarchy

In schemesthatusea logical key hierarchyall membershave the root nodekey. The

senderusesit for dataencryption.Clearlytherootkey needsto bechangedeachtimethere

is a membershipchange. In otherwords,eachjoin or leave affectsall membersof the

group. This is known asas“1 affectsn” scalabilityproblemin the literature[34]. Hier-

archicalsubgroupingis offeredasa solutionto avoid “1 affectsn” scalabilityproblem.A

closelook at theproblem,thesolutionandthesecurityrequirementsrevealthatperfectfor-

wardsecrecy and“1 affectsn” scalabilityarecomplementary. To maintainperfectforward

secrecy, we mustchangethegroupkey every time thereis a membershipchange.In other

wordsmaintainingperfectforwardsecrecy resultsin “1 affectsn” scalabilityproblem.

Scalablekey distribution overhead,i.e., numberof encryptionsandmessagesduring

rekeying shouldbethefocus. We notethatdistributedgroupmanagementis importantto

designprotocolsthat areefficient. It is importantto eliminateperformancebottlenecks.

For examplenoticethatin logical key hierarchy, thesenderor thegroupmanageris solely

responsiblefor rekeying. Securemulticastprotocolsmust avoid suchconcentrationsof

overheadat one or a few entities. It is desirablethat group managementand rekeying
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overheadis distributedamongthevariousentitiesin asecuremulticastgroup.

In a securemulticastgroupwith severalsenders,all senderswhodesireto protecttheir

datamusthave equalcontrol of the group. Along with groupcontrol, they shouldshare

theoverheadinvolved in dynamicgroupmanagementandkey distribution evenly among

themselves. Distribution of dynamicgroupmanagementtasksto all sendersallows local-

izedprocessingof joins andleaves,thusavoiding global floodingof control traffic. Dis-

tribution of groupmanagementtasksalsoavoidsperformancebottlenecksandeliminates

singlepointsof attackin amulticastgroup.

In thepresenceof multiple senders,all of themmustbetrustedequallyandthegroup

mustbeoperationalaslong asat leastonesenderis active. Noticealsothat eachsender

intendsto protectthedatait ownsandsendthemto authorizedmembersof thegrouponly.

In securefew-to-many communication,only the sendersareallowed to send/receive

datawhile the members(receivers)areallowed to receive only. It is desirablethat only

sendershavecontroloverwhoreceivesthedata.Membersmayassistin groupmanagement

to reduceoverheadonthesenders.Someapplicationsmayhavemembersthatneedto send

limited amountsof datainfrequently. Suchdatatransmissionsfrom themembersshouldbe

moderatedby adesignatedcontroller(s).Thesendersmayactasthemoderators.

1.2.5 Collusions

Key distributionmechanismschangesecretkeysknown to amemberafterit leaves.This is

to ensurethat thedepartedmembercanno longeraccessthedatabeingsentto thegroup.

However, this is notenough.It is possiblethatseveralmembersthathaveleft mayconspire

to breakthesecurityof thegroup. While we know thatwe aresafefrom their individual

knowledge,we arenotawareof thecapacityof theircombinedknowledge.

In general,we mustensurethathostscannotusetheir combinedknowledgeto extract

secretinformationthatnoneof the individual membersof thesubsetalreadyknows [28].
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Thesehostsmaybeactivemembersof themulticastgroupor membersthatwereoncepart

of themulticastgroup.A securemulticastprotocolmustavoid collusions.At leastit should

beableto detectcolludingentitiesandeliminatethemefficiently.

1.3 Research contributions

A scalableprotocol for secure one-to-manycommunication: Weproposeascalablekey

distribution schemefor secureone-to-many communication.For efficient andse-

cure group communication,the sendersendsencrypteddatavia multicast(exam-

ple: MBONE). For efficient groupmanagement,we divide theauthorizedmembers

intohierarchicalsubgroups.Subgroupmanagers(SGM)alleviategroupmanagement

loadat thesenderor thegroupmanager. We forwarddataencryptionkeys without

exposingthemto third partyentities.We prove thecorrectnessof theprotocol. We

analyzepossiblecollusionsandprove thatourprotocolis immuneto collusions.

Comparisonof one-to-manycommunicationprotocols: We compareexisting scalable

one-to-many communicationprotocolswith DEP, usingsimulation.For groupmem-

bershipbehavior we usereal world groupmembershiptracesof pastMBONE ses-

sions.

A protocol for scalablesecure many-to-manycommunication: WeproposeDISEC,which

is anefficientsolutionfor privateconferencingoverpublicnetworks.It dividesgroup

managementtasksevenly amongall themembers.Eachmemberhasequalcontrol

of the group. DISEC is scalable.Rekeying requiresonly O
�
logn� messages,each

carryingasingleencryptedkey.

We prove thecorrectnessof theprotocolandprove thatit is not vulnerableto collu-

sion.Wealsoentertainthepossibilityof multiplesimultaneousmembershipchanges

 
 
 
 

 
 
 

PREVIE
W


